Microsoft CVE Summary

This report contains detail for the following vulnerabilities:

Tag

Azure CycleCloud

Azure Network Watcher

Azure Network Watcher

Azure Stack

Azure Stack

Azure Web Apps

Dynamics Business Central

Microsoft AutoUpdate (MAU)

Microsoft Dynamics 365 (on-
premises)

Microsoft Graphics
Component

Microsoft Graphics
Component

Microsoft Graphics
Component

Microsoft Management
Console

Microsoft Office Excel

Microsoft Office Publisher

Microsoft Office SharePoint

Microsoft Office SharePoint

Microsoft Office SharePoint

Microsoft Office SharePoint

Microsoft Office SharePoint

Microsoft Office Visio

Microsoft Outlook for i0S

Microsoft Streaming Service

Microsoft Streaming Service

Microsoft Streaming Service

CVE ID
CVE-
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43469
CVE-
2024-
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CVE-
2024-
43470
CVE-
2024-
38216
CVE-
2024-
38220
CVE-
2024-
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CVE-
2024-
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CVE-
2024-
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CVE-
2024-
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CVE-
2024-
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CVE-
2024-
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CVE-
2024-
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CVE-
2024-
38259
CVE-
2024-
43465
CVE-
2024-
38226
CVE-
2024-
38227
CVE-
2024-
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CVE-
2024-
38018
CVE-
2024-
38228
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2024-
43466
CVE-
2024-
43463
CVE-
2024-
43482
CVE-
2024-
38245
CVE-
2024-
38241
CVE-
2024-
38242

CVE Title Severity
Azure CycleCloud Remote Code Important
Execution Vulnerability P
Azure Network Watcher VM Agent Important
Elevation of Privilege Vulnerability P
Azure Network Watcher VM Agent Important
Elevation of Privilege Vulnerability P
Azure Stack Hub Elevation of Privilege Critical
Vulnerability
Azure Stack Hub Elevation of Privilege Critical
Vulnerability
Azure Web Apps Elevation of Privilege Critical
Vulnerability
Microsoft Dynamics 365 Business Central Important
Elevation of Privilege Vulnerability P
Microsoft AutoUpdate (MAU) Elevation of Important
Privilege Vulnerability P
Microsoft Dynamics 365 (on-premises)
Cross-site Scripting Vulnerability Important
Windows Graphics Component Elevation Important
of Privilege Vulnerability P
Windows Graphics Component Elevation Important
of Privilege Vulnerability P
Windows Graphics Component Elevation Important
of Privilege Vulnerability P
Microsoft Management Console Remote Important
Code Execution Vulnerability P
Microsoft Excel Elevation of Privilege Important
Vulnerability po
Microsoft Publisher Security Feature Important
Bypass Vulnerability P
Microsoft SharePoint Server Remote Code Important
Execution Vulnerability P
Microsoft SharePoint Server Remote Code Critical
Execution Vulnerability
Microsoft SharePoint Server Remote Code Critical
Execution Vulnerability
Microsoft SharePoint Server Remote Code Important
Execution Vulnerability P
Microsoft SharePoint Server Denial of Important
Service Vulnerability P
Microsoft Office Visio Remote Code Important
Execution Vulnerability P
Microsoft Outlook for iOS Information Important
Disclosure Vulnerability P
Kernel Streaming Service Driver Elevation Important
of Privilege Vulnerability P
Kernel Streaming Service Driver Elevation Important
of Privilege Vulnerability P
Kernel Streaming Service Driver Elevation

Important

of Privilege Vulnerability



Microsoft Streaming Service

Microsoft Streaming Service

Microsoft Streaming Service

Microsoft Streaming Service

Power Automate

Role: Windows Hyper-V

SQL Server

SQL Server

SQL Server

SQL Server

SQL Server

SQL Server

SQL Server

SQL Server

SQL Server

SQL Server

SQL Server

SQL Server

SQL Server

Windows Admin Center

Windows AllJoyn API

Windows Authentication
Methods

Windows DHCP Server

Windows Installer

Windows Kerberos

Windows Kernel-Mode
Drivers

Windows Libarchive

Kernel Streaming Service Driver Elevation Important
of Privilege Vulnerability P
Kernel Streaming Service Driver Elevation Important
of Privilege Vulnerability P
Kernel Streaming WOW Thunk Service Important
Driver Elevation of Privilege Vulnerability P

Kernel Streaming Service Driver Elevation

of Privilege Vulnerability Important
Microsoft Power Automate Desktop Important
Remote Code Execution Vulnerability P
Windows Hyper-V Denial of Service Important
Vulnerability P
Microsoft SQL Server Native Scoring Important
Remote Code Execution Vulnerability P
Microsoft SQL Server Elevation of Important
Privilege Vulnerability P
Microsoft SQL Server Native Scoring Important
Remote Code Execution Vulnerability P
Microsoft SQL Server Native Scoring Important
Remote Code Execution Vulnerability P
Microsoft SQL Server Native Scoring Important
Information Disclosure Vulnerability P
Microsoft SQL Server Native Scoring Important
Remote Code Execution Vulnerability P
Microsoft SQL Server Native Scoring Important
Information Disclosure Vulnerability P
Microsoft SQL Server Information Important
Disclosure Vulnerability P
Microsoft SQL Server Native Scoring Important
Remote Code Execution Vulnerability P
Microsoft SQL Server Native Scoring Important
Information Disclosure Vulnerability P
Microsoft SQL Server Native Scoring Important
Remote Code Execution Vulnerability P
Microsoft SQL Server Elevation of Important
Privilege Vulnerability P
Microsoft SQL Server Elevation of Important
Privilege Vulnerability P
Microsoft Windows Admin Center Important
Information Disclosure Vulnerability P
Microsoft AllJoyn API Information Important
Disclosure Vulnerability po
Windows Authentication Information Important
Disclosure Vulnerability P
DHCP Server Service Denial of Service Important
Vulnerability P
Windows Installer Elevation of Privilege Important
Vulnerability po
Windows Kerberos Elevation of Privilege

Important

Vulnerability

Windows Kernel-Mode Driver Information Important
Disclosure Vulnerability P
Windows libarchive Remote Code

Execution Vulnerability Important



Windows Mark of the Web
(MOTW)

Windows Mark of the Web
(MOTW)

Windows MSHTML Platform

Windows Network Address
Translation (NAT)

Windows Network
Virtualization

Windows Network
Virtualization

Windows Network
Virtualization

Windows Network
Virtualization

Windows PowerShell

Windows Remote Access
Connection Manager

Windows Remote Desktop
Licensing Service

Windows Remote Desktop
Licensing Service

Windows Remote Desktop
Licensing Service

Windows Remote Desktop
Licensing Service

Windows Remote Desktop
Licensing Service

Windows Remote Desktop
Licensing Service

Windows Remote Desktop
Licensing Service

Windows Security Zone
Mapping

Windows Setup and
Deployment

Windows Standards-Based

Storage Management Service

Windows Storage

Windows TCP/IP

Windows TCP/IP

Windows Update

Windows Win32K - GRFX

Windows Win32K - ICOMP

Windows Win32K - ICOMP

Windows Mark of the Web Security
Feature Bypass Vulnerability

Windows Mark of the Web Security
Feature Bypass Vulnerability

Windows MSHTML Platform Spoofing
Vulnerability

Windows Network Address Translation
(NAT) Remote Code Execution
Vulnerability

Windows Networking Denial of Service
Vulnerability

Windows Networking Denial of Service
Vulnerability

Windows Networking Denial of Service
Vulnerability

Windows Networking Information
Disclosure Vulnerability

PowerShell Elevation of Privilege
Vulnerability

Windows Remote Access Connection
Manager Elevation of Privilege
Vulnerability

Windows Remote Desktop Licensing
Service Denial of Service Vulnerability

Windows Remote Desktop Licensing
Service Information Disclosure
Vulnerability

Windows Remote Desktop Licensing
Service Remote Code Execution
Vulnerability

Windows Remote Desktop Licensing
Service Remote Code Execution
Vulnerability

Windows Remote Desktop Licensing
Service Remote Code Execution
Vulnerability

Windows Remote Desktop Licensing
Service Remote Code Execution
Vulnerability

Windows Remote Desktop Licensing
Service Spoofing Vulnerability

Windows Security Zone Mapping Security

Feature Bypass Vulnerability

Windows Setup and Deployment Elevation

of Privilege Vulnerability

Windows Standards-Based Storage
Management Service Denial of Service
Vulnerability

Windows Storage Elevation of Privilege
Vulnerability

Windows TCP/IP Remote Code Execution

Vulnerability

Windows TCP/IP Remote Code Execution

Vulnerability

Microsoft Windows Update Remote Code

Execution Vulnerability

Win32k Elevation of Privilege
Vulnerability

Windows Win32 Kernel Subsystem
Elevation of Privilege Vulnerability

Windows Win32 Kernel Subsystem
Elevation of Privilege Vulnerability

Important

Moderate

Important

Critical

Important

Important

Important

Important

Important

Important

Important

Important

Important

Important

Important

Important

Important

Important

Important

Important

Important

Important

Important

Critical

Important

Important

Important



CVE-2024-37338 - Microsoft SQL Server Native Scoring Remote
Code Execution Vulnerability

top)

CVE ID

\Vulnerability Description

Maximum
Severity
IRating

\Vulnerability
Impact

37338

CVE-2024-

ICVE Title: Microsoft SQL Server Native Scoring Remote Code Execution Vulnerability
IDescription:

[Unknown

IFAQ:

|According to the CVSS metric, privileges required is low (PR:L). What does that mean for
this vulnerability?

Successful exploitation of this vulnerability requires an authenticated attacker to leverage SQL
Server Native Scoring to apply pre-trained models to their data without moving it out of the
database.

I am running SQL Server on my system. What action do I need to take?

lUpdate your relevant version of SQL Server. Any applicable driver fixes are included in those
updates.

Il am running my own application on my system. What action do I need to take?

Update your application to use Microsoft OLE DB Driver 18 or 19. Update the drivers to the
versions listed on this page, which provide protection against this vulnerability.

[ am running an application from a software vendor on my system. What action do I need to
take?

IConsult with your application vendor if it is compatible with Microsoft OLE DB Driver 18 or 19.
Update the drivers to the versions listed in this page, which provide protection against this
vulnerability

There are GDR and/or CU (Cumulative Update) updates offered for my version of SQL
Server. How do I know which update to use?

e First, determine your SQL Server version number. For more information on determining
your SQL Server version number, see Microsoft Knowledge Base Article 321185 - How to
determine the version, edition, and update level of SQL Server and its components.

¢ Second, in the table below, locate your version number or the version range that your
version number falls within. The corresponding update is the one you need to install.

INote If your SQL Server version number is not represented in the table below, your SQL Server
version is no longer supported. Please upgrade to the latest Service Pack or SQL Server product in
lorder to apply this and future security updates.

This security update also
includes servicing releases up
through...

Security update for SQL 16.0.4003.1 - KB 5038325 - SQL2022 RTM
Server 2022 CU14+GDR 16.0.4135.4 Cu14

Security update for SQL 16.0.1000.6 - KB 5040936 - Previous

Server 2022 RTM+GDR 16.0.1121.4 SQL2022 RTM GDR

Security update for SQL 15.0.4003.23 - KB 5039747 - SQL2019 RTM
Server 2019 CU28+GDR 15.0.4385.2 Cu28

Security update for SQL 15.0.2000.5 - KB 5040986 - Previous

Server 2019 RTM+GDR 15.0.2116.2 SQL2019 RTM GDR

Security update for SQL 14.0.3006.16 - KB 5040940 - SQL2017 RTM
Server 2017 CU31+GDR 14.0.3471.2 CU31

Security update for SQL 14.0.1000.169 - KB 5040942 - Previous

Server 2017 RTM+GDR 14.0.2056.2 SQL2017 RTM GDR

Security update for SQL
5042209 2016 Azure Connect Feature
Pack

Security update for SQL 13.0.6300.2 - KB 5040946 - Previous
Server 2016 SP3 RTM+GDR 13.0.6441.1 SQL2016 RTM GDR

Update . Apply if current
Title L.
Number product version is...

5042578
5042211
5042749
5042214
5042215
5042217

13.0.7000.253 - KB 5040944 - SQL2016 Azure
13.0.7037.1 Connect Feature Pack

5042207

'What are the GDR and CU update designations and how do they differ?

[The General Distribution Release (GDR) and Cumulative Update (CU) designations correspond to
the two different servicing options in place for SQL Server baseline releases. A baseline can be
leither an RTM release or a Service Pack release.

¢ GDR updates — cumulatively only contain security updates for the given baseline.
¢ CU updates — cumulatively contain all functional fixes and security updates for the given
baseline.

Important

Remote Code
Execution



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37338
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37338
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-37338
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-37338
https://learn.microsoft.com/en-us/troubleshoot/sql/releases/download-and-install-latest-updates
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://twitter.com/arudd1ck
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37966
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37966
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-37966
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-37966
https://learn.microsoft.com/en-us/troubleshoot/sql/releases/download-and-install-latest-updates
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://twitter.com/arudd1ck
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37335
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37335
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-37335
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-37335
https://learn.microsoft.com/en-us/troubleshoot/sql/releases/download-and-install-latest-updates

CVE ID

Vulnerability Description

Maximum
Severity
IRating

\Vulnerability
Impact

Note:

o If SQL Server installation is at a baseline version, you can choose either the GDR or CU
update.
o If SQL Server installation has intentionally only installed past GDR updates, then choose to

install the GDR update package.

o If SQL Server installation has intentionally installed previous CU updates, then chose to

install the CU security update package.

Mitigations:
INone
\Workarounds:
INone
IRevision:
1.0 2024-09-10T07:00:00

Information published.

IFor any given baseline, either the GDR or CU updates could be options (see below).

You are allowed to make a change from GDR updates to CU updates ONE TIME. Once a
SQL Server CU update is applied to a SQL Server installation, there is NO way to go back to the
IGDR update path.

ICan the security updates be applied to SQL Server instances on Windows Azure (IaaS)?
IYes. SQL Server instances on Windows Azure (IaaS) can be offered the security updates through

Microsoft Update, or customers can download the security updates from Microsoft Download
(Center and apply them manually.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest |[Exploitability Assessment for Older |[Denial of Service Exploitability |[Publicly Exploited
Software Release Software Release Assessment IDisclosed P
Exploitation Less Likely INot Found IN/A INo [No
Affected Software
The following tables list the affected software details for the vulnerability.
[CVE-2024-37338

KB . IRestart
Product Article Severity |Impact |Supersedence|CVSS Score Set Required
Microsoft SQL .
Server 2017 for (5042215 IRemote ?;Srf.ogrfl' 77
x64-based (Security |Important|Code INone Vec tgr' t Maybe
§1y)5tems (CU |Undatc) Execution CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL Base: 8.8
Server 2017 for 50422!7 Remote Temporal: 7.7

(Security |Important|Code INone . Maybe
x64-based Update) Execution \Vector:
Systems (GDR) [~~~ CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL .
Server 2019 for (5042749 IRemote ?;f‘(i:l' 77
x64-based (Security |[Important/[Code INone p T Yes
Systems (CU  |[Update) [Execution [Vector:
2%’) S CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL Base: 8.8
Server 2019 for 5042214 Remote Temporal: 7.7

(Security |[Important|Code INone . \Yes
x64-based Update) Excoution \Vector:
Systems (GDR) —Raae) ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL .
Server 2022 for ||5042578 Remote E:l‘;efmgl 7
x64-based (Security |Important|Code INone P T Yes
Systems (CU  |[Update) [Execution Vector:
IZ) e CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL 5042211 Remote Base: 8.8
Server 2022 for . Temporal: 7.7

(Security |Important|Code INone . \Yes
x64-based Update) Excoution |Vector:
Systems (GDR) —Raae) ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C



https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
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https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
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https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
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https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
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https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://twitter.com/arudd1ck
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37966
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37966
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-37966
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-37966
https://learn.microsoft.com/en-us/troubleshoot/sql/releases/download-and-install-latest-updates

Acknowledgements

ICVE ID

Acknowledgements

CVE-2024-37338

Andrew Ruddick with Microsoft Security Response Center

CVE-2024-37966 - Microsoft SQL Server Native Scoring Information
Disclosure Vulnerability

(top)
pelt il ulnerabilit
CVE ID \Vulnerability Description Severity y
. mpact
IRating
ICVE Title: Microsoft SQL Server Native Scoring Information Disclosure Vulnerability
Description:
[Unknown
IFAQ:
According to the CVSS metric, privileges required is low (PR:L). What does that mean for
this vulnerability?
Successful exploitation of this vulnerability requires an authenticated attacker to leverage SQL
Server Native Scoring to apply pre-trained models to their data without moving it out of the
database.
IWhat type of information could be disclosed by this vulnerability?
IAn attacker who successfully exploited this vulnerability could potentially read small portions of
heap memory.
I am running SQL Server on my system. What action do I need to take?
Update your relevant version of SQL Server. Any applicable driver fixes are included in those
updates.
I am running my own application on my system. What action do I need to take?
Update your application to use Microsoft OLE DB Driver 18 or 19. Update the drivers to the
versions listed on this page, which provide protection against this vulnerability.
I am running an application from a software vendor on my system. What action do I need to
take?
IConsult with your application vendor if it is compatible with Microsoft OLE DB Driver 18 or 19.
[Update the drivers to the versions listed in this page, which provide protection against this
ulnerability
There are GDR and/or CU (Cumulative Update) updates offered for my version of SQL
Server. How do I know which update to use?
¢ First, determine your SQL Server version number. For more information on determining
your SQL Server version number, see Microsoft Knowledge Base Article 321185 - How to
determine the version, edition, and update level of SQL Server and its components.
¢ Second, in the table below, locate your version number or the version range that your version
number falls within. The corresponding update is the one you need to install.
INote If your SQL Server version number is not represented in the table below, your SQL Server
version is no longer supported. Please upgrade to the latest Service Pack or SQL Server product in
lorder to apply this and future security updates.
. This security update also
Update Title Apply if cu.rrer‘nt includes servicing releases up
Number product version is...
through...
R } Security update for SQL 16.0.4003.1 - KB 5038325 - SQL2022 RTM
CVE-2004- 15042578 g/ er 2022 CUI4+GDR  16.0.4135.4 cul4 .
37966 " Information
MITRE 04221 Security update for SQL 16.0.1000.6 - KB 5040936 - Previous mportant isclosure
INVD Server 2022 RTM+GDR 16.0.1121.4 SQL2022 RTM GDR
5042749 Security update for SQL 15.0.4003.23 - KB 5039747 - SQL2019 RTM
Server 2019 CU28+GDR 15.0.4385.2 CuU28
5042214 Security update for SQL 15.0.2000.5 - KB 5040986 - Previous
Server 2019 RTM+GDR 15.0.2116.2 SQL2019 RTM GDR
5042215 Security update for SQL 14.0.3006.16 - KB 5040940 - SQL2017 RTM
Server 2017 CU31+GDR 14.0.3471.2 CU31
5042217 Security update for SQL 14.0.1000.169 - KB 5040942 - Previous
Server 2017 RTM+GDR 14.0.2056.2 SQL2017 RTM GDR



https://twitter.com/arudd1ck
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37966
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37966
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-37966
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-37966
https://learn.microsoft.com/en-us/troubleshoot/sql/releases/download-and-install-latest-updates

pe i ulnerabili
CVE ID \Vulnerability Description Severity ty
. mpact
Rating

5042209

5042207

Note:

INone

INone
IRevision:

Mitigations:

Workarounds:

1.0 2024-09-10T07:00:00

[Information published.

Security update for SQL 2016 13.0.7000.253 -
Azure Connect Feature Pack 13.0.7037.1

Security update for SQL
Server 2016 SP3 RTM+GDR 13.0.6441.1

'What are the GDR and CU update designations and how do they differ?

[The General Distribution Release (GDR) and Cumulative Update (CU) designations correspond to
the two different servicing options in place for SQL Server baseline releases. A baseline can be
leither an RTM release or a Service Pack release.

¢ GDR updates — cumulatively only contain security updates for the given baseline.
¢ CU updates — cumulatively contain all functional fixes and security updates for the given
baseline.

[For any given baseline, either the GDR or CU updates could be options (see below).

If SQL Server installation is at a baseline version, you can choose either the GDR or CU
update.
If SQL Server installation has intentionally only installed past GDR updates, then choose to
install the GDR update package.
If SQL Server installation has intentionally installed previous CU updates, then chose to
install the CU security update package.

You are allowed to make a change from GDR updates to CU updates ONE TIME. Once a
SQL Server CU update is applied to a SQL Server installation, there is NO way to go back to the
IGDR update path.

ICan the security updates be applied to SQL Server instances on Windows Azure (IaaS)?
IYes. SQL Server instances on Windows Azure (IaaS) can be offered the security updates through

Microsoft Update, or customers can download the security updates from Microsoft Download
(Center and apply them manually.

13.0.6300.2 -

KB 5040944 - SQL2016 Azure
Connect Feature Pack

KB 5040946 - Previous
SQL2016 RTM GDR

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest |[Exploitability Assessment for Older  |[Denial of Service Exploitability |Publicly Exploite d|
Software Release Software Release Assessment IDisclosed P
Exploitation Less Likely INot Found IN/A INo [No

Affected Software

The following tables list the affected software details for the vulnerability.

ICVE-2024-37966
KB . IRestart

Product Article Severity |Impact Supersedence|CVSS Score Set Required
Microsoft SQL .
Server 2017 13042213 Information ?:rsrf ‘07r.all' 6.2
for x64-based ||(Security |Important| . None P T Maybe
Systems (CU [Update) IDisclosure Vector:
3i’) F=paate) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:L/E:U/RL:O/RC:C
Microsoft SQL .
Server 2017 (5042217  ormmation ?arslf' 7rall 2
for x64-based ||(Security |[[mportani .01 " None emp 0. T Maybe
Systems Update) IDisclosure |Vector:
(GDR) e CVSS:3.1/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:L/E:U/RL:O/RC:C
Microsoft SQL .
Server 2019 ||5042749 . Base: 7.1

. Information [Temporal: 6.2
for x64-based |((Security |[[mportan Discl None . Yes
Systems (CU pdate) isclosure |Vector:
hg) E— CVSS:3.1/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:L/E:U/RL:O/RC:C



https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6

ICVE-2024-37966

Microsoft SQL ‘

Server 2019 ||5042214 , Base: 7.1

: Information Temporal: 6.2

for x64-based ||(Security ([mportant] . INone : Ves
Systems Update) IDisclosure Vector:

(éDR) R CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:L/E:U/RL:O/RC:C
Microsoft SQL .

perver 2022 2042578 Information ]"l?::rsrf '07r.all' 6.2

for x64-based ||(Security ([mportant| . None P ral: 6. e
Systems (CU  |[Update) IDisclosure Vector:

14}1,) B CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:L/E:U/RL:O/RC:C
Microsoft SQL .

Server 2022 |5042211 nformation lgars;. 7ral1 s

for x64-based ||(Security ([mportan .01 OMNone € PO. :0. e
Systems Update) IDisclosure Vector:

(GDR) ’> ' CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:L/E:U/RL:O/RC:C
Acknowledgements

CVE ID [[Acknowledgements

CVE-2024-37966

Andrew Ruddick with Microsoft Security Response Center

CVE-2024-37335 - Microsoft SQL Server Native Scoring Remote
Code Execution Vulnerability

top)
Maximum e
CVE ID IVulnerability Description Severity Pl
Rati Impact
ating

ICVE Title: Microsoft SQL Server Native Scoring Remote Code Execution Vulnerability
IDescription:

[Unknown

IFAQ:

|According to the CVSS metric, privileges required is low (PR:L). What does that mean for
this vulnerability?

Successful exploitation of this vulnerability requires an authenticated attacker to leverage SQL
Server Native Scoring to apply pre-trained models to their data without moving it out of the
database.

I am running SQL Server on my system. What action do I need to take?

[Update your relevant version of SQL Server. Any applicable driver fixes are included in those
updates.

I am running my own application on my system. What action do I need to take?

[Update your application to use Microsoft OLE DB Driver 18 or 19. Update the drivers to the
versions listed on this page, which provide protection against this vulnerability.

Il am running an application from a software vendor on my system. What action do I need to
take?

IConsult with your application vendor if it is compatible with Microsoft OLE DB Driver 18 or 19.
[Update the drivers to the versions listed in this page, which provide protection against this
vulnerability

There are GDR and/or CU (Cumulative Update) updates offered for my version of SQL
Server. How do I know which update to use?

¢ First, determine your SQL Server version number. For more information on determining
your SQL Server version number, see Microsoft Knowledge Base Article 321185 - How to
determine the version, edition, and update level of SQL Server and its components.

¢ Second, in the table below, locate your version number or the version range that your
version number falls within. The corresponding update is the one you need to install.

Note If your SQL Server version number is not represented in the table below, your SQL Server
ersion is no longer supported. Please upgrade to the latest Service Pack or SQL Server product in
lorder to apply this and future security updates.

This security update also

Update includes servicing releases up

Number

Apply if current

Title product version is...

through...



https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://twitter.com/arudd1ck
https://learn.microsoft.com/en-us/troubleshoot/sql/releases/download-and-install-latest-updates

Maximum

5042207

baseline.

update.

IGDR update path.

IMitigations:
INone
Workarounds:
INone
IRevision:

Information published.

Server 2016 SP3 RTM+GDR 13.0.6441.1

1.0 2024-09-10T07:00:00

SQL2016 RTM GDR

'What are the GDR and CU update designations and how do they differ?

[The General Distribution Release (GDR) and Cumulative Update (CU) designations correspond to
the two different servicing options in place for SQL Server baseline releases. A baseline can be
leither an RTM release or a Service Pack release.

¢ GDR updates — cumulatively only contain security updates for the given baseline.
¢ CU updates — cumulatively contain all functional fixes and security updates for the given

[For any given baseline, either the GDR or CU updates could be options (see below).
o If SQL Server installation is at a baseline version, you can choose either the GDR or CU

o If SQL Server installation has intentionally only installed past GDR updates, then choose to
install the GDR update package.
o If SQL Server installation has intentionally installed previous CU updates, then chose to
install the CU security update package.

Note: You are allowed to make a change from GDR updates to CU updates ONE TIME. Once a
SQL Server CU update is applied to a SQL Server installation, there is NO way to go back to the

ICan the security updates be applied to SQL Server instances on Windows Azure (IaaS)?
IYes. SQL Server instances on Windows Azure (IaaS) can be offered the security updates through

Microsoft Update, or customers can download the security updates from Microsoft Download
Center and apply them manually.

CVE ID Vulnerability Description Severity Vulnerability
5 Impact
IRating
5042578 Security update for SQL 16.0.4003.1 - KB 5038325 - SQL2022 RTM
Server 2022 CU14+GDR 16.0.4135.4 CuUl4
5042211 Security update for SQL 16.0.1000.6 - KB 5040936 - Previous
Server 2022 RTM+GDR 16.0.1121.4 SQL2022 RTM GDR
ICVE-2024- 5042749 Security update for SQL 15.0.4003.23 - KB 5039747 - SQL2019 RTM
37335 Server 2019 CU28+GDR  15.0.4385.2 CU28 Important || omote Code
N\I]]I“)RE 5042214 Security update for SQL 15.0.2000.5 - KB 5040986 - Previous Execution
— Server 2019 RTM+GDR 15.0.2116.2 SQL2019 RTM GDR
5042215 Security update for SQL 14.0.3006.16 - KB 5040940 - SQL2017 RTM
Server 2017 CU31+GDR 14.0.3471.2 CuU3l
5042217 Security update for SQL 14.0.1000.169 - KB 5040942 - Previous
Server 2017 RTM+GDR 14.0.2056.2 SQL2017 RTM GDR
Security update for SQL
13.0.7000.253 - KB 5040944 - SQL2016 Azure
5042209 ]2)(;1? Azure Connect Feature 13.0.7037.1 Connect Feature Pack
Security update for SQL 13.0.6300.2 - KB 5040946 - Previous

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest | Exploitability Assessment for Older |[Denial of Service Exploitability |Publicly Exploited
Software Release Software Release Assessment Disclosed P
[Exploitation Less Likely Not Found IN/A No [No
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-37335

Restart

Product Severity

B
rticle

Impact

SupersedenceCVSS Score Set

IRequired|



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37335
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37335
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-37335
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-37335

CVE-2024-37335
Microsoft SQL .
Server 2017 for ||5042215 Remote ?:ﬁffri 75
x64-based (Security |[Important|Code None Vi P T Maybe
Systems (CU  |[Update) [Execution ector:
33,) e CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL Base: 8.8
Server 2017 for 50422!7 Remote Temporal: 7.7

(Security |[Important|Code INone . Maybe
x64-based Update) Exccution |Vector:
Systems (GDR) =haate CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL .
Server 2019 for 5042749 Remote ?:fnefr; .
x64-based (Security |[Important|Code None v P T Yes
Systems (CU Update) IExecution ector:
2%’) e CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL Base: 8.8
Server 2019 for 5042214 L Remote Temporal: 7.7

(Security |Important|Code None ) Yes
x64-based Update) Exeeution |Vector:
Systems (GDR) paale CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL .
Server 2022 for |[5042578 Remote puess
x64-based (Security |Important|Code INone Vectgr' o Yes
oy eme (U ndae) Exccution CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C.
Microsoft SQL Base: 8.8
Server 2022 for 50422!1 Remote Temporal: 7.7

(Security |[Important/[Code INone . \Yes
x64-based Update) Excoution \Vector:
Systems (GDR) —paae ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Acknowledgements
ICVE ID Acknowledgements

CVE-2024-37335

Andrew Ruddick with Microsoft Security Response Center

CVE-2024-37340 - Microsoft SQL Server Native Scoring Remote

Code Execution Vulnerability

(top)
Maximum -
CVE ID \Vulnerability Description Severity Vulnerability
Rati Impact
ating

¢ First, determine your SQL Server version number. For more information on determining
your SQL Server version number, see Microsoft Knowledge Base Article 321185 - How to

ICVE Title: Microsoft SQL Server Native Scoring Remote Code Execution Vulnerability
IDescription:
[Unknown
IFAQ:

|According to the CVSS metric, privileges required is low (PR:L). What does that mean for
this vulnerability?

Successful exploitation of this vulnerability requires an authenticated attacker to leverage SQL

Server Native Scoring to apply pre-trained models to their data without moving it out of the
database.

I am running SQL Server on my system. What action do I need to take?

[Update your relevant version of SQL Server. Any applicable driver fixes are included in those
updates.

Il am running my own application on my system. What action do I need to take?

[Update your application to use Microsoft OLE DB Driver 18 or 19. Update the drivers to the
versions listed on this page, which provide protection against this vulnerability.

Il am running an application from a software vendor on my system. What action do I need to
take?

IConsult with your application vendor if it is compatible with Microsoft OLE DB Driver 18 or 19.
[Update the drivers to the versions listed in this page, which provide protection against this
vulnerability

There are GDR and/or CU (Cumulative Update) updates offered for my version of SQL
Server. How do I know which update to use?



https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://twitter.com/arudd1ck
https://learn.microsoft.com/en-us/troubleshoot/sql/releases/download-and-install-latest-updates

Maximum

CVE ID Vulnerability Description Severity Vulnerability
5 Impact
IRating
determine the version, edition, and update level of SQL Server and its components.
¢ Second, in the table below, locate your version number or the version range that your
version number falls within. The corresponding update is the one you need to install.
Note If your SQL Server version number is not represented in the table below, your SQL Server
version is no longer supported. Please upgrade to the latest Service Pack or SQL Server product in
order to apply this and future security updates.
. This security update also
Update Title Apply if cu'rrel.lt includes servicing releases up
Number product version is...
through...
5042578 Security update for SQL 16.0.4003.1 - KB 5038325 - SQL2022 RTM
Server 2022 CU14+GDR 16.0.4135.4 CuU14
5042211 Security update for SQL 16.0.1000.6 - KB 5040936 - Previous
Server 2022 RTM+GDR 16.0.1121.4 SQL2022 RTM GDR
ICVE-2024- 5042749 Security update for SQL 15.0.4003.23 - KB 5039747 - SQL2019 RTM
37340 Server 2019 CU28+GDR ~ 15.0.4385.2 cu28 Important || omote Code
MITRE soanaqq Seourity update for SQL  15.0.2000.5 - KB 5040986 - Previous Execution
ALY Server 2019 RTM+GDR ~ 15.0.2116.2 SQL2019 RTM GDR
5042215 Security update for SQL 14.0.3006.16 - KB 5040940 - SQL2017 RTM
Server 2017 CU31+GDR 14.0.3471.2 CU3l1
5042217 Security update for SQL 14.0.1000.169 - KB 5040942 - Previous
Server 2017 RTM+GDR 14.0.2056.2 SQL2017 RTM GDR
Security update for SQL
13.0.7000.253 - KB 5040944 - SQL2016 Azure
2042209 3016 Azure Comnect Feature 13 6 7037 1 Connect Feature Pack
5042207 Security update for SQL 13.0.6300.2 - KB 5040946 - Previous

Server 2016 SP3 RTM+GDR 13.0.6441.1 SQL2016 RTM GDR

IWhat are the GDR and CU update designations and how do they differ?

[The General Distribution Release (GDR) and Cumulative Update (CU) designations correspond to
the two different servicing options in place for SQL Server baseline releases. A baseline can be
leither an RTM release or a Service Pack release.

¢ GDR updates — cumulatively only contain security updates for the given baseline.
¢ CU updates — cumulatively contain all functional fixes and security updates for the given
baseline.

IFor any given baseline, either the GDR or CU updates could be options (see below).

o If SQL Server installation is at a baseline version, you can choose either the GDR or CU
update.

o If SQL Server installation has intentionally only installed past GDR updates, then choose to
install the GDR update package.

o If SQL Server installation has intentionally installed previous CU updates, then chose to
install the CU security update package.

INote: You are allowed to make a change from GDR updates to CU updates ONE TIME. Once a
SQL Server CU update is applied to a SQL Server installation, there is NO way to go back to the
IGDR update path.

ICan the security updates be applied to SQL Server instances on Windows Azure (IaaS)?

IYes. SQL Server instances on Windows Azure (IaaS) can be offered the security updates through
Microsoft Update, or customers can download the security updates from Microsoft Download
(Center and apply them manually.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

[Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest | Exploitability Assessment for Older |[Denial of Service Exploitability |Publicly Exploited
Software Release Software Release [Assessment Disclosed xploite
Exploitation Less Likely INot Found IN/A INo [No
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Affected Software

The following tables list the affected software details for the vulnerability.

[CVE-2024-37340
KB . Restart
Product Article Severity |Impact |Supersedence|CVSS Score Set Required
Microsoft SQL .
Server 2017 for (5042215 Remote pue s
x64-based (Security |Important|Code INone Vec tgr' o Maybe
ayeme (U Updae) [Exccution CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL Base: 8.8
Server 2017 for 50422!7 Remote Temporal: 7.7
(Security |Important|Code None . Maybe
x64-based Update) Excoution \Vector:
Systems (GDR) —Paae) ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL .
Server 2019 for |[5042749 Remote E;‘Effrs S
x64-based (Security |[Important/[Code INone p T Yes
Systems (CU  |[Update) [Execution Vector:
2%’) S CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL 5042214 Remote Base: 8.8
Server 2019 for - Temporal: 7.7
(Security |Important|Code INone . \Yes
x64-based Update) Excoution \Vector:
Systems (GDR) —Raae) ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL .
Server 2022 for ||5042578 Remote ?é‘lif(iagl 15
x64-based (Security |Important|Code INone P L Yes
Systems (CU  |[Update) [Execution [Vector:
14}1,) e CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL 5042211 Remotc Base: 8.8
Server 2022 for o . Temporal: 7.7
(Security |Important|Code INone . \Yes
x64-based Update) Exceution \Vector:
Systems (GDR) =Raae) ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
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CVE-2024-37339 - Microsoft SQL Server Native Scoring Remote
Code Execution Vulnerability

top)
Maximum -
CVE ID \Vulnerability Description Severity Vulnerability
q Impact
IRating

ICVE Title: Microsoft SQL Server Native Scoring Remote Code Execution Vulnerability
IDescription:
[Unknown
IFAQ:

According to the CVSS metric, privileges required is low (PR:L). What does that mean for
this vulnerability?

Successful exploitation of this vulnerability requires an authenticated attacker to leverage SQL

Server Native Scoring to apply pre-trained models to their data without moving it out of the
database.

I am running SQL Server on my system. What action do I need to take?

lUpdate your relevant version of SQL Server. Any applicable driver fixes are included in those
updates.

Il am running my own application on my system. What action do I need to take?

Update your application to use Microsoft OLE DB Driver 18 or 19. Update the drivers to the
versions listed on this page, which provide protection against this vulnerability.

[ am running an application from a software vendor on my system. What action do I need to
take?

IConsult with your application vendor if it is compatible with Microsoft OLE DB Driver 18 or 19.
[Update the drivers to the versions listed in this page, which provide protection against this
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Maximum

baseline.

update.

IGDR update path.

Mitigations:
INone
Workarounds:
INone
IRevision:

Information published.

1.0 2024-09-10T07:00:00

Server 2016 SP3 RTM+GDR 13.0.6441.1

SQL2016 RTM GDR

'What are the GDR and CU update designations and how do they differ?

[The General Distribution Release (GDR) and Cumulative Update (CU) designations correspond to
the two different servicing options in place for SQL Server baseline releases. A baseline can be
leither an RTM release or a Service Pack release.

¢ GDR updates — cumulatively only contain security updates for the given baseline.
¢ CU updates — cumulatively contain all functional fixes and security updates for the given

IFor any given baseline, either the GDR or CU updates could be options (see below).
o If SQL Server installation is at a baseline version, you can choose either the GDR or CU

o If SQL Server installation has intentionally only installed past GDR updates, then choose to
install the GDR update package.

o If SQL Server installation has intentionally installed previous CU updates, then chose to
install the CU security update package.

INote: You are allowed to make a change from GDR updates to CU updates ONE TIME. Once a
SQL Server CU update is applied to a SQL Server installation, there is NO way to go back to the

ICan the security updates be applied to SQL Server instances on Windows Azure (IaaS)?
IYes. SQL Server instances on Windows Azure (IaaS) can be offered the security updates through

Microsoft Update, or customers can download the security updates from Microsoft Download
ICenter and apply them manually.

CVE ID Vulnerability Description Severity Vulnerability
5 Impact
IRating
vulnerability
There are GDR and/or CU (Cumulative Update) updates offered for my version of SQL
Server. How do I know which update to use?
¢ First, determine your SQL Server version number. For more information on determining
your SQL Server version number, see Microsoft Knowledge Base Article 321185 - How to
determine the version, edition, and update level of SQL Server and its components.
¢ Second, in the table below, locate your version number or the version range that your
version number falls within. The corresponding update is the one you need to install.
INote If your SQL Server version number is not represented in the table below, your SQL Server
ersion is no longer supported. Please upgrade to the latest Service Pack or SQL Server product in
lorder to apply this and future security updates.
. This security update also
Update Title Apply if Cll.l‘l‘el.lt includes servicing releases up
Number product version is...
through...
5042578 Security update for SQL 16.0.4003.1 - KB 5038325 - SQL2022 RTM
Server 2022 CU14+GDR 16.0.4135.4 CUl14
5042211 Security update for SQL 16.0.1000.6 - KB 5040936 - Previous
Server 2022 RTM+GDR 16.0.1121.4 SQL2022 RTM GDR
ICVE-2024- 5042749 Security update for SQL 15.0.4003.23 - KB 5039747 - SQL2019 RTM
37339 Server 2019 CU28+GDR ~ 15.0.4385.2 Cu28 Important || omote Code
MITRE Soany14 Security update for SQL 15.0.2000.5 - KB 5040986 - Previous Execution
— Server 2019 RTM+GDR ~ 15.0.2116.2 SQL2019 RTM GDR
5042215 Security update for SQL 14.0.3006.16 - KB 5040940 - SQL2017 RTM
Server 2017 CU31+GDR 14.0.3471.2 CU3l1
5042217 Security update for SQL 14.0.1000.169 - KB 5040942 - Previous
Server 2017 RTM+GDR 14.0.2056.2 SQL2017 RTM GDR
Security update for SQL
13.0.7000.253 - KB 5040944 - SQL2016 Azure
5042209 12)(;;? Azure Connect Feature 13.0.7037.1 Connect Feature Pack
5042207 Security update for SQL 13.0.6300.2 - KB 5040946 - Previous

Exploitability Index
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The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly Exploited
Software Release oftware Release Assessment Disclosed P
[Exploitation Less Likely Not Found IN/A [No [No
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-37339
KB . Restart
Product Article Severity |Impact |Supersedence|CVSS Score Set Required
Microsoft SQL .
Server 2017 for (5042215 IRemote ?éirslf‘jr.:l' 77
x64-based (Security |[Important/[Code INone Vec tgr' t Maybe
%Stems (CU  |Update) [Execution CVSS:3.1/AV:N/AC:L/PR: L/UT:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL Base: 8.8
Server 2017 for 5042217 Remote Temporal: 7.7
(Security |[Important|Code INone . Maybe
x64-based Update) Excoution \Vector:
Systems (GDR) —Paate) ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL .
Server 2019 for |[5042749 Remote ?;‘Sf(ifl S
x64-based (Security |[Important|Code INone Vec tgr' " \Yes
;g)stems (€U |Update) [Execution CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL 5042214 Remote Base: 8.8
Server 2019 for . Temporal: 7.7
(Security |[Important|Code INone . Yes
x64-based Update) Excoution \Vector:
Systems (GDR) —Raae) ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL .
Server 2022 for ||5042578 Remote ?:;eifl 19
x64-based (Security |[Important|Code INone P T \Yes
Systems (CU  |[Update) [Execution [Vector:
14}1’) - g CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL 5042211 Remote Base: 8.8
Server 2022 for o . Temporal: 7.7
(Security |[Important|Code INone . \Yes
x64-based Update) Exccution Vector:
Systems (GDR) —Raate) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
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CVE-2024-37339

Andrew Ruddick with Microsoft Security Response Center

CVE-2024-37337 - Microsoft SQL Server Native Scoring Information
Disclosure Vulnerability

(top)
Maximum 1 bilit
CVE ID \Vulnerability Description Severity wnerability
. mpact
IRating
ICVE Title: Microsoft SQL Server Native Scoring Information Disclosure Vulnerability
Description:
[Unknown
IFAQ:

lAccording to the CVSS metric, privileges required is low (PR:L). What does that mean for
this vulnerability?

Successful exploitation of this vulnerability requires an authenticated attacker to leverage SQL

Server Native Scoring to apply pre-trained models to their data without moving it out of the
database.

IWhat type of information could be disclosed by this vulnerability?

IAn attacker who successfully exploited this vulnerability could potentially read small portions of
heap memory.
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https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://twitter.com/arudd1ck

'What are the GDR and CU update designations and how do they differ?

[The General Distribution Release (GDR) and Cumulative Update (CU) designations correspond to
the two different servicing options in place for SQL Server baseline releases. A baseline can be
leither an RTM release or a Service Pack release.

¢ GDR updates — cumulatively only contain security updates for the given baseline.
¢ CU updates — cumulatively contain all functional fixes and security updates for the given
baseline.

[For any given baseline, either the GDR or CU updates could be options (see below).

o If SQL Server installation is at a baseline version, you can choose either the GDR or CU
update.

o If SQL Server installation has intentionally only installed past GDR updates, then choose to
install the GDR update package.

o If SQL Server installation has intentionally installed previous CU updates, then chose to
install the CU security update package.

INote: You are allowed to make a change from GDR updates to CU updates ONE TIME. Once a
SQL Server CU update is applied to a SQL Server installation, there is NO way to go back to the
IGDR update path.

ICan the security updates be applied to SQL Server instances on Windows Azure (IaaS)?
IYes. SQL Server instances on Windows Azure (IaaS) can be offered the security updates through

Microsoft Update, or customers can download the security updates from Microsoft Download
(Center and apply them manually.

Mitigations:

pe ulnerabili
CVE ID Vulnerability Description Severity ty
. mpact
Rating
I am running SQL Server on my system. What action do I need to take?
lUpdate your relevant version of SQL Server. Any applicable driver fixes are included in those
updates.
Il am running my own application on my system. What action do I need to take?
[Update your application to use Microsoft OLE DB Driver 18 or 19. Update the drivers to the
versions listed on this page, which provide protection against this vulnerability.
Il am running an application from a software vendor on my system. What action do I need to
take?
IConsult with your application vendor if it is compatible with Microsoft OLE DB Driver 18 or 19.
Update the drivers to the versions listed in this page, which provide protection against this
vulnerability
[There are GDR and/or CU (Cumulative Update) updates offered for my version of SQL
Server. How do I know which update to use?
e First, determine your SQL Server version number. For more information on determining
your SQL Server version number, see Microsoft Knowledge Base Article 321185 - How to
determine the version, edition, and update level of SQL Server and its components.
¢ Second, in the table below, locate your version number or the version range that your version
number falls within. The corresponding update is the one you need to install.
Note If your SQL Server version number is not represented in the table below, your SQL Server
version is no longer supported. Please upgrade to the latest Service Pack or SQL Server product in
order to apply this and future security updates.
. This security update also
Update Title Apply if Cll'l‘l‘el‘lt includes servicing releases up
Number product version is...
through...
R } Security update for SQL 16.0.4003.1 - KB 5038325 - SQL2022 RTM
CVE2024- 5042578 Gover 2022 CUI4+GDR  16.0.4135.4 cul4 .
37337 3 . I Information
MITRE 5042211 Security update for SQL 16.0.1000.6 - KB 5040936 - Previous mportant isclosure
INVD Server 2022 RTM+GDR 16.0.1121.4 SQL2022 RTM GDR
5042749 Security update for SQL 15.0.4003.23 - KB 5039747 - SQL2019 RTM
Server 2019 CU28+GDR 15.0.4385.2 CU28
5042214 Security update for SQL 15.0.2000.5 - KB 5040986 - Previous
Server 2019 RTM+GDR 15.0.2116.2 SQL2019 RTM GDR
5042215 Security update for SQL 14.0.3006.16 - KB 5040940 - SQL2017 RTM
Server 2017 CU31+GDR 14.0.3471.2 CU31
5042217 Security update for SQL 14.0.1000.169 - KB 5040942 - Previous
Server 2017 RTM+GDR 14.0.2056.2 SQL2017 RTM GDR
5042209 Security update for SQL 2016 13.0.7000.253 - KB 5040944 - SQL2016 Azure
Azure Connect Feature Pack 13.0.7037.1 Connect Feature Pack
5042207 Security update for SQL 13.0.6300.2 - KB 5040946 - Previous
Server 2016 SP3 RTM+GDR 13.0.6441.1 SQL2016 RTM GDR



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37337
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37337
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-37337
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-37337
https://learn.microsoft.com/en-us/troubleshoot/sql/releases/download-and-install-latest-updates

pe ulnerabili
CVE ID Vulnerability Description Severity ty
. mpact
Rating

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest |Exploitability Assessment for Older |[Denial of Service Exploitability |Publicly Exploite d|
Software Release Software Release |Assessment IDisclosed P
Exploitation Less Likely INot Found IN/A INo [No
Affected Software

The following tables list the affected software details for the vulnerability.

ICVE-2024-37337

KB . IRestart

Product Article Severity |Impact Supersedence|CVSS Score Set Required
Microsoft SQL .

Server 2017+ 3042013 Information ?:rsrf ‘07r.all' 6.2

for x64-based ||(Security |Important| . None P T Maybe
Systems (CU [Update) IDisclosure Vector:

ﬁ) -paate) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:L/E:U/RL:O/RC:C
Microsoft SQL .

Server 2017 (5042217  ormmation pase 71

for x64-based ||(Security |Important| . 01 " None emp 0. T Maybe
Systems Update) Disclosure |Vector:

(GDR) — CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:L/E:U/RL:O/RC:C
Microsoft SQL .

Scrver 2019 3042749 Information ?:;f .o7r.e:l' 6.2

for x64-based ||(Security Ilmportant‘ Discl INone P o Yes
Systems (CU  [Update) isclosure |Vector:

hg) e CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:L/E:U/RL:O/RC:C
Microsoft SQL .

Sorver 2019 3042014 Information ]%:Isl’f .o7r.;1' 6.2

for x64-based ||(Security ﬂmpottant‘ Discl None v P T Yes
Systems Update) 1sclosure ector:

(GDR) r CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:L/E:U/RL:O/RC:C
Microsoft SQL .

Server 2022 (5042578 . Base: 7.1

: Information Temporal: 6.2

for x64-based ||(Security |[[mportani Discl None v : Yes
Systems (CU |[Update) 1sclosure ector:

14) i‘ — CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:L/E:U/RL:O/RC:C
Microsoft SQL .

Sotver 2022 15042211 Information| ]"l?:rsne -;;1' 6.2

for x64-based ||(Security |[Important| . None P T IYes
Systems Update) Disclosure |Vector:

(éDR) \‘p_ CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:L/E:U/RL:O/RC:C
Acknowledgements
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CVE-2024-37337

Andrew Ruddick with Microsoft Security Response Center

CVE-2024-37342 - Microsoft SQL Server Native Scoring Information
Disclosure Vulnerability

(top)
pe ulnerabili
CVE ID \Vulnerability Description Severity ty
. mpact
IRating

ICVE Title: Microsoft SQL Server Native Scoring Information Disclosure Vulnerability I

I



https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://twitter.com/arudd1ck

'What are the GDR and CU update designations and how do they differ?

[The General Distribution Release (GDR) and Cumulative Update (CU) designations correspond to
the two different servicing options in place for SQL Server baseline releases. A baseline can be
leither an RTM release or a Service Pack release.

¢ GDR updates — cumulatively only contain security updates for the given baseline.
¢ CU updates — cumulatively contain all functional fixes and security updates for the given

baseline.

IFor any given baseline, either the GDR or CU updates could be options (see below).

pe ulnerabili
CVE ID Vulnerability Description Severity ty
. mpact
Rating
Description:
[Unknown
IFAQ:
IAccording to the CVSS metric, privileges required is low (PR:L). What does that mean for
this vulnerability?
Successful exploitation of this vulnerability requires an authenticated attacker to leverage SQL
Server Native Scoring to apply pre-trained models to their data without moving it out of the
database.
IWhat type of information could be disclosed by this vulnerability?
|An attacker who successfully exploited this vulnerability could potentially read small portions of
heap memory.
I am running SQL Server on my system. What action do I need to take?
Update your relevant version of SQL Server. Any applicable driver fixes are included in those
updates.
I am running my own application on my system. What action do I need to take?
[Update your application to use Microsoft OLE DB Driver 18 or 19. Update the drivers to the
versions listed on this page, which provide protection against this vulnerability.
Il am running an application from a software vendor on my system. What action do I need to
take?
IConsult with your application vendor if it is compatible with Microsoft OLE DB Driver 18 or 19.
[Update the drivers to the versions listed in this page, which provide protection against this
ulnerability
There are GDR and/or CU (Cumulative Update) updates offered for my version of SQL
Server. How do I know which update to use?
¢ First, determine your SQL Server version number. For more information on determining
your SQL Server version number, see Microsoft Knowledge Base Article 321185 - How to
determine the version, edition, and update level of SQL Server and its components.
¢ Second, in the table below, locate your version number or the version range that your version
number falls within. The corresponding update is the one you need to install.
INote If your SQL Server version number is not represented in the table below, your SQL Server
version is no longer supported. Please upgrade to the latest Service Pack or SQL Server product in
lorder to apply this and future security updates.
. This security update also
Update Title Apply if cu.rrer.lt includes servicing releases up
Number product version is...
through...
CVE-2024- 15042578 gecurit)z/ougzdzét%ticz‘iSG%R 1283?(3);1‘ - g[]?}154038325 - SQL2022 RTM
37342 erver e : " Information
MITRE 04221 Security update for SQL 16.0.1000.6 - KB 5040936 - Previous mportant isclosure
NVD Server 2022 RTM+GDR 16.0.1121.4 SQL2022 RTM GDR
5042749 Security update for SQL 15.0.4003.23 - KB 5039747 - SQL2019 RTM
Server 2019 CU28+GDR 15.0.4385.2 CuU28
5042214 Security update for SQL 15.0.2000.5 - KB 5040986 - Previous
Server 2019 RTM+GDR 15.0.2116.2 SQL2019 RTM GDR
5042215 Security update for SQL 14.0.3006.16 - KB 5040940 - SQL2017 RTM
Server 2017 CU31+GDR 14.0.3471.2 CU31
5042217 Security update for SQL 14.0.1000.169 - KB 5040942 - Previous
Server 2017 RTM+GDR 14.0.2056.2 SQL2017 RTM GDR
5042209 Security update for SQL 2016 13.0.7000.253 - KB 5040944 - SQL2016 Azure
Azure Connect Feature Pack 13.0.7037.1 Connect Feature Pack
5042207 Security update for SQL 13.0.6300.2 - KB 5040946 - Previous
Server 2016 SP3 RTM+GDR 13.0.6441.1 SQL2016 RTM GDR



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37342
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37342
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-37342
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-37342
https://learn.microsoft.com/en-us/troubleshoot/sql/releases/download-and-install-latest-updates

CVE ID

Vulnerability Description

Maximum
Severity
Rating

ulnerability
mpact

Note:

INone

INone
IRevision:

Mitigations:

\Workarounds:

1.0 2024-09-10T07:00:00

[Information published.

If SQL Server installation is at a baseline version, you can choose either the GDR or CU
update.
If SQL Server installation has intentionally only installed past GDR updates, then choose to
install the GDR update package.
If SQL Server installation has intentionally installed previous CU updates, then chose to
install the CU security update package.

You are allowed to make a change from GDR updates to CU updates ONE TIME. Once a
SQL Server CU update is applied to a SQL Server installation, there is NO way to go back to the
IGDR update path.

ICan the security updates be applied to SQL Server instances on Windows Azure (I1aaS)?
IYes. SQL Server instances on Windows Azure (IaaS) can be offered the security updates through

Microsoft Update, or customers can download the security updates from Microsoft Download
(Center and apply them manually.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest xploitability Assessment for Older  |[Denial of Service Exploitability |[Publicly Exploite dl
Software Release oftware Release |Assessment isclosed P
Exploitation Less Likely INot Found IN/A [No [No
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-37342
KB . IRestart

Product Article Severity |Impact Supersedence|CVSS Score Set Required
Microsoft SQL .
Sorver 201715042215 Information| ]"l?:rsne -;;1' 6.2
for x64-based ||(Security |[Important| . None P T Maybe
Systems (CU |Update) Disclosure |Vector:
33,) F-paate) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:L/E:U/RL:O/RC:C
Microsoft SQL .
Server 2017 13042217 Information ?:rsrf ‘07r.all' 6.2
for x64-based ||(Security |Important| . None P T Maybe
Systems [Update) IDisclosure Vector:
(éDR) F=paate) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:L/E:U/RL:O/RC:C
Microsoft SQL .
perver 2019 3042749 Information ?:rslf .07r.all' 6.2
for x64-based ||(Security |Important| . 1 None P T Yes
Systems (CU |Update) Disclosure |Vector:
hg) e CVSS:3.1/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:L/E:U/RL:O/RC:C
Microsoft SQL .
Server 2019 5042214 . Base: 7.1

- Information [Temporal: 6.2
for x64-based |((Security |[[mportan Discl None . Yes
Systems Update) isclosure |Vector:
(GDR) I CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:L/E:U/RL:O/RC:C
Microsoft SQL .
Server 2022 (5042578 . Base: 7.1

- Information Temporal: 6.2
for x64-based |(Security |[Importan Discl INone v . Yes
Systems (CU |[Update) 1sclosure ector:
14) A CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:L/E:U/RL:O/RC:C
Microsoft SQL .
Server 2022 (5042211 . Base: 7.1

; Information Temporal: 6.2
for x64-based ||(Security |[[mportan Discl None v : Yes
Systems Update) 1sclosure ector:
(GDR) i> - CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:L/E:U/RL:O/RC:C



https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
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CVE-2024-37342

Andrew Ruddick with Microsoft Security Response Center

CVE-2024-26186 - Microsoft SQL Server Native Scoring Remote
Code Execution Vulnerability

(top)

CVE ID

\Vulnerability Description

Maximum
Severity
Rating

\Vulnerability
Impact

26186
ITRE
VD

=

Z

CVE-2024-

Description:
[Unknown
IFAQ:

this vulnerability?

database.

updates.

take?

ulnerability

Update

Number Title

Security update for SQL
Server 2022 CU14+GDR

Security update for SQL
Server 2022 RTM+GDR

Security update for SQL
Server 2019 CU28+GDR

Security update for SQL
Server 2019 RTM+GDR

Security update for SQL
Server 2017 CU31+GDR

Security update for SQL
Server 2017 RTM+GDR

Security update for SQL

5042578
5042211
5042749
5042214
5042215

5042217

Pack

5042207 Security update for SQL

5042209 2016 Azure Connect Feature

ICVE Title: Microsoft SQL Server Native Scoring Remote Code Execution Vulnerability

lAccording to the CVSS metric, privileges required is low (PR:L). What does that mean for

Successful exploitation of this vulnerability requires an authenticated attacker to leverage SQL
Server Native Scoring to apply pre-trained models to their data without moving it out of the

I am running SQL Server on my system. What action do I need to take?

Update your relevant version of SQL Server. Any applicable driver fixes are included in those

I am running my own application on my system. What action do I need to take?

Update your application to use Microsoft OLE DB Driver 18 or 19. Update the drivers to the
versions listed on this page, which provide protection against this vulnerability.

Il am running an application from a software vendor on my system. What action do I need to

IConsult with your application vendor if it is compatible with Microsoft OLE DB Driver 18 or 19.
[Update the drivers to the versions listed in this page, which provide protection against this

There are GDR and/or CU (Cumulative Update) updates offered for my version of SQL
Server. How do I know which update to use?

o First, determine your SQL Server version number. For more information on determining
your SQL Server version number, see Microsoft Knowledge Base Article 321185 - How to

Apply if current
product version is...

16.0.4003.1 -
16.0.4135.4

16.0.1000.6 -
16.0.1121.4

15.0.4003.23 -
15.0.4385.2

15.0.2000.5 -
15.0.2116.2

14.0.3006.16 -
14.0.3471.2

14.0.1000.169 -
14.0.2056.2

13.0.7000.253 -
13.0.7037.1

13.0.6300.2 -

Server 2016 SP3 RTM+GDR 13.0.6441.1

determine the version, edition, and update level of SQL Server and its components.
¢ Second, in the table below, locate your version number or the version range that your
version number falls within. The corresponding update is the one you need to install.

INote If your SQL Server version number is not represented in the table below, your SQL Server
version is no longer supported. Please upgrade to the latest Service Pack or SQL Server product in
lorder to apply this and future security updates.

This security update also
includes servicing releases up
through...

KB 5038325 - SQL2022 RTM
CuU14
KB 5040936 - Previous
SQL2022 RTM GDR
KB 5039747 - SQL2019 RTM
Cu28
KB 5040986 - Previous
SQL2019 RTM GDR
KB 5040940 - SQL2017 RTM
CU31
KB 5040942 - Previous
SQL2017 RTM GDR

KB 5040944 - SQL2016 Azure
Connect Feature Pack

KB 5040946 - Previous
SQL2016 RTM GDR

Important

Remote Code
Execution



https://twitter.com/arudd1ck
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-26186
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-26186
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-26186
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-26186
https://learn.microsoft.com/en-us/troubleshoot/sql/releases/download-and-install-latest-updates

CVE ID

Note:

¢ GDR updates — cumulatively only contain security updates for the given baseline.
¢ CU updates — cumulatively contain all functional fixes and security updates for the given

baseline.

o If SQL Server installation is at a baseline version, you can choose either the GDR or CU

update.

o If SQL Server installation has intentionally only installed past GDR updates, then choose to

Vulnerability Description

install the GDR update package.

o If SQL Server installation has intentionally installed previous CU updates, then chose to

install the CU security update package.

Mitigations:
INone
Workarounds:
INone
IRevision:
1.0 2024-09-10T07:00:00

[Information published.

'What are the GDR and CU update designations and how do they differ?

[The General Distribution Release (GDR) and Cumulative Update (CU) designations correspond to
the two different servicing options in place for SQL Server baseline releases. A baseline can be
leither an RTM release or a Service Pack release.

[For any given baseline, either the GDR or CU updates could be options (see below).

You are allowed to make a change from GDR updates to CU updates ONE TIME. Once a
SQL Server CU update is applied to a SQL Server installation, there is NO way to go back to the
IGDR update path.

ICan the security updates be applied to SQL Server instances on Windows Azure (IaaS)?
IYes. SQL Server instances on Windows Azure (IaaS) can be offered the security updates through

Microsoft Update, or customers can download the security updates from Microsoft Download
(Center and apply them manually.

Maximum
Severity
Rating

\Vulnerability
Impact

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older |[Denial of Service Exploitability |[Publicly Exploite d|
Software Release Software Release Assessment IDisclosed P
Exploitation Less Likely ot Found /A o [No

Affected Software

The following tables list the affected software details for the vulnerability.

ICVE-2024-26186

KB . IRestart
Product A rticle Severity |[Impact |Supersedence|CVSS Score Set Required
Microsoft SQL .
Server 2017 for ||5042215 Remote ?:éffrfl 5
x64-based (Security |[Important|Code INone Vectgr' T Maybe
%Stems (CU |Undate) [Execution CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:H/H/A:H/E:U/RL:O/RC:C
Microsoft SQL Base: 8.8
Server 2017 for 50422!7 Remote Temporal: 7.7

(Security |Important|Code INone . Maybe
x64-based Update) Exceution Vector:
Systems (GDR) =Raate) CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL .
Server 2019 for (5042749 Remote ?:ﬁffri 75
x64-based (Security |[Important|Code None Vi P T Yes
Systems (CU  |[Update) [Execution ector:
zg) - ' CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL Base: 8.8
Server 2019 for 50422!4 Remote Temporal: 7.7

(Security |[Important|Code None ) Yes
x64-based Update) Exccution |Vector:
Systems (GDR) =Raate) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C



https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759

ICVE-2024-26186

Microsoft SQL .

Server 2022 for ||5042578 Remote ?:rfffrfl 75

x64-based (Security |[Important|Code None Vi P T Yes
Systems (CU  |[Update) [Execution ector:

13;) —— CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL Base: 8.8

Server 2022 for 50422!1 Remote Temporal: 7.7

(Security |[Important|Code None ) Yes

x64-based Update) Exccution |Vector:

Systems (GDR) =Raate) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Acknowledgements

ICVE ID Acknowledgements

CVE-2024-26186

Andrew Ruddick with Microsoft Security Response Center

CVE-2024-26191 - Microsoft SQL Server Native Scoring Remote
Code Execution Vulnerability

top)
Maximum T
CVE ID Vulnerability Description Severity ;’ulnerablllty
A mpact
[Rating

ICVE Title: Microsoft SQL Server Native Scoring Remote Code Execution Vulnerability
IDescription:

Unknown

IFAQ:

lAccording to the CVSS metric, privileges required is low (PR:L). What does that mean for
this vulnerability?

Successful exploitation of this vulnerability requires an authenticated attacker to leverage SQL
Server Native Scoring to apply pre-trained models to their data without moving it out of the
database.

I am running SQL Server on my system. What action do I need to take?

[Update your relevant version of SQL Server. Any applicable driver fixes are included in those
updates.

I am running my own application on my system. What action do I need to take?

[Update your application to use Microsoft OLE DB Driver 18 or 19. Update the drivers to the
ersions listed on this page, which provide protection against this vulnerability.

I am running an application from a software vendor on my system. What action do I need to
take?

IConsult with your application vendor if it is compatible with Microsoft OLE DB Driver 18 or 19.
[Update the drivers to the versions listed in this page, which provide protection against this
vulnerability

There are GDR and/or CU (Cumulative Update) updates offered for my version of SQL
Server. How do I know which update to use?

o First, determine your SQL Server version number. For more information on determining
your SQL Server version number, see Microsoft Knowledge Base Article 321185 - How to
determine the version, edition, and update level of SQL Server and its components.

¢ Second, in the table below, locate your version number or the version range that your
version number falls within. The corresponding update is the one you need to install.

Note If your SQL Server version number is not represented in the table below, your SQL Server

version is no longer supported. Please upgrade to the latest Service Pack or SQL Server product in
order to apply this and future security updates.

This security update also

Update Title Apply if cu'rre{lt includes servicing releases up
Number product version is...
through...
5042578 Security update for SQL 16.0.4003.1 - KB 5038325 - SQL2022 RTM
Server 2022 CU14+GDR 16.0.4135.4 CU14
5042211 Security update for SQL 16.0.1000.6 - KB 5040936 - Previous

Server 2022 RTM+GDR 16.0.1121.4 SQL2022 RTM GDR



https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://twitter.com/arudd1ck
https://learn.microsoft.com/en-us/troubleshoot/sql/releases/download-and-install-latest-updates

Maximum . 1 abili
CVE ID \Vulnerability Description Severity ty
5 Impact
IRating
ICVE-2024- 5042749 Security update for SQL 15.0.4003.23 - KB 5039747 - SQL2019 RTM
26191 Server 2019 CU28+GDR ~ 15.0.4385.2 Cu28 [mportant [remote Code
IZ’I\IIERE soanaqq Seourity update for SQL  15.0.2000.5 - KB 5040986 - Previous Execution
— Server 2019 RTM+GDR 15.0.2116.2 SQL2019 RTM GDR
5042215 Security update for SQL 14.0.3006.16 - KB 5040940 - SQL2017 RTM
Server 2017 CU31+GDR 14.0.3471.2 CU31
5042217 Security update for SQL 14.0.1000.169 - KB 5040942 - Previous
Server 2017 RTM+GDR 14.0.2056.2 SQL2017 RTM GDR
Security update for SQL
13.0.7000.253 - KB 5040944 - SQL2016 Azure
5042209 f)gilf Azure Connect Feature 13.0.7037.1 Connect Feature Pack
5042207 Security update for SQL 13.0.6300.2 - KB 5040946 - Previous
Server 2016 SP3 RTM+GDR 13.0.6441.1 SQL2016 RTM GDR
'What are the GDR and CU update designations and how do they differ?
[The General Distribution Release (GDR) and Cumulative Update (CU) designations correspond to
the two different servicing options in place for SQL Server baseline releases. A baseline can be
leither an RTM release or a Service Pack release.
¢ GDR updates — cumulatively only contain security updates for the given baseline.
¢ CU updates — cumulatively contain all functional fixes and security updates for the given
baseline.
[For any given baseline, either the GDR or CU updates could be options (see below).
o If SQL Server installation is at a baseline version, you can choose either the GDR or CU
update.
¢ If SQL Server installation has intentionally only installed past GDR updates, then choose to
install the GDR update package.
o If SQL Server installation has intentionally installed previous CU updates, then chose to
install the CU security update package.
INote: You are allowed to make a change from GDR updates to CU updates ONE TIME. Once a
SQL Server CU update is applied to a SQL Server installation, there is NO way to go back to the
IGDR update path.
ICan the security updates be applied to SQL Server instances on Windows Azure (I1aaS)?
IYes. SQL Server instances on Windows Azure (IaaS) can be offered the security updates through
Microsoft Update, or customers can download the security updates from Microsoft Download
(Center and apply them manually.
Mitigations:
INone
Workarounds:
INone
IRevision:
1.0 2024-09-10T07:00:00
[Information published.
Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest | Exploitability Assessment for Older  |[Denial of Service Exploitability |Publicly Exploite dl
Software Release Software Release |Assessment IDisclosed P
Exploitation Less Likely INot Found IN/A INo [No
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-26191

KB . IRestart
Product rticle Severity |Impact |Supersedence|CVSS Score Set Required
Microsoft SQL .
Server 2017 for ||5042215 Remote E:;ffrfl 77
x64-based (Security |Important|Code None Vec tgr' T Maybe
g-‘{;tems (€U |Undate) [Execution CVSS:3.1/AV:IN/AC:L/PR:L/ULN/S:U/C:H/:H/A:H/E:U/RL:O/RC:C



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-26191
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-26191
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-26191
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-26191
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f

ICVE-2024-26191
Microsoft SQL Base: 8.8
Server 2017 for 50422!7 L Remote Temporal: 7.7

(Security |[Important|Code INone . Maybe
x64-based Update) Exeeution \Vector:
Systems (GDR) —paaie) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL .
Server 2019 for 5042749 Remote pue s
x64-based (Security |[Important|Code INone P T Yes
Systems (CU  |[Update) [Execution Vector:
2%’) e CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL Base: 8.8
Server 2019 for 50422!4 Remote Temporal: 7.7

(Security |Important|Code INone . \Yes
x64-based Update) Excoution \Vector:
Systems (GDR) —Paae) ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL .
Server 2022 for (5042578 IRemote ?;if.(ifl' 77
x64-based (Security |[Important/[Code INone p T Yes
Systems (CU  |[Update) [Execution Vector:
IZ) S CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL Base: 8.8
Server 2022 for 50422!1 Remote Temporal: 7.7

(Security |[Important|Code INone . \Yes
x64-based Update) Excoution |Vector:
Systems (GDR) —Peae) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Acknowledgements
[CVE ID [Acknowledgements

CVE-2024-26191

Andrew Ruddick with Microsoft Security Response Center

CVE-2024-38018 - Microsoft SharePoint Server Remote Code
Execution Vulnerability

top)

Maximum

CVE ID

\Vulnerability Description

Severity Rating

\Vulnerability
Impact

38018

CVE-2024-

ICVE Title: Microsoft SharePoint Server Remote Code Execution Vulnerability
IDescription:

Unknown

IFAQ:

IHow could an attacker exploit the vulnerability?

n a network-based attack, an authenticated attacker, who has a minimum of Site Member
permissions (PR:L), could execute code remotely on the SharePoint Server.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

[Information published.

Critical

IRemote Code
[Execution

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest |[Exploitability Assessment for Older |[Denial of Service Exploitability |Publicly Exploite dl
Software Release Software Release |Assessment IDisclosed P
Exploitation More Likely INot Found IN/A INo [No
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-38018

IRestart

Product

Severity|Impact |Supersedence|CVSS Score Set

B
rticle

IRequired|



https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://twitter.com/arudd1ck
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38018
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38018
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38018
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38018

ICVE-2024-38018
MlCI‘OSOﬁ 5002624 Remote Base: 8.8
SharePoint P . Temporal: 7.7
. (Security |[Critical |[Code INone ) Maybe
[Enterprise Server Update) Execution |Vector:
2016 -paate CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft 5002639 Remote Eé‘lfffmgl 7
SharePoint Server||(Security ||Critical |[Code INone Vec tgr' t Maybe
2019 Undate) [Execution CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:H/:H/A:H/E:U/RL:O/RC:C
Mlcroso_ft 5002640 Remote Base: 8.8
SharePoint Server|[c - . Temporal: 7.7
o (Security |(Critical |Code None . Maybe
Subscription Update) Exceution Vector:
Edition pdate CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Acknowledgements
ICVE ID ||Acknowledgements
[Piotr Bazydlo (@chudypb) of Trend Micro Zero Day Initiative
CVE-2024-38018
CVE-2024-38216 - Azure Stack Hub Elevation of Privilege
Vulnerability
(top)
. o e Maximum 'Vulnerability
CVE ID Vulnerability Description Severity Rating |Impact
ICVE Title: Azure Stack Hub Elevation of Privilege Vulnerability
IDescription:
[Unknown
IFAQ:
|According to the CVSS metric, user interaction is required (UI:R) and privileges
required are low (PR:L). What does that mean for this vulnerability?
IAn authenticated attacker must wait for a victim user to initiate a connection.
IWhat privileges could an attacker gain with a successful exploitation?
IAn attacker who successfully exploited this vulnerability could gain unauthorized access to
system resources, potentially allowing them to perform actions with the same privileges as the
compromised process.
CVE-2024- . . . . e
38016 [This could lead to further system compromise and unauthorized actions within the network. Critical Elevation of
IMITRE Privilege
NVD

Mitigations:
INone
Workarounds:
INone
IRevision:
1.0 2024-09-10T07:00:00

[Information published.

lAccording to the CVSS metric, successful exploitation could lead to a scope change
S:C). What does this mean for this vulnerability?

[This vulnerability could lead to the attacker gaining the ability to interact with other tenant’s
lapplications and content.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest | Exploitability Assessment for Older  |[Denial of Service Exploitability |Publicly Exploite dl
Software Release Software Release Assessment IDisclosed P
Exploitation Less Likely INot Found IN/A INo [No

Affected Software


https://www.microsoft.com/download/details.aspx?familyid=3915a24a-84a5-43aa-be09-11b70fb03450
https://www.microsoft.com/download/details.aspx?familyid=3915a24a-84a5-43aa-be09-11b70fb03450
https://www.microsoft.com/download/details.aspx?familyid=3915a24a-84a5-43aa-be09-11b70fb03450
https://www.microsoft.com/download/details.aspx?familyid=6beb21ad-bd8d-47f4-90a7-2e6be4f55041
https://www.microsoft.com/download/details.aspx?familyid=6beb21ad-bd8d-47f4-90a7-2e6be4f55041
https://www.microsoft.com/download/details.aspx?familyid=6beb21ad-bd8d-47f4-90a7-2e6be4f55041
https://www.microsoft.com/download/details.aspx?familyid=6acd8e9a-57ca-4875-b6f9-26ee7c370865
https://www.microsoft.com/download/details.aspx?familyid=6acd8e9a-57ca-4875-b6f9-26ee7c370865
https://www.microsoft.com/download/details.aspx?familyid=6acd8e9a-57ca-4875-b6f9-26ee7c370865
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38216
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38216
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38216
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38216

The following tables list the affected software details for the vulnerability.

ICVE-2024-38216
. . IRestart
Product IKB Article [Severity/|Impact |Supersedence|CVSS Score Set .
IRequired
Release . Base: 8.2
INotes Elevation Temporal: 7.1
/Azure Stack Hub | o . Critical |of INone P o Maybe
(Security Privilege Vector:
[Update) g CVSS:3.1/AV:N/AC:L/PR:L/UL:R/S:C/C:H/I:L/A:L/E:U/RL:O/RC:C
Acknowledgements
ICVE ID |Acknowledgements
Felix Boulet with Centre gouvernemental de cyberdéfense (CGCD)
(CVE-2024-38216 Mathieu Fiore Laroche with Centre gouvernemental de cyberdéfense (CGCD)
CVE-2024-38220 - Azure Stack Hub Elevation of Privilege
Vulnerability
top)
- A Maximum 'Vulnerability
CVE ID \Vulnerability Description Severity Rating |Impact
ICVE Title: Azure Stack Hub Elevation of Privilege Vulnerability
IDescription:
Unknown
IFAQ:
IAccording to the CVSS metric, successful exploitation could lead to a scope change
S:C). What does this mean for this vulnerability?
[This vulnerability could lead to the attacker gaining the ability to interact with other tenant’s
lapplications and content.
IWhat privileges could an attacker gain with a successful exploitation?
|An attacker who successfully exploited this vulnerability could gain unauthorized access to
system resources, potentially allowing them to perform actions with the same privileges as the
CVE-2024- |compromised process.
a2 [This could lead to further system compromise and unauthorized actions within the network.  |[Critical Elevation of
MITRE Y P : Privilege
INVD

IAccording to the CVSS metric, user interaction is required (UI:R) and privileges
required are low (PR:L). What does that mean for this vulnerability?

|An authenticated attacker must wait for a victim user to initiate a connection.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly Exploite d|
Software Release Software Release Assessment IDisclosed P
Exploitation Less Likely ot Found /A No [No

Affected Software


https://learn.microsoft.com/en-us/azure-stack/operator/azure-stack-apply-updates?view=azs-2311
https://learn.microsoft.com/en-us/azure-stack/operator/azure-stack-apply-updates?view=azs-2311
https://learn.microsoft.com/en-us/azure-stack/operator/azure-stack-apply-updates?view=azs-2311
https://learn.microsoft.com/en-us/azure-stack/operator/azure-stack-apply-updates?view=azs-2311
https://www.cyber.gouv.qc.ca/
https://www.cyber.gouv.qc.ca/
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38220
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38220
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38220
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38220

The following tables list the affected software details for the vulnerability.

ICVE-2024-38220
. . Restart
Product KB Article Seventy”lmpact Supersedence|(CVSS Score Set .
IRequired
Release . Base: 9.0
INotes Elevation [Temporal: 7.8
|Azure Stack Hub || o . Critical |jof None P o Maybe
(Security Privileee |Vector:
[Update) & ICVSS:3.1/AV:N/AC:L/PR:L/UL:R/S:C/C:H/I:H/A:H/E:U/RL:O/RC:C
Acknowledgements
[CVE ID [Acknowledgements

CVE-2024-38220

CVE-2024-38188 - Azure Network Watcher VM Agent Elevation of
Privilege Vulnerability

top)
. s Maximum 'Vulnerability

CVE ID \Vulnerability Description Severity Rating|[Tmpact

ICVE Title: Azure Network Watcher VM Agent Elevation of Privilege Vulnerability

IDescription:

Unknown

IFAQ:

Is there any action I need to take to be protected from this vulnerability?

[ you have enabled automatic updates, you will automatically receive the update as soon as it is

lavailable. If you have not enabled automatic updates, you will need to update the product

manually.

IPlease see Update Network Watcher extension to the latest version - Azure Virtual Machines |

Microsoft Learn for more information.

IWhat privileges could be gained by an attacker who successfully exploited the

vulnerability?
CVE-2024- lAn attacker who successfully exploited this vulnerability could create, modify, or delete files in
hoteo |fthe security context of the NT AUTHORITY\SYSTEM account. .
38188 Important [Elevation of
MITRE P Privilege
INVD

IAccording to the CVSS metrics, successful exploitation of this vulnerability does nor
impact confidentiality (C:N), but has major impact on integrity (I:H) and availability
A:H). What does that mean for this vulnerability?

[Exploitation of this vulnerability does not disclose any confidential information but allows an
lattacker to modify or delete files containing data which could cause the service to become
unavailable.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

[Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest | Exploitability Assessment for Older  |[Denial of Service Exploitability |Publicly Exploite d|
Software Release Software Release |Assessment IDisclosed P
Exploitation Less Likely INot Found IN/A INo [No

Affected Software


https://learn.microsoft.com/en-us/azure-stack/operator/azure-stack-apply-updates?view=azs-2311
https://learn.microsoft.com/en-us/azure-stack/operator/azure-stack-apply-updates?view=azs-2311
https://learn.microsoft.com/en-us/azure-stack/operator/azure-stack-apply-updates?view=azs-2311
https://learn.microsoft.com/en-us/azure-stack/operator/azure-stack-apply-updates?view=azs-2311
https://www.cyber.gouv.qc.ca/
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38188
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38188
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38188
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38188
https://learn.microsoft.com/en-us/azure/virtual-machines/extensions/network-watcher-update?tabs=windows
https://learn.microsoft.com/en-us/azure/virtual-machines/extensions/network-watcher-update?tabs=windows

The following tables list the affected software details for the vulnerability.

ICVE-2024-38188
KB . IRestart

Product ‘ Article Severity Hlmpact Supersedence|[CVSS Score Set Required
|Azure Network |Release Elevation Base: 7.1
'Watcher VM INotes Temporal: 6.2

. . Important/of None . Maybe
[Extension for ((Security Privileee \Vector:
'Windows |Update) & CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:H/A:H/E:U/RL:O/RC:C
Acknowledgements
ICVE ID Acknowledgements

CVE-2024-38188

[Filip Dragovi¢

CVE-2024-38230 - Windows Standards-Based Storage Management
Service Denial of Service Vulnerability

Vulnerability Description

IMaximum Severity
Rating

'Vulnerability
Impact

Service Vulnerability
Description:
[Unknown

IFAQ:

INone

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

CVE-2024-
38230
ITRE
VD

=

Z

Information published.

ICVE Title: Windows Standards-Based Storage Management Service Denial of

[Important [Denial of Service

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest |[Exploitability Assessment for Older |[Denial of Service Exploitability |[Publicly Exploited
Software Release Software Release Assessment IDisclosed P
Exploitation Less Likely INot Found IN/A INo [No
Affected Software
The following tables list the affected software details for the vulnerability.
[CVE-2024-38230
Product IKB Article Severity Ilmpact Supersedence|[CVSS Score Set Resta.r t
IRequired
. . Base: 6.5
Windows 543138 (Monthly Denial Temporal: 5.7
Server Important|jof None . Yes
po12R2  |[Rollup) Service vector:
ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
Windows
Server . Base: 6.5
2012R2 (5043138 (Monthly, Denial Temporal: 5.7
S Important|jof INone T Yes
(Server Rollup) Service [Vector:
Core CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
installation)
. . Base: 6.5
Windows ls43051 (Security Denial Temporal: 5.7
Server Important|jof INone . 'Yes
2016 Update), Service [Vector:
CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
'Windows
Server Denial Base: 6.5
2016 5043051 (Security. Importantjof None Tempolralz 5.7 Ves
(Server Update) Service [Vector:
Core CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C



https://learn.microsoft.com/en-us/azure/virtual-machines/extensions/network-watcher-update?tabs=windows
https://learn.microsoft.com/en-us/azure/virtual-machines/extensions/network-watcher-update?tabs=windows
https://learn.microsoft.com/en-us/azure/virtual-machines/extensions/network-watcher-update?tabs=windows
https://learn.microsoft.com/en-us/azure/virtual-machines/extensions/network-watcher-update?tabs=windows
https://twitter.com/filip_dragovic
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38230
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38230
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38230
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38230
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043138
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043138
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043138
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043138
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051

ICVE-2024-38230

installation)| ‘ | ‘ | [
. . Base: 6.5
Windows 5043050 (Security, Denial Temporal: 5.7
Server d Important|jof INone Vector: 'Yes
2019 Undate) Service ector:
CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
'Windows
Server Denial Base: 6.5
2019 5043050 (Security, Importantjof None Tempo.ralz 5.7 Ves
(Server Update) Service [Vector:
Core v CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
installation),
. 5042881 (Security . Base: 6.5
Windows Update), Denial Temporal: 5.7
Server Important|of None . Yes
2022 m Service |Vector:
(SecurityHotpatchUpdate) ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
'Windows
Server 5042881 (Security. Denial Base: 6.5
2022 Update), mportantlof None Temporal: 5.7 Yes
(Server (5042880 P ervi Vector:
Core SecurityHotpatchUpdate) crviee CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
installation)
Acknowledgements
CVE ID |[Acknowledgements

CVE-2024-38230

kOshl with Kunlun Lab

CVE-2024-38236 - DHCP Server Service Denial of Service

Vulnerability
top)
ICVE ID |Vulnerability Description Maximum Severity Rating  |[Vulnerability Impact

CVE-2024-
38236
ITRE
VD

=

Z

IDescription:
Unknown
IFAQ:

INone
Mitigations:
INone
Workarounds:
INone
IRevision:

Information published.

1.0 2024-09-10T07:00:00

ICVE Title: DHCP Server Service Denial of Service Vulnerability

Important Denial of Service

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older  |[Denial of Service Exploitability |[Publicly E q
3 xploite
Software Release oftware Release Assessment isclosed
[Exploitation Less Likely [Not Found [N/A [No [No |
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-38236
Product IKB Article Severity IImpact Supersedence|CVSS Score Set Resta.r t
IRequired
'Windows
Server [Base: 7.5
2008 for  ||5043135 (Monthly Denial Tem 'or.al' 6.5
32-bit Rollup) Important|jof INone P L Yes
Systems (5043087 (Security Only) Service vector:
Serice CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
Pack 2
'Windows



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://twitter.com/keyz3r0
https://www.cyberkl.com/
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38236
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38236
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38236
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38236
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087

ICVE-2024-38236

Server
2008 for
32-bit . [Base: 7.5
5043135 (Monthly Denial .
Syste;ms Rollup) Important|jof INone Tempolral. 6.5 [Yes
Service 15043087 (Security Only) Service [vector:
Pack 2 E— YY) CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
(Server
Core
installation),
'Windows
Server . [Base: 7.5
2008 for (5043135 (Monthly Denial emporal: 6.5
x64-based |[Rollup) Important|jof INone Vec tgr' T [Yes
Systems 5043087 (Security Only) Service ; JAV-N/AC:L/PR-N/ULN/S:U/C:N/I:N/A: . -O/RC:
Service ICVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
’S‘é‘s‘t';’;‘ls:d 5043135 (Monthly, Denial Dase TS s
yste Rollup) Important|jof INone P L Yes
Service 5043087 (S ity Only) Servi [Vector:
Pack2  |por2tsl(Seurily Only) ervice CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
(Server
Core
installation)
'Windows
Server
2008 R2 15043120 (Monthly Denial Base: 7.5
for x64- [Temporal: 6.5
Rollup) Important|jof INone . [Yes
pased 5043092 (Security Only) Service [vector:
Systems [~ CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
Service
Pack 1
'Windows
Server
2008 R2
for x64- .
based 5043129 (Monthly Denial ?a::' 7r’51, 6.5
Systems Rollup) Important|jof INone ° po. a0 Yes
Servi 5043092 (Security Only) Servi |Vector:
PZZ‘I’(‘CI" Ceunty o) erviee CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
(Server
Core
installation)
. . [Base: 7.5
Windows 5043155 (Monthly Denial Temporal: 6.5
Server Important|jof INone [Yes
5012 Rollup) Service [Vector:
ICVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
'Windows
Server Denial Base: 7.5
2012 5043125 (Monthly Important|of None Tempolralz 6.5 Ves
(Server Rollup) Service [Vector:
Core ICVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
installation),
. . [Base: 7.5
Windows lls43138 (Monthly Denial Temporal: 6.5
Server Important|jof INone . [Yes
ho12 Ry [Rollup) Service [vector:
ICVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
'Windows
Server Denial [Base: 7.5
2012 R2  |15043138 (Monthly Important|of None Tempo.ralz 6.5 Ves
(Server Rollup) Service [Vector:
Core CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
installation),
. . [Base: 7.5
Windows 5043051 (Security Denial [Temporal: 6.5
Server Important|of None Yes
2016 Undate) Service vector:
ICVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
'Windows
Server Denial [Base: 7.5
2016 5043051 (Security. Important|of None Tempo.ralz 6.5 Ves
(Server Update) Servi [Vector:
Core ervice CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
installation)
. . [Base: 7.5
Windows l5)43050 (Security Denial Temporal: 6.5
Server Important|jof INone [Yes
Update) . Vector:
2019 Service

ICVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C

'Windows



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043129
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043129
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043092
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043129
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043129
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043092
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043125
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043125
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043125
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043125
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043138
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043138
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043138
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043138
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050

ICVE-2024-38236
Server Denial Base: 7.5
2019 5043050 (Security. Importantjof None Tempolralz 6.5 Ves
(Server Update) Service [Vector:
Core ICVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
installation),
. 5042881 (Security . Base: 7.5
Windows Update) Denial [Temporal: 6.5
Server Important|jof INone . [Yes
2022 SU42880 Service vector:
SecurityHotpatchUpdate), ICVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
'Windows
Server 5042881 (Security Denial Base: 7.5
2022 Update) Importantlof None [Temporal: 6.5 Ves
(Server 5042880 P Service [Vector:
Core (SecurityHotpatchUpdate) CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
installation),
'Windows
Server
. Base: 7.5
2022.’ 23H2 5043055 (Security, Denial [Temporal: 6.5
Edition Important|jof INone . [Yes
(Server Update) Service [Vector:
Core ICVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
installation)
Acknowledgements
CVE ID |Acknowledgements
Anonymous

CVE-2024-38236

CVE-2024-38240 - Windows Remote Access Connection Manager
Elevation of Privilege Vulnerability

(top)
e ulnerabilit
CVE ID Vulnerability Description Severity y
. mpact
ating

ICVE Title: Windows Remote Access Connection Manager Elevation of Privilege Vulnerability

IDescription:

[Unknown

IFAQ:

IWindows 11, version 24H2 is not generally available yet. Why are there updates for this

version of Windows listed in the Security Updates table?

[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2

installed. Customers with these devices need to know about any vulnerabilities that affect their

imachine and to install the updates if they are not receiving automatic updates. Note that the general

lavailability date for Windows 11, version 24H2 is scheduled for later this year.
CVE-2024-
38240 mportant levation of
MITRE IWhat privileges could be gained by an attacker who successfully exploited this vulnerability? P rivilege
INVD

|An attacker who successfully exploited this vulnerability could gain SYSTEM privileges.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

[Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest | Exploitability Assessment for Older |[Denial of Service Exploitability |Publicly Exploite d|
Software Release Software Release Assessment Disclosed P
Exploitation Less Likely INot Found IN/A INo [No



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043055
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043055
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38240
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38240
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38240
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38240

Affected Software

The following tables list the affected software details for the vulnerability.

ICVE-2024-38240
Product B Article Severity |Impact |Supersedence|CVSS Score Set Resta.r t
IRequired
. . Base: 8.1

'Windows . IElevatlon .
10 for 32- %—(;‘?323)3 (Security Important|jof None ;F/zrcrig;)_ral. 71 'Yes
pit Systems |75 Privilege CVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C|
'Windows Elevation Base: 8.1
10 for x64- 5043083 (Security Importantjof None Temporal: 7.1 Ves
based Update) Privil Vector:
Systems cee (CVSS:3.1/AV:N/AC:H/PR:N/ULN/S:U/C:H/L:H/A:H/E:U/RL:O/RC:C
}Y)lr\lg(r):‘iﬁn [Elevation| Base: 8.1
1607 for RUI03 L (Securiy Important|jof None Temporal: 7.1 Yes
Bobit |[oedate) Privilege Vector:
Systems ICVSS:3.1/AV:N/AC:H/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
%lr\lg(r):ﬁn [Elevation| Base: 8.1
1607 for 5043051 (Security Importantjof None Temporal: 7.1 Ves
x64-based Update) Privilege Vector:
Systems g ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows

: . Base: 8.1
10 Version . [Elevation| .
1809 for %—(;‘113&(:2)0 (Security Important|jof None ”\F/:Icr:g?_ral. 7.1 'Yes
éis':étms o Privilege (CVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I: H/A:H/E:U/RL:O/RC:C
'Windows
10 Version Elevation Base: 8.1
1809 for  |15043050 (Security. Temporal: 7.1
IARM64-  |[Update) fmportant gf. i None \Vector: Yes
based fiviiege CVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
%lr\lg(r):ﬁn [Elevation| Base: 8.1
1809 for 5043050 (Security Importantjof None Tempo.ral: 7.1 Ves
x64-based Update) Privilege Vector:
Systems g ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows

: . Base: 8.1
10 Version . [Elevation| .
21H2 for %(M}{ Important|jof None ”\F/:Icr:g?_ral. 71 'Yes
éis':étms o Privilege (CVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I: H/A:H/E:U/RL:O/RC:C
'Windows
10 Version Elevation Base: 8.1
21H2 for ||5043064 (Security. Temporal: 7.1
IARM64-  |[Update) fmportant gf. i None \Vector: Yes
based fiviiege CVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
%lr\lg(r):ﬁn [Elevation| Base: 8.1
D1H2 for 5043064 (Security Importantjof None Temporal: 7.1 Ves
x64-based Update) Privilege Vector:
Systems g ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows

: . Base: 8.1
10 Version . [Elevation| .
22H2 for fj—(::?a(:g)‘t (Security Important|jof None ”\F/:Icr:g?_ral. 7.1 'Yes
éis':étms o Privilege (CVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
10 Version Elevation Base: 8.1
22H2 for ||5043064 (Security. Temporal: 7.1
IARM64-  ([Update) fmportant gfivile e None \Vector: Yes
based g ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
%lr\lg(r):ﬁn [Elevation| Base: 8.1
22H2 for RULIN0E (Security Important|jof None Temporal: 7.1 Yes
x64-based Undate) Privilege Vector:
Systems g ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 version [Elevation Base: 8.1
21H2 for ||5043067 (Security. Temporal: 7.1
IARM64-  ([Update) [mportant (P)’fivile e None \Vector: Yes
based g ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
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ICVE-2024-38240
}7\1’132;)5‘;\/0511 |Elevati0n Base: 8.1
21H2 for RUEM06E (Security Important|jof INone Temporal: 7.1 'Yes
x64-based Update) Privilege Vector:
Systems ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version levation Base: 8.1
22H2 for ||5043076 (Security. Temporal: 7.1
IARM64-  |[Update) [mportant gfivil None 'Vector: Yes
based cge CVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows
) . Base: 8.1
11 Version . [Elevation| .
22H?2 for 5043076 (Security. [mportant|of None Temporal: 7.1 Ves
64-based [Update) Privilege Vector:
Systems ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version levation Base: 8.1
23H2 for ||5043076 (Security. Temporal: 7.1
ARM64-  [Update) [mportant ;’,fivﬂe . None Vector: Yes
lbased g ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows
K . Base: 8.1
11 Version . [Elevation .
23H2 for 5043076 (Security. [mportant|of None Temponral. 7.1 Ves
x64-based Update) Privilege Vector:
Systems ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version [Elevation Base: 8.1
24H2 for ||5043080 (Security Temporal: 7.1
IARM64-  ([Update) [mportant gfivile e None \Vector: Yes
based g ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
}XIII%(;?:Sn [Elevation| Base: 8.1
D4H2 for 5043080 (Security Importantjof None Temporal: 7.1 Ves
x64-based Update) Privilege Vector:
Systems ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
. . Base: 8.1
'Windows levation .
Server 5043138 (Monthly Important|of None Temporal: 7.1 Ves
ho12 Ry |[Rellup) rivilege Vector:
& ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server levation Base: 8.1
2012 R2  |[5043138 (Monthly Importantjof None Tempo.ral: 7.1 Ves
(Server Rollup) Privil \Vector:
Core cge ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
R . Base: 8.1
'Windows . IElevatlon .
Server p043051 (Security Important|jof INone Tempo_ral. 71 'Yes
2016 Update) Privilege Vector:
ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server [Elevation Base: 8.1
2016 5043051 (Security. Importantjof None Tempo'ral: 7.1 Ves
(Server Update) Privilege \Vector:
Core viieg ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
. . Base: 8.1
'Windows . [Elevation .
Server RUEI00 (security. Important|jof None Temp o.ral. 71 'Yes
2019 Undate) Privilege Vector:
g ICVSS:3.1/AV:N/AC:H/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server levation Base: 8.1
2019 5043050 (Security. Importantjof None Tempo.ralz 7.1 Ves
(Server Update) Privileoe \Vector:
Core g ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
Windows 5042881 (Security. levation Base: 8.1‘
Update), Temporal: 7.1
Server Important|jof INone . 'Yes
2022 2U4.2880 rivilege Vector:
SecurityHotpatchUpdate) € ICVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows L
Server 5042881 (Security . Base: 8.1
2022 Update) Importantlo t{evahon None Temporal: 7.1 Ves
(Server 5042880 P Privilegc \Vector:
Core SecurityHotpatchUpdate) g ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
[Windows || | |
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ICVE-2024-38240

Server

[Edition
(Server
Core

2022, 23H2

installation)

5043055 (Security,
Update)

Important|jof
rivilege

levation

INone

Base: 8.1

Temporal: 7.1

'Vector:
ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

'Yes
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CVE-2024-38240

CVE-2024-38241 - Kernel Streaming Service Driver Elevation of
Privilege Vulnerability

(top)
Db ulnerabili
CVE ID Vulnerability Description Severity ty
q mpact
ating

ICVE Title: Kernel Streaming Service Driver Elevation of Privilege Vulnerability

IDescription:

[Unknown

IFAQ:

Windows 11, version 24H2 is not generally available yet. Why are there updates for this

version of Windows listed in the Security Updates table?

The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2

installed. Customers with these devices need to know about any vulnerabilities that affect their

imachine and to install the updates if they are not receiving automatic updates. Note that the general

lavailability date for Windows 11, version 24H2 is scheduled for later this year.
CVE-2024-
38241 mportant levation of
MITRE IWhat privileges could be gained by an attacker who successfully exploited this vulnerability? P rivilege
INVD

|An attacker who successfully exploited this vulnerability could gain SYSTEM privileges.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

[Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest | Exploitability Assessment for Older  |[Denial of Service Exploitability |Publicly Exploite dl
Software Release Software Release Assessment IDisclosed P
Exploitation More Likely INot Found IN/A INo [No

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2024-38241 |
Product IKB Article Severity Hlmpact Supersedence|(CVSS Score Set gesta.r t
equired
. . Base: 7.8
'Windows . IElevatlon .
10 for 32- 5043083 (Security Importantjof None Tempohral. 6.8 Ves
bit Systems [2Pd2t€) Privilege Vector:
i g CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/L:H/A:H/E:U/RL:O/RC:C
'Windows Elevation Base: 7.8
10 for x64- |15043083 (Security. Temporal: 6.8
Important|of INone . Yes
based Update) Privilegc 'Vector:
Systems g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
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CVE-2024-38241

'Windows IE Base: 7.8
10 Version [ls043051 (Securit levation) Temporal: 6.8
1607 for Update) ULy Important|jof INone Vec tgr' e Yes
:;ilstt);ns o Privilege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows

. . Base: 7.8
10 Version . [Elevation| .
1607 for %—(;4333(:2)1 (Security Important|jof None ”\F/:Icrlg?_ral. 6.8 Yes
)s(g:t-:rissed o Privilege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows

. . Base: 7.8
10 Version . [Elevation, .
1809 for fj—(;)?a(ze?)o (Security Important|jof None ”\F]czrcrig ;J'ral. 6.8 Yes
é;slt’étms o Privilege (CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/L:H/A:H/E:U/RL:O/RC:C
'Windows
10 Version levation Base: 7.8
1809 for  |15043050 (Security. Temporal: 6.8
IARM64-  |[Update) [mportant gfi il None 'Vector: |Yes
based viege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows

. . Base: 7.8
10 Version . [Elevation| .
1809 for %—(;4333(:2)0 (Security Important|jof None ”\F/:Icrlg?_ral. 6.8 Yes
)s(g:t-:rissed o Privilege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows

. . Base: 7.8
10 Version . [Elevation, .
21H2 for %(Secumy_ Important|jof None ”\F]czrcrig ;)'ral. 6.8 Yes
é;slt’étms o Privilege (CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/L:H/A:H/E:U/RL:O/RC:C
'Windows
10 Version levation Base: 7.8
21H2 for ||5043064 (Security. Temporal: 6.8
IARM64-  |[Update) [mportant gfi il None 'Vector: |Yes
based viege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows

. . Base: 7.8
10 Version . [Elevation| .
21H2 for %(Securlty_ Important|jof None ”\F/:Icrlg?_ral. 6.8 Yes
)s(g:t-:rissed T Privilege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows

. . Base: 7.8
10 Version . [Elevation, .
22H2 for %(Secumy_ Important|jof None ”\F]czrcrig ;)'ral. 6.8 Yes
é;slt’étms T Privilege CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
10 Version levation Base: 7.8
22H2 for ||5043064 (Security. Temporal: 6.8
IARM64-  |[Update) [mportant gfi il None 'Vector: |Yes
based viege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows

. . Base: 7.8
10 Version . [Elevation| .
22H2 for %(MX Important|jof None ”\F/:Icrlg?_ral. 6.8 Yes
)s(g:t-:rissed T Privilege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 version Elevation Base: 7.8
21H2 for ||5043067 (Security. Temporal: 6.8
IARM64-  ([Update) fmportant gf. i None \Vector: |Yes
based fiviiege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows .
I version fls) 43067 (Securit [Flevation ool 6.5
21H2 for m SeCurty Important|jof None Vectgr' T Yes
’S‘g‘s‘t':ﬁf:d T Privilege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version [Elevation Base: 7.8
22H2 for ||5043076 (Security. Temporal: 6.8
IARM64-  ([Update) [mportant gf. i None \Vector: Yes
based riviege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows

. . Base: 7.8
11 Version . [Elevation| X
22H2 for %(Sec_umy Important|jof None E]zr;:g(r).ral. 6.8 Yes
x64-based Undate) Privilege ;

Systems

ICVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
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'Windows
11 Version levation Base: 7.8
23H2 for ||5043076 (Security. Temporal: 6.8
IARM64-  |[Update) fmportant gfivile e None Vector: |Yes
based g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
}XIII%(;?SYSn [Elevation| Base: 7.8
D3H2 for 5043076 (Security Importantjof None Temporal: 6.8 Ves
x64-based Update) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version [Elevation Base: 7.8
24H2 for ||5043080 (Security mportantof v Non Temporal: 6.8 v
IARM64-  ([Update) po gri ilece one \Vector: es
based viieg ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
}er\l/(i?:;/(fn levation Base: 7.8
24H2 for RULI080 (Security Important|jof None Temporal: 6.8 Yes
x64-based Update) rivilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
. . Base: 7.8
Windows 5043051 (Security. IElevatlon Temporal: 6.8
Server Important|of INone . Yes
2016 Undate) Privilege Vector:
ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server levation Base: 7.8
2016 5043051 (Security Importantjof None Tempo.ralz 6.8 Ves
(Server Update) Privil \Vector:
Core c8e CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
. . Base: 7.8
Windows 5043050 (Security. Il?levatlon Temporal: 6.8
Server Important|jof INone . IYes
2019 Undate) Privilege vector:
& ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server [Elevation Base: 7.8
2019 5043050 (Security. Temporal: 6.8
Important|jof None . Yes
(Server Update) Privilege \Vector:
Core g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
. 5042881 (Security . Base: 7.8
'Windows Update) levation Temporal: 6.8
Server oo Important|jof INone . Yes
022 |pDA2880 Privilege Vector:
SecurityHotpatchUpdate) & ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server 5042881 (Security. levation Base: 7.8
2022 Update) Importantjof None Temporal: 6.8 Ves
(Server 5042880 Privileoe Vector:
Core (SecurityHotpatchUpdate) g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
'Windows
Server
. Base: 7.8
2022.’ 23H2 5043055 (Security, levation| Temporal: 6.8
Edition Important|jof None IYes
(Server Update) rivilege Vector:
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CVE-2024-38242 - Kernel Streaming Service Driver Elevation of
Privilege Vulnerability
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Db ulnerabili
CVE ID \Vulnerability Description Severity ty
ating mpact

[CVE Title: Kernel Streaming Service Driver Elevation of Privilege Vulnerability I I
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Mitigations:
INone
Workarounds:
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IRevision:

Information published.

1.0 2024-09-10T07:00:00

|An attacker who successfully exploited this vulnerability could gain SYSTEM privileges.

o - Ka"".““m I;’ulnerability
CVE ID \Vulnerability Description Severity
. mpact
ating

Description:

[Unknown

IFAQ:

'Windows 11, version 24H2 is not generally available yet. Why are there updates for this

version of Windows listed in the Security Updates table?

[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2

iinstalled. Customers with these devices need to know about any vulnerabilities that affect their

imachine and to install the updates if they are not receiving automatic updates. Note that the general

availability date for Windows 11, version 24H2 is scheduled for later this year.
ICVE-2024-
38242 lImportant levation of
MITRE IWhat privileges could be gained by an attacker who successfully exploited this vulnerability? rivilege
INVD

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly .
5 [Exploite
Software Release oftware Release Assessment isclosed
[Exploitation More Likely INot Found N/A [No [No |
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-38242
Product B Article Severity Impact |Supersedence|CVSS Score Set Resta.r t
IRequired
. . Base: 7.8
'Windows . IElevatlon .
10 for 32- 5043083 (Security. Importantjof Nonc Temporal: 6.8 Vs
bit Systems Update) Privilege Vector:
y ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows IElevation Base: 7.8
10 for x64- |[5043083 (Security. N Temporal: 6.8
Important|jof INone . Yes
based Update) Privilece \Vector:
Systems & ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
. . Base: 7.8
10 Version . [Elevation| .
1607 for 5043051 (Security Importantjof None Temporal: 6.8 Ves
aobip  [Undate) Privilege Vector:
Systems g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
: . Base: 7.8
10 Version . [Elevation| .
1607 for 5043051 (Security. [mportant|of None Tempo_ral. 6.8 Vs
x64-based Update) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
}Y)H\I/(::(r):;];n |Elevati0n Base: 7.3
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'Windows
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1809 for  |15043050 (Security. Temporal: 6.8
IARM64-  |[Update) [mportant t;ivile e None 'Vector: Yes
based g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
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'Windows |E .
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'Windows
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22H2 for |[5043064 (Security [ ctantlof N Temporal: 6.8 v,
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'Windows .
11 Version levation Base: 7.3
24H2 for RUEIOND ( Security Important|jof INone Temporal: 6.8 Yes
x64-based Update) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
X . Base: 7.8
Windows 5043051 (Security. levation) Temporal: 6.8
Server Important|jof None . Yes
2016 Update) Privilege Vector:
viieg ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server [Elevation Base: 7.8
2016 5043051 (Security, Importantjof None Temporal: 6.8 Vs
(Server Update) Privilege \Vector:
Core viieg ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
. . Base: 7.8
Windows 5043050 (Security. [Elevation Temporal: 6.8
Server Important|of INone Yes
2019 Update) Privil \Vector:
vilege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
'Windows
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2019 5043050 (Security Importantjof None Tempo.ralz 6.8 Yes
(Server Update) Privil \Vector:
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installation)
. 5042881 (Security . Base: 7.8
'Windows Update) Il?levatlon Temporal: 6.8
Server PPy Important|jof INone . IYes
2022 AUHNED Privilege vector:
SecurityHotpatchUpdate) ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server 5042881 (Security [Elevation Base: 7.8
2022 Update) Importantlof None Temporal: 6.8 Vs
(Server 5042880 P Privilece Vector:
Core SecurityHotpatchUpdate) g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
'Windows
Server
. Base: 7.8
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installation),
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CVE-2024-38249 - Windows Graphics Component Elevation of
Privilege Vulnerability

top)
aximum -
CVE ID \Vulnerability Description E‘everity I;’ulnerablllty
. mpact
ating

ICVE Title: Windows Graphics Component Elevation of Privilege Vulnerability

IDescription:

[Unknown

IFAQ:

Windows 11, version 24H2 is not generally available yet. Why are there updates for this

version of Windows listed in the Security Updates table?

[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2

installed. Customers with these devices need to know about any vulnerabilities that affect their

imachine and to install the updates if they are not receiving automatic updates. Note that the general

availability date for Windows 11, version 24H2 is scheduled for later this year.
CVE-2024-
38249 mportant levation of
MITRE IWhat privileges could be gained by an attacker who successfully exploited this vulnerability? P rivilege
INVD

|An attacker who successfully exploited this vulnerability could gain SYSTEM privileges.
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Information published.
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CVE ID \Vulnerability Description Severity
. mpact
ating

Mitigations:

None

IWorkarounds:

None

[Revision:

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly E .
. xploited
Software Release oftware Release Assessment isclosed
Exploitation More Likely INot Found N/A [No [No
Affected Software
The following tables list the affected software details for the vulnerability.
[CVE-2024-38249
Product IKB Article Severity H]mpact Supersedence|CVSS Score Set Resta‘r t
IRequired
. . Base: 7.8
'Windows . levation .
10 for 32- RULIO83 (Securiy Important|jof None Temporal: 6.8 Yes
bit Systems Update) rivilege Vector:
ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows IElevation Base: 7.8
10 for x64- 5043083 (Security Importantjof None Temporal: 6.8 Vs
based Update) Privilege \Vector:
Systems viieg ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
}Y)lr\lg(r);ﬁn |Elevati0n Base: 7.8
1607 for 5043051 (Security. Importantjof Nonc Tempo.ralz 6.8 Yes
3obit  |[Rdate) Privilege vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
}Y)H\l/%(r):i/;n levation Base: 7.8
1607 for 5043051 (Security Importantjof None Temporal: 6.8 Ves
x64-based Lipdate) Privilege M
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
. . Base: 7.8
10 Version . [Elevation| i
1809 for 2043030 {Security Important|of INone Temporal: 6.8 Yes
Bo-bit  [ordate) Privilege Vector:
Systems g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
10 Version [Elevation Base: 7.8
1809 for  |[5043050 (Security. A Temporal: 6.8
IARM64-  ([Update) [mportant Piivile e None \Vector: Yes
based g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
}Y)H\l/%(r):i/;n levation Base: 7.8
1809 for 2043030 {Security Important|of INone Temporal: 6.8 IYes
x64-based Lpdate) Privilege vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
. . Base: 7.8
10 Version . [Elevation| i
21H2 for 2043064 {Security Important|of INone Temporal: 6.8 Yes
it [oedate) Privilege Vector:
Systems g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
10 Version [Elevation Base: 7.8
21H2 for ||5043064 (Security. A Temporal: 6.8
IARM64-  ([Update) [mportant Piivile e None \Vector: Yes
based g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
}Y)H\l/%(r):i/;n levation Base: 7.8
21H2 for 2043064 {Security Important|of INone Tempo.ralz 6.8 IYes
x64-based Lpdate) Privilege vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
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ICVE-2024-38249

'Windows .
10 Version levation Base: 7.8
22H2 for %—(ﬁ;(zgt (Security Important|jof INone ”\Flzrcrig;).ralz 68 Yes
éi:t’é;ls B Privilege (CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
10 Version [Elevation Base: 7.8
22H2 for ||5043064 (Security Temporal: 6.8
IARM64-  |[Update) [mportant gf. i None \Vector: Yes
based riviiege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
%lr\lg(r):;/Sn [Elevation| Base: 7.8
22H2 for RUIGE (Securiy Important|jof None Temporal: 6.8 Yes
x64-based Update) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 version [Elevation Base: 7.8
21H2 for ||5043067 (Security. Temporal: 6.8
ARM64-  |Update) [mportant gfi ose [None Vector: Yes
based viieg ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
}Xlllg(elfs‘?()sn [Elevation| Base: 7.8
21H2 for RUAI067 (Security Important|jof INone Temporal: 6.8 IYes
x64-based Lidate) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version [Elevation Base: 7.8
22H2 for ||5043076 (Security. Temporal: 6.8
IARM64-  [Update) [mportant gfivile e None \Vector: Yes
based g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
;XIII%(::Sn levation Base: 7.8
22H2 for LML Sy, Important|jof INone Temporal: 6.8 Yes
x64-based Lpdate) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version [Elevation Base: 7.8
23H2 for |[5043076 (Security N Temporal: 6.8
IARM64-  |[Update) [mportant Pfivil None \Vector: Yes
based cge ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
?lll%g(r):gjn |Elevati0n Base: 7.8
23H2 for RUEI0TO [ Security Important|jof INone Temporal: 6.8 Yes
x64-based Lepdate) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version | . Base: 7.8
D4H2 for (5043080 (Security, feva“‘m Temporal: 6.8
IARM64-  |[Update) [mportant grivil None 'Vector: |Yes
based cee CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I: H/A:H/E:U/RL:O/RC:C
Systems
'Windows
) . Base: 7.8

11 Version . [Elevation, .
Q4T for 5043080 (Security. [mportant|of None Temporal: 6.8 Vs
64-based [DPdate) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server Base: 7.8
2008 for  |[5043135 (Monthly [Elevation| Tem .01‘.a1‘ 6.8
32-bit Rollup) Important|jof None P S Yes
Systems  |[5043087 (Security Only) Privilege Vector:
Serice ICVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
32-bit . Base: 7.8
Systems SIS Aol [Flevation Temporal: 6.8

. Rollup) Important|jof None . Yes
Service 5043087 (Security Only) Privil Vector:
Pack 2 el Y. cee CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation)
'Windows
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Server |E Base: 7.8
2008 for  ||5043135 (Monthly levation Tem .or.al' 6.8
x64-based |Rollup) Important|of None Vi P T Yes
Systems 5043087 (Security Only) Privilege ector:
Serice ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
x64-based . Base: 7.8
Systems SULLAS (Munthly [Elevation Temporal: 6.8
Servi Rollup) Important|of None . Yes
ervice 5043087 (Security Only,) Privilege Vector:
Pack 2 g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation),
'Windows
Server
2008 R2 15043129 (Monthly [Elevation Base: 7.8
for x64- Temporal: 6.8
Rollup) Important|jof None . IYes
based 15043002 (Security. Only) Privilege Vvector:
Systems LD, g CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Service
Pack 1
'Windows
Server
2008 R2
for x64- Basc: 7.8
based 5043129 (Monthly [Elevation| Tem .01‘.a1‘ 6.8
Systems  |[Rollup) Important|jof None Vectgr' e Yes
pervice 2043092 (Security Only) Privilege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation),
. . Base: 7.8
'Windows levation .
Server 5043125 (Monthly Importantjof None Tempo'ral. 6.8 Ves
h012 Rollup) Privilege Vector:
g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server [Elevation Base: 7.8
2012 5043125 (Monthly Importantjof None Tempo.ralz 6.8 Ves
(Server Rollup) Privilege \Vector:
Core g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
. . Base: 7.8
'Windows [Elevation| .
Server 5043138 (Monthly Importantjof None Tempo.ral. 6.8 Ves
ho12 Ry |[Rellup) Privilege Vector:
ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server levation Base: 7.8
2012 R2  ||5043138 (Monthly [mportant|of None Tempo.ralz 6.8 Ves
(Server Rollup) Privilegc \Vector:
Core g ICVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
. . Base: 7.8
'Windows . [Elevation .
Server 5043051 (Security Importantjof None Tempo.ral. 6.8 Ves
2016 Update) Privilege Vector:
ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server [Elevation Base: 7.8
2016 5043051 (Security Importantjof None Tempo_ral: 6.8 Ves
(Server Update) Privilece \Vector:
Core g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
. . Base: 7.8
'Windows . levation .
Server 5043050 (Security. Importantjof None Tempo'ral. 6.8 Ves
2019 Lpdate) Privilege Vector:
ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server [Elevation Base: 7.8
2019 5043050 (Security. Importantjof None Tempo.ralz 6.8 Vs
(Server Update) Privilege \Vector:
Core g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
Windows 5042881 (Security [Elevation Base: 7.8.
Update) Temporal: 6.8
Server Important|of INone . Yes
5042880 .. \Vector:
2022 Privilege

SecurityHotpatchUpdate)

ICVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

'Windows
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ICVE-2024-38249
Server 5042881 (Security IElevation Base: 7.8
2022 Update) Importantlof None Temporal: 6.8 Vs
(Server 5042880 P Privilece \Vector:
Core SecurityHotpatchUpdate) & ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
'Windows
Server
. Base: 7.8
2022, 23H2 . [Elevation| .
Edition UL (Recurity Important|jof INone Tempo.ral. 6.8 IYes
(Server Undate) Privilege Vector:
Core ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
Acknowledgements
CVE ID |[Acknowledgements
IMarcin Wiazowski working with Trend Micro Zero Day Initiative
CVE-2024-38249
CVE-2024-38250 - Windows Graphics Component Elevation of
Privilege Vulnerability
top)
CVE ID \Vulnerability Description May‘ﬂmum R Vulnerability
Rating Impact
ICVE Title: Windows Graphics Component Elevation of Privilege Vulnerability
IDescription:
Unknown
IFAQ:
'What privileges could be gained by an attacker who successfully exploited this
vulnerability?
IAn attacker who successfully exploited this vulnerability could gain SYSTEM
CVE-2024- |privileges.
38250 [mportant Elevation of
MITRE po Privilege
INVD Mitigations:
INone
IWorkarounds:
INone
IRevision:
1.0 2024-09-10T07:00:00
Information published.
Exploitability Index
The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.
[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly Exploited
Software Release oftware Release Assessment Disclosed P
[Exploitation Less Likely Not Found IN/A [No [No
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-38250
Product IKB Article Severity H]mpact Supersedence|CVSS Score Set Resta‘r t
IRequired
Microsoft Release Notes (Security, IElevation ?:rsrfp;;agl' 6.8
Office for " |Important|jof INone o Maybe
/Android Undate) Privilege Vector:
& ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
. . Base: 7.8
Microsoft . levation .
Office for elease Notes (Security. Importantjof Nonc Tempo.ral. 6.8 Maybe
Universal Update) Privilege Vector:
ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
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Microsoft IElevation Base: 7.8
Office elease Notes (Security. Temporal: 6.8
LTSC for [Update) [mportant gfi ese None Vector: Maybe
Mac 2021 viies ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
. . Base: 7.8
'Windows . levation .
10 for 32- RULIOS3 (Security Important|jof None Temporal: 6.8 Yes
bit Systems Undate) rivilege Vector:
& ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows IElevation Base: 7.8
10 for x64- |15043083 (Security. " Temporal: 6.8
mportant|jof None . IYes
based Update) Privilege \Vector:
Systems g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
}Y)lr\ll(::(r):;/;n |Elevation Base: 7.3
1607 for RUEI0SL i Security Important|jof INone Temporal: 6.8 Yes
32-bit Update) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
;Y)H\lg?:ilzn levation Base: 7.8
1607 for B Important|jof INone Temporal: 6.8 Yes
x64-based ot rivilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
}Y)n:/(::(r):iﬁn IElevation Base: 7.8
1809 for 5043050 (Security. Importantjof None Temporal: 6.8 Ves
32-bit Update) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
10 Version [Elevation Base: 7.8
1809 for  |[5043050 (Security. Importantlof None Temporal: 6.8 Vs
IARM64-  ([Update) P Privilege \Vector:
based viieg ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
;Y)H\lg?:ilzn levation Base: 7.8
1809 for SUEMIS Sttty Important|jof INone Temporal: 6.8 Yes
x64-based ot rivilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
}Y)n:/(::(r):iﬁn IElevation Base: 7.8
21H2 for 2043064 {Security Important|jof INone Temporal: 6.8 IYes
32-bit Undate) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
10 Version [Elevation Base: 7.8
21H2 for ||5043064 (Security. Importantlof None Temporal: 6.8 Vs
IARM64-  ([Update) P Privilege \Vector:
based viieg ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
;Y)H\lg?:ilzn levation Base: 7.8
21H2 for LM ) Sttty Important|jof INone Tempo.ralz 6.8 Yes
x64-based ot rivilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
}Y)n:/(::(r):iﬁn IElevation Base: 7.8
22H2 for 2043064 {Security Important|jof INone Temporal: 6.8 IYes
32-bit Undate) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
10 Version [Elevation Base: 7.8
22H2 for ||5043064 (Security. Importantlof None Temporal: 6.8 Vs
IARM64-  ([Update) P Privilese \Vector:
based viieg ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
;Y)H\lg?:ilzn levation Base: 7.3
22H2 for LM ) Sttty Important|jof INone Tempo.ralz 6.8 Yes
x64-based ot Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 version [Elevation Base: 7.8
21H2 for |[5043067 (Security mportantof None Temporal: 6.8 Ves
ARM64-  |[Update) P Privil \Vector:
based cee ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

Systems
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x64-based Update) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
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'Windows
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11 Version . [Elevation, .
22H?2 for 5043076 (Security. [mportant|of None Temporal: 6.8 Vs
64-based [Update) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:0O/RC:C
'Windows
11 Version levation Base: 7.8
23H2 for ||5043076 (Security. Temporal: 6.8
ARM64-  [Update) [mportant ‘E’,fivﬂe . None Vector: Yes
lbased & ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows
. . Base: 7.8
11 Version . [Elevation .
23H2 for 5043076 (Security, [mportant|of None Temponral. 6.8 Ves
x64-based Update) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server Base: 7.8
2008 for  |[5043135 (Monthly [Elevation| Tem .or.al' 6.8
32-bit Rollup) Important|jof INone P T IYes
Systems  ||5043087 (Security Only) Privilege Vector:
Serice - ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
gz-s]z:ms 5043135 (Monthly, [Elevation ?:rsr;e:;:l. 6.8
yste Rollup) Important|of INone P o Yes
Service 5043087 (Security Only) Privil vector:
Pack2 [P RCCUI ) fiviiege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation)
'Windows
Server Base: 7.8
2008 for  |15043135 (Monthly [Elevation| Tem .or.al' 6.8
x64-based |Rollup) Important|jof INone P L Yes
Systems (5043087 (Security Only) Privilege Vector:
Serice - ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
xod-based 15043135 (Monthly Elevation pase: 78 g
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Pack 2 ceurty oy rviiege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
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Core
installation),
'Windows
Server
2008 R2 5043129 (Monthly [Elevation Base: 7'8.
for x64- Temporal: 6.8
Rollup) Important|of INone . Yes
based 15043002 (Security Only) Privilege Vector:
Systems |- SCCUIIY LMY) g CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
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'Windows
Server
2008 R2
for x64- Base: 7.8
based 5043129 (Monthly [Elevation Tem .or'al' 6.8
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Service /5043092 (Security Only) Privilege Vector:
Pack 1 - ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core

installation)
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Server Important|jof INone . IYes
2012 Rollup) Privilege Vector:
ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server [Elevation Base: 7.8
2012 5043125 (Monthly v Temporal: 6.8
Important|jof None . Yes
(Server Rollup) Privilee \Vector:
Core viieg ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
. . Base: 7.8
Windows 5043138 (Monthly [Elevation Temporal: 6.8
Server Important|jof None . Yes
ho12 Ry |[Rellup) Privilege Vector:
g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server levation Base: 7.8
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(Server Rollup) Privilegc \Vector:
Core & ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
. . Base: 7.8
Windows lls43051 (Security levation) Temporal: 6.8
Server Important|jof INone . Yes
2016 Undate) rivilege vector:
& ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server levation Base: 7.8
2016 5043051 (Security Importantjof None Tempohralz 6.8 Ves
(Server Update), Privilegc \Vector:
Core & ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
. . Base: 7.8
Windows l543050 (Security Elevaion] Temporal: 6.8
Server Important|jof INone . IYes
2019 Update) Privilege Vector:
ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server [Elevation Base: 7.8
2019 5043050 (Security, Temporal: 6.8
Important|jof None . Yes
(Server Update), Privilee \Vector:
Core viieg ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
. 5042881 (Security . Base: 7.8
'Windows Update) [Elevation| Temporal: 6.8
Server oo Important|jof None . Yes
022 [po42880 Privilege Vector:
(SecurityHotpatchUpdate) g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server 5042881 (Security. levation Base: 7.8
2022 Update) Temporal: 6.8
(Server  |5042880 [mportant ;’,fivﬂe . None Vector: Yes
Core SecurityHotpatchUpdate) g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
'Windows
Server
. Base: 7.8
2022.’ 23H2 5043055 (Security, levation| Temporal: 6.8
Edition Important|jof INone . Yes
(Server Undate) rivilege Vector:
Core ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
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CVE-2024-

IDescription:
[Unknown
IFAQ:

[Mitigations:
INone
Workarounds:
INone
IRevision:

Information published.

1.0 2024-09-10T07:00:00

ICVE Title: Windows Win32 Kernel Subsystem Elevation of Privilege Vulnerability

Windows 11, version 24H2 is not generally available yet. Why are there updates for this
version of Windows listed in the Security Updates table?

[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2
installed. Customers with these devices need to know about any vulnerabilities that affect their

imachine and to install the updates if they are not receiving automatic updates. Note that the general
lavailability date for Windows 11, version 24H2 is scheduled for later this year.

IWhat privileges could be gained by an attacker who successfully exploited this vulnerability?

|An attacker who successfully exploited this vulnerability could gain SYSTEM privileges.

levation of

ffmportant rivilege

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest | Exploitability Assessment for Older  |[Denial of Service Exploitability |Publicly Exploite dl

Software Release Software Release |Assessment IDisclosed P

Exploitation More Likely INot Found IN/A INo [No

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2024-38252 |

Product IKB Article Severity Ilmpact Supersedence|[CVSS Score Set gesta.r t
equired

%H\l/(i?:;/;n [Elevation| Base: 7.8

1607 for 5043051 (Security. Importantjof Nonc Tempoiral: 6.8 Ves

3obit  |[Lrdate) Privilege vector:

Sy-stems viieg ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

;Y)H\lg(r):i/;n |Elevati0n Base: 7.8

1607 for 5043051 (Security, Importantjof Nonc Temporal: 6.8 Yes

x64-based Update) Privilege Vector:

Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

Y‘(I)H\l;::?:ilzn levation Base: 7.8

1809 for 2043030 {Security, Important|jof INone Temporal: 6.8 Yes

32-bit Undate) Privilege vector:

Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

'Windows

10 Version [Elevation Base: 7.8

1809 for  |[5043050 (Security mportantof None Temporal: 6.8 Ves

ARMG64-  [Update) P Priviloge Vector:

lbased g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

Systems

;Y)H\lg(r):i/;n |Elevati0n Base: 7.8

1809 for RUEI00 (Security Important|jof None Temp o.ral: 6.8 Yes

x64-based Update) Privilege Vector:

Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
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'Windows
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21H2 for ||5043064 (Security. Temporal: 6.8
IARM64-  |[Update) [mportant gf. il None 'Vector: |Yes
based rvriege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows
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10 Version . [Elevation, .
21H2 for %7(;‘;3;:3)4 (Security Important|jof None $Z$gf_ral' 6.8 IYes
)s(g:t-:rissed o Privilege (CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/L:H/A:H/E:U/RL:O/RC:C
'Windows |E Base: 7.8
10 Version . levation o
22H2 for %(Secumy_ Important|jof INone ”\F/eercr;g(r).ral. 68 Yes
gi;:;tms o Privilege (CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/L:H/A:H/E:U/RL:O/RC:C
'Windows
10 Version levation Base: 7.8
22H2 for ||5043064 (Security. Temporal: 6.8
IARM64-  |[Update) [mportant gf. q None 'Vector: |Yes
based rvriege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows
Y . Base: 7.8
10 Version . [Elevation, .
22H2 for %(Securlty_ Important|jof INone $Z$gf_ral' 6.8 Yes
)s(g:t-:rissed o Privilege (CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/L:H/A:H/E:U/RL:O/RC:C
'Windows
11 version levation Base: 7.8
21H2 for ||5043067 (Security. Temporal: 6.8
ARM64-  [Update) [mportant ;’,f. . None Vector: Yes
based rviiege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows .
I version flso 43067 (Securit [Flevation ool 6.3
21H2 for W Uy Important|jof INone Vectgr' o Yes
’s‘g‘s‘;;’;ssed o Privilege (CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version [Elevation Base: 7.8
22H2 for ||5043076 (Security Temporal: 6.8
IARM64-  |[Update) fmportant gf. i None \Vector: |Yes
based rviiege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows
. . Base: 7.8
11 Version . [Elevation| X
22H2 for %7(;%3&?;6 (Security, Important|jof None Eleersg?.ral. 6.8 Yes
’S‘g‘;’:ﬁ:d o Privilege (CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version [Elevation Base: 7.8
23H2 for ||5043076 (Security. Temporal: 6.8
IARM64-  |[Update) [mportant gf. i None \Vector: Yes
based nvriege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows
X . Base: 7.8
11 Version . [Elevation| X
23H2 for %7%?3;6 (Security, Important|jof None Elzrcrigi).ral. 6.8 Yes
’S‘f/‘s‘t';i‘f:d T Privilege CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C,
'Windows
11 Version [Elevation Base: 7.8
24H2 for ||5043080 (Security. Temporal: 6.8
IARM64-  ([Update) [mportant gf. i None \Vector: Yes
based riviiege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows Base: 7.8
11 Version . levation, o
24H2 for aﬁT(z;O(Securlty Important|jof INone I,Zrcrig(r),ral' 68 Yes
’S‘g‘s‘t‘zjf:d T rivilege CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C,
. Base: 7.8
'Windows . IElevatlon .
Server 5043051 (Security, Importantjof Nonc Temporal: 6.8 Vs
016 Update) Privil \Vector:
rviiege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
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CVE-2024-38252
'Windows
Server levation Base: 7.8
2016 5043051 (Security. Importantjof None Tempo.ralz 6.8 Ves
(Server Update), Privileee \Vector:
Core g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
. . Base: 7.8
Windows 1ls043050 (Security [Flevation Temporal: 6.8
Server Important|jof INone i 'Yes
2019 Update) Privilege Vector:
& ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:U/RL:O/RC:C
'Windows
Server [Elevation Base: 7.8
2019 5043050 (Security N Temporal: 6.8
Important|jof None . Yes
(Server Update), Privil \Vector:
Core cge CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
Windows 5042881 (Security IElevation Base: 7.8
Update) A Temporal: 6.8
Server 4 Important|jof INone . IYes
2022 Aol Privilege Vector:
SecurityHotpatchUpdate), ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server 5042881 (Security [Elevation Base: 7.8
2022 Update) [mportantlof None Temporal: 6.8 Ves
(Server (5042880 P Priviloge Vector:
Core (SecurityHotpatchUpdate) g ICVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
'Windows
Server
. Base: 7.8
2022, 23H2/l5 43055 (Security [Flevation Temporal: 6.8
Edition Important|jof None . Yes
(Server Undate) Privilege Vector:
Core ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
Acknowledgements
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CVE-2024-38253 - Windows Win32 Kernel Subsystem Elevation of
Privilege Vulnerability

top)
gum ulnerabili
CVE ID \Vulnerability Description Severity ty
. mpact
ating

ICVE Title: Windows Win32 Kernel Subsystem Elevation of Privilege Vulnerability

Description:

[Unknown

IFAQ:

'Windows 11, version 24H2 is not generally available yet. Why are there updates for this

version of Windows listed in the Security Updates table?

[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2

iinstalled. Customers with these devices need to know about any vulnerabilities that affect their

imachine and to install the updates if they are not receiving automatic updates. Note that the general

lavailability date for Windows 11, version 24H2 is scheduled for later this year.
CVE-2024-
38253 lmportant levation of
MITRE IWhat privileges could be gained by an attacker who successfully exploited this vulnerability? P rivilege
INVD

|An attacker who successfully exploited this vulnerability could gain SYSTEM privileges.

Mitigations:

None

Workarounds:

None

IRevision:

1.0 2024-09-10T07:00:00
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e ulnerabili
CVE ID \Vulnerability Description Severity ty
ating mpact

Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly E .
3 xploite
Software Release oftware Release Assessment isclosed
Exploitation More Likely [Not Found [N/A [No [No |
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-38253
KB . IRestart
Product Article Severity Hlmpact Supersedence|([CVSS Score Set Required
'Windows 11 . Base: 7.8
version 21H?2 for ?gj(:# Importan E}evatlon None [Temporal: 6.8 Ves
IARM64-based I.T:t;;y- P Privileae \Vector:
Systems  — & CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows 11 . Base: 7.8
version 21H2 for —5043067 Elevation [Temporal: 6.8
(Security |[Importantjof None i IYes
x64-based Update) Privilege |Vector:
Systems ~pdale) vileg CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows 11 . Base: 7.8
'Version 22H2 for (ngjor?f Importan E}evatlon None Temporal: 6.8 Ves
IARM64-based Ud—al:te)y- P Privil \Vector:
Systems —paate) cge CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I: H/A:H/E:U/RL:O/RC:C
'Windows 11 . Base: 7.8
|Version 22H2 for M Elevation [Temporal: 6.8
(Security |[Importantjof None . \Yes
x64-based Update) Privileee [Vector:
Systems  — g CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows 11 . Base: 7.8
\Version 23H2 for w Import Eéevatlon N [Temporal: 6.8 Ve
IARM64-based Ejeg_utrl)y_ mportan g il one [Vector: es
Systems —paate) rviiege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E: U/RL:O/RC:C
'Windows 11 . Base: 7.8
'Version 23H2 for M Elevation Temporal: 6.8
(Security |[Importantjof None . \Yes
x64-based Update) Privil \Vector:
Systems —paate) cge CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows 11 . Base: 7.8
|Version 24H2 for fgjgorgo Importan E}evatlon None [Temporal: 6.8 Ves
IARM64-based I.T:t;;y- P Privileee \Vector:
Systems — g CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows 11 . Base: 7.8
\Version 24H2 for SN b [Temporal: 6.8
(Security |[Importantjof None i IYes
x64-based Update) Privilege [Vector:
Systems —paate) viieg CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows Server . Base: 7.8
2022, 23H2 (5330% Importan Etl’evanon None Temporal: 6.8 \Yes
[Edition (Server Ud—ate)y- P Privilege [Vector:
Core installation) ”_p ] & CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Acknowledgements
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CVE-2024-38254 - Windows Authentication Information Disclosure
Vulnerability

top)

CVE ID

Maximum
Vulnerability Description Severity

IRating

Vulnerability
Impact

38254
ITRE
NVD

<

CVE-2024-

ICVE Title: Windows Authentication Information Disclosure Vulnerability
IDescription:

Unknown

IFAQ:

IWindows 11, version 24H2 is not generally available yet. Why are there updates for this
iversion of Windows listed in the Security Updates table?

[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2
linstalled. Customers with these devices need to know about any vulnerabilities that affect their
imachine and to install the updates if they are not receiving automatic updates. Note that the
lgeneral availability date for Windows 11, version 24H2 is scheduled for later this year.

Information

. . . . o
What type of information could be disclosed by this vulnerability? Important Disclosure

IAn attacker who successfully exploited this vulnerability could potentially read small portions of
heap memory.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly Exploite
Software Release Software Release /Assessment IDisclosed P
[Exploitation Less Likely [Not Found [N/A [No [No |
Affected Software

The following tables list the affected software details for the vulnerability.

ICVE-2024-38254

Product IKB Article Severity IImpact Supersedence|CVSS Score Set gesta.r t

equired

Windows Base: 5.5

10 for 32- 5043083 (Security Important |Inf0rmat10n None Tempo.ral: 4.8 Ves
bit Systems Update) Disclosure \Vector:

CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

'Windows Base: 5.5

10 for x64- |15043083 (Security. nformation Temporal: 4.8

based Update), [mportant Disclosure None \Vector: |Yes
Systems CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
1607 for 5043051 (Security. Important IIn_forlmatlon Nonc Tempo.ralz 4.8 Ves
30-bit Update) Disclosure \Vector:

Systems CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
}Y)H\lg(r):i/;n L Base: 5.5

1607 for RUEI0SL i Security Important n_f ormation None Tempo.ralz 48 [Yes
<64-based Update) Disclosure Vector:

Systems CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
Y‘(I)H\l/%(r):ilzn Base: 5.5

1809 for 5043050 (Security, Tmportant nformatlon None Tempo.ral: 4.8 Ves
39-bit Update) Disclosure Vector:

Systems CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows
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ICVE-2024-38254

10 Version |I Base: 5.5

1809 for  |[5043050 (Security. nformation| Temporal: 4.8

IARM64-  ([Update) [mportant Disclosure None \Vector: [Yes

based CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

Systems

'Windows Base: 5.5

}g()\ée;zlron 5043050 (Security, Important nformation None Temporal: 4.8 Ves

<64-based Update) Disclosure Vector:

Systems CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

'Windows Base: 5.5

O s ™o 15043064 (Security mportangnormation Temporal: 4.8 -

32-bit Update) Disclosure 'Vector:

Systems CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

'Windows

10 Version Base: 5.5

21H2 for ||5043064 (Security. [Information| Temporal: 4.8

IARM64-  ([Update) [mportant Disclosure None \Vector: [Yes

based CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

Systems

'Windows Base: 5.5

;?I}’;rfsé‘r’“ 5043064 (Security mportan[formation|y Temporal: 4.8 e

<64-based Update) Disclosure Vector:

Systems CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

'Windows Base: 5.5

s o 15043064 (Security mportang normation Temporal: 4.8 -

32-bit Update) Disclosure \Vector:

Systems CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

'Windows

10 Version Base: 5.5

22H2 for ||5043064 (Security [Information| Temporal: 4.8

IARM64-  ([Update) [mportant Disclosure None \Vector: [Yes

based CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

Systems

'Windows Base: 5.5

S o on 5043064 (Security mportan[formation|y Temporal: 4.8 e

<64-based Update) Disclosure Vector:

Systems CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

'Windows

11 version Base: 5.5

21H2 for ||5043067 (Security [Information| Temporal: 4.8

ARM64-  |[Update) [mportant Disclosure None \Vector: [Yes

based CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

Systems

'Windows L Base: 5.5

;;’ér;:;;n 5043067 (Security, Important n_formation Nonc Temporal: 4.8 Ves

<64-based Update) Disclosure \Vector:

Systems CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

'Windows

11 Version Base: 5.5

22H2 for ||5043076 (Security. IInformation| Temporal: 4.8

IARM64-  |[Update) [mportant Disclosure None 'Vector: Yes

based CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

Systems

'Windows Base: 5.5

;;}\Ifgrfs;(r)n 5043076 (Security. Important [Information Nonc Temporal: 4.8 Ves
64-based Update), Disclosure \Vector:

)S(yst-ems CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

'Windows

11 Version Base: 5.5

23H2 for ||5043076 (Security. IInformation Temporal: 4.8

IARM64-  |Update) [mportant Disclosure None 'Vector: Yes

based CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

Systems

'Windows Base: 5.5

gggrfsé(rm 3043076 (Sccurity Important finformation INone Temporal: 4.8 [Yes

<64-based Update), Disclosure \Vector:

Systems CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

'Windows

11 Version Base: 5.5

24H2 for ||5043080 (Security [Information Temporal: 4.8

IARM64-  |[Update) fmportant IDisclosure None Vector: |Yes

based CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
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ICVE-2024-38254
Systems _| | | | |
?1/1%2?:;/; Base: 5.5
h4H2 for 5043080 (Security, Important nformatlon None Tempo.ral: 4.8 Ves
<64-based Update) IDisclosure 'Vector:
Systems CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
Windows Base: 5.5
WS 15043051 (Security [Information Temporal: 4.8
Server Important|[ . INone . [Yes
016 Update) IDisclosure 'Vector:
CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows
Server Base: 5.5
2016 5043051 (Security. IInformation Temporal: 4.8
(Server Update) [mportant Disclosure None \Vector: Yes
Core CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
installation)
Windows Base: 5.5
5043050 (Security [Information| Temporal: 4.8
Server Important)[ . ) INone . Yes
2019 Update) IDisclosure \Vector:
CVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows
Server Base: 5.5
2019 5043050 (Security IInformation| Temporal: 4.8
(Server Update), [mportant Disclosure None \Vector: [Yes
Core CVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
installation)
. 5042881 (Security |I Base: 5.5
;&;E(icr)ws Update) [mportant nformation Nonc Temporal: 4.8 Ves
o2 5042880 P Disclosure Vector:
SecurityHotpatchUpdate) CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows
Server 5042881 (Security Base: 5.5
2022 Update) [Information Temporal: 4.8
(Server 5042880 [mportant Disclosure None \Vector: [Yes
Core (SecurityHotpatchUpdate) CVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
installation),
'Windows
Server X
2022, 23H2 . . Base: 5.5
- 5043055 (Security. [Information Temporal: 4.8
Edition d Important Discl [None v . [Yes
(Server Update) isclosure ‘ector:
Corc CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
installation),
Acknowledgements
CVE ID |[Acknowledgements

CVE-2024-38254

Rémi Jullian with Synacktiv

CVE-2024-38256 - Windows Kernel-Mode Driver Information
Disclosure Vulnerability

top)

CVE ID

\Vulnerability Description

Maximum Severity
IRating

\Vulnerability
Impact

CVE-2024-
38256

ITRE
VD

=

Z

ICVE Title: Windows Kernel-Mode Driver Information Disclosure Vulnerability
Description:

[Unknown

IFAQ:

What type of information could be disclosed by this vulnerability?

IAn attacker who successfully exploited this vulnerability could potentially read small
portions of heap memory.

IMitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

Information published.

[Important

Information
Disclosure
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CVE ID

Vulnerability Description

Maximum Severity

Rating Impact

'Vulnerability

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly . dl
5 [Exploite
Software Release oftware Release |Assessment isclosed
Exploitation Less Likely INot Found IN/A [No [No
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-38256
KB . Restart
Product Article Severity |Impact Supersedence|CVSS Score Set Required
Windows 10 (5043083 . Base: 5.5
. - Information Temporal: 4.8
for 32-bit (Security |Important]| .. None . Yes
Systems Update) Disclosure [Vector:
Y —pdate) CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
Windows 10 ||5043083 . Base: 5.5
- Information [Temporal: 4.8
for x64-based ||(Security |lmportant| . INone . Yes
System Update) Disclosure [Vector:
ystems — CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows 10 IBase: 5.5
IVersion 1607 —504305.1 Information Temporal: 4.8
. (Security |[Important| . None . \Yes
for 32-bit Update) IDisclosure Vector:
Systems |‘p— g ICVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows 10 Base: 5.5
Version 1607 ?gi% Lm o rtanc‘ Information None Temporal: 4.8 Yes
for x64-based ‘I,Tate)y- P Disclosure [Vector:
Systems —pdate) CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows 10 Base: 5.5
'Version 1809 5043050 Information Temporal: 4.8
. (Security |[Important]| . None . \Yes
for 32-bit Update) Disclosure [Vector:
Systems el CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/L:N/A:N/E:U/RL:O/RC:C
'Windows 10 [Base: 5.5
|Version 1809 ?é) 4305.0 - Jlnformation N Temporal: 4.8 v
for ARM64- ﬁ;}{ mportantingsclosure [ on° Vector: es
based Systems |‘p— g ICVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows 10 Base: 5.5
Version 1809 ?gi% Lm o rtanc‘ Information None Temporal: 4.8 Yes
for x64-based N date)y P Disclosure [Vector:
Systems —pdate) CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows 10 Base: 5.5
'Version 21H2 —5043%4 Information Temporal: 4.8
; (Security |[Important]| . None . \Yes
for 32-bit Update) Disclosure [Vector:
Systems el CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/L:N/A:N/E:U/RL:O/RC:C
'Windows 10 IBase: 5.5
\Version 21H2 534‘3& ot Jlnformation N [Temporal: 4.8 v
for ARM64- %;y_ mportantingsclosure [ on° Vector: es
based Systems |‘p— g CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows 10 Base: 5.5
Version 21H2 ?gj;?r?:‘ Lm o rtanc‘ Information None Temporal: 4.8 Yes
for x64-based ‘I,Tate)y- P Disclosure [Vector:
Systems —pdate) CVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows 10 Base: 5.5
'Version 22H2 —5043%4 Information Temporal: 4.8
; (Security |[Important]| . None . \Yes
for 32-bit Update) Disclosure [Vector:
Systems el CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/L:N/A:N/E:U/RL:O/RC:C
'Windows 10 IBase: 5.5
\Version 22H2 ?804& ot Jlnformation N Temporal: 4.8 v
for ARM64- Ues:tr;;y mportantingsclosure [ on° Vector: es
based Systems |‘p— g ICVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows 10 Base: 5.5
Version 22H2 M L Information Temporal: 4.8
(Security |[Important]| .. None . \Yes
for x64-based Update) Disclosure [Vector:
Systems ~haate) CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
5043135
'Windows (Monthly, Base: 5.5
Server 2008 for|[Rollup) 4Inf0rmati0n [Temporal: 4.8
32-bit Systems ||S043087 Importan Disclosure None |Vector: Yes
Service Pack 2 ||(Security, CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
[Only)
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ICVE-2024-38256
'Windows 5043135
Server 2008 for||(Monthly Base: 5.5
32-bit Systems |[Rollup) 4Informati0n [Temporal: 4.8
Service Pack 2 |[5043087 importan Disclosure None \Vector: ves
erver Core ecurity. :3. : : : N/S:U/C:H/I:N/A:N/E: : :
(S C (Securi CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
installation) Only)
. 5043135
;Vlndov;/(s)og f (Monthly, Base: 5.5
zzvf)r d of Rollup) It " 4Inf0rmati0n N [Temporal: 4.8 Ve
)S( st-erisse 5043087 [P M inisclosure [ OMC [Vector: es
yste (Security CVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
Service Pack 2 Only)
'Windows
Server 2008 for[> 2133 _
<64-based (Monthly, Base: 5.5
- Rollup) t‘Information [Temporal: 4.8
Sz:\t/ﬁi:g;SPack 5 15043087 importan Disclosure None |Vector: Yes
(Server Core (Security ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
installation) Qnly)
. 5043129
Semer 2008 Ro|Monihly Base: 5.5
for x64-based |Rollup) tmport c‘Information N Temporal: 4.8 Ve
Sorsi(em_s ased 15043092 [™POT M pisclosure O™ |Vector: es
yste (Security CVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
Service Pack 1 Only)
'Windows
Server 2008 R2 3043129 .
for x64-based (Monthly . [Base: 5.5
Rollup) Information Temporal: 4.8
Sz:\t/?cn:Pack 1 5043092 ﬂmportant‘ Disclosure None |Vector: Yes
(Security CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
(Server Core Only)
installation) )
[Base: 5.5
'Windows 2043123 Information Temporal: 4.8
Server 2012 g\(/fﬁ_nt};ly mportan Disclosure None |Vector: ves
l_up : ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows Base: 5.5
Server 2012 % L Information Temporal: 4.8 Ve
(Server Core (ﬁ_nty mportan Disclosure None |Vector: e
installation) Rollup) ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
Base: 5.5
'Windows I Information Temporal: 4.8
Server 2012 R2 g\/llol_nt};ly fimportan Disclosure None \Vector: Yes
Rollup) CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows Base: 5.5
Server 2012 R2 Sli=3l3s Information Temporal: 4.8
(Server Core (Monthly. [importan IDisclosure INone |Vector: Yes
installation) Mlp)' CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
Base: 5.5
'Windows 5043051 L Information Temporal: 4.8 YV
Server 2016 ‘(S%urlty_ mportan Disclosure None |Vector: es
Update) ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows Base: 5.5
Server 2016 w Information [Temporal: 4.8
(Server Core (Security |fmportan Disclosure INone [Vector: ves
installation) Update) ICVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
[Base: 5.5
'Windows w Information Temporal: 4.8
Server 2019 g’ eg:tr;;y mportan Disclosure None |Vector: ves
|‘p— g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows Base: 5.5
Server 2019 w Information Temporal: 4.8 YV
(Server Core ‘(S%urlty_ mportan Disclosure None [Vector: e
installation) PM)' CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
Acknowledgements
ICVE ID |Acknowledgements
g
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Bui Quang Hiéu (@tykawaii9Q)

CVE-2024-43463 - Microsoft Office Visio Remote Code Execution
Vulnerability
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CVE ID

\Vulnerability Description

Maximum
Severity Rating

\Vulnerability
Impact

Unknown
IFAQ:

CVE-2024-
43463

Mitigations:
INone

INone
IRevision:

Workarounds:

Information published.

1.0 2024-09-10T07:00:00

ICVE Title: Microsoft Office Visio Remote Code Execution Vulnerability
IDescription:

IAccording to the CVSS metric, user interaction is required (UI:R). What interaction
would the user have to do?

[Exploitation of the vulnerability requires that a user open a specially crafted file.

¢ In an email attack scenario, an attacker could exploit the vulnerability by sending the
specially crafted file to the user and convincing the user to open the file.

* In a web-based attack scenario, an attacker could host a website (or leverage a
compromised website that accepts or hosts user-provided content) containing a specially
crafted file designed to exploit the vulnerability.

IAn attacker would have no way to force users to visit the website. Instead, an attacker would
lhave to convince users to click a link, typically by way of an enticement in an email or instant
message, and then convince them to open the specially crafted file.

[Important

IRemote Code
[Execution

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older |[Denial of Service Exploitability |[Publicly .

5 [Exploite
Software Release oftware Release Assessment isclosed
[Exploitation Less Likely INot Found N/A [No [No |

Affected Software

The following tables list the affected software details for the vulnerability.

ICVE-2024-43463

KB . IRestart

Product A rticle Severity |[Impact |Supersedence|CVSS Score Set Required|
Microsoft 365  ||Click to Base: 7.8
/Apps for IRun Remote Temporal: 6.8

pps 1o . mportant|Code None T INo
Enterprise for  ||(Security Exceution Vector:
32-bit Systems | pdate) CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft 365  ||Click to [Base: 7.8
Apps for Remote Temporal: 6.8

pps 1o mportant|Code None T No
Enterprise for Execution |Vector:
64-bit Systems xecu CVSS:3.1/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft Office IRemote ]]%:Iif:;;. 6.8
2019 for 32-bit [Important|Code INone Vec t(P; - T No
editions [Execution CVSS:3.1/AV:L/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft Office [Remote ]]?faISIf: 7rgl 6.8
2019 for 64-bit mportantCode  [None vzc tf);’_ ak o No
editions [Execution CVSS:3.1/AV:L/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft Office L IRemote l]?:rsrf:;agl' 6.8
LTSC 2021 for mportant|Code None Vectg - T No
32-bit editions [Execution CVSS:3.1/AV:L/AC:L/PR:N/ULR/S:U/C:H/L:H/A:H/E:U/RL:O/RC:C
Microsoft Office IRemote ]]%:Iif:;;. 6.8
LTSC 2021 for [Important|Code INone Vec t(P; - T No
64-bit editions [Execution CVSS:3.1/AV:L/AC:L/PR:N/ULR/S:U/C:H/L:H/A:H/E:U/RL:O/RC:C
Microsoft Visio (5002634 [Remote ]%:I?:;fl. 6.8
2016 (32-bit mportantCode  [None Vect‘gr_ o Maybe
edition) [Execution CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
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CVE-2024-43463
Microsoft Visio (5002634 IRemote ]"l%:rsrf::;;' 68
2016 (64-bit (Security |[Important|Code None Vec tg - T Maybe
dition) [Undate) Execution CVSS:3.1/AV:L/AC:L/PR:N/ULR/S:U/C: H/I:H/A:H/E: U/RL:O/RC:C
Acknowledgements
ICVE ID |Acknowledgements
c0d3nh4ck with Zscaler's Threatl abz
CVE-2024-43463
CVE-2024-43464 - Microsoft SharePoint Server Remote Code
L3 o
Execution Vulnerability
(top)
e 'Vulnerabilit
CVE ID IVulnerability Description Severity I Y
Rati mpact
ating
ICVE Title: Microsoft SharePoint Server Remote Code Execution Vulnerability
IDescription:
[Unknown
IFAQ:
|According to the CVSS metric, privileges required is high (PR:H). What does that mean for
this vulnerability?
IAn authenticated attacker with Site Owner permissions can use the vulnerability to inject
larbitrary code and execute this code in the context of SharePoint Server.
. .
CVE-2024- IHow could an attacker exploit the vulnerability?
43464 IAn authenticated attacker with Site Owner permissions or higher could upload a specially crafted ||Critical Remote. Code
MITRE ifile to the targeted SharePoint Server and craft specialized API requests to trigger deserialization Execution
INVD lof file's parameters. This would enable the attacker to perform remote code execution in the
context of the SharePoint Server.
IMitigations:
INone
Workarounds:
INone
IRevision:
1.0 2024-09-10T07:00:00
Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly Exploite
Software Release Software Release Assessment Disclosed P
[Exploitation More Likely INot Found N/A No [No |

Affected Software

The following tables list the affected software details for the vulnerability.

ICVE-2024-43464

KB . IRestart

Product Article Severity/|Impact |Supersedence|CVSS Score Set Required
Microsoft Base: 7.2
SharePoint M . Remote Temporal: 6.3

. (Security |(Critical |[Code INone . Maybe
[Enterprise Server Update) Execution Vector:
2016 ~Paaie) CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft 5002639 Remote ?:rile:;jl' 63
SharePoint (Security |(Critical |[Code INone Vectgr' e Maybe
Server 2019 |Update) Execution CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
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CVE-2024-43464
Microsoft .
SharePoint 5002640 Remote ?:;e;; 63
Server (Security |[Critical [[Code INone Vectg - e Maybe
g‘é‘i’figﬁp“"n Update) Exccution CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Acknowledgements
ICVE ID Acknowledgements
zcgonvh

CVE-2024-43464

CVE-2024-43467 - Windows Remote Desktop Licensing Service
Remote Code Execution Vulnerability

top)
CVE ID \Vulnerability Description glay.ﬂmum Severity |[Vulnerability
ating Impact
ICVE Title: Windows Remote Desktop Licensing Service Remote Code Execution
Vulnerability
IDescription:
[Unknown
IFAQ:
lAccording to the CVSS metric, the attack complexity is high (AC:H). What does
that mean for this vulnerability?
Successful exploitation of this vulnerability requires an attacker to win a race
condition.
CVE-2024- . . .. R
IAccording to the CVSS metric, privileges required is low (PR:L). What does that
— imean for this vulnerability? IImportant Remote Code
MITRE ¥ P Execution
INVD

IAny authenticated attacker could trigger this vulnerability. It does not require admin
lor other elevated privileges.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order

of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly Exploite
Software Release Software Release Assessment IDisclosed P
Exploitation Less Likely [Not Found [IN/A [No [No |
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-43467
IK . . II IRestart
Product B Article Severity Impact |Supersedence|CVSS Score Set Requi
equired
Windows
Server Base: 7.5
2008 for  ||5043135 (Monthly Remote Tem .or-al' 65
32-bit Rollup) Important/Code None v P T IYes
Systems (5043087 (Security Only) [Execution| ector:
Serice e CVSS:3.1/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Pack 2
'Windows
Server
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ICVE-2024-43467

2008 for E
Systems[L43135 (Monthly Remoe Temporal: 6.5
Szrvice [Rollup) Important|Code INone Vectgr' T IYes
Pack2  |PA3087 (Security Only) [Fxecution CVSS:3.1/AV:N/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C,
(Server
Core
installation)
'Windows
Server Base: 7.5
2008 for  ||5043135 (Monthly Remote Tem .or'al' 6.5
x64-based |Rollup) Important|Code INone P T IYes
Systems  |[5043087 (Security Only) [Execution| [Vector:
Serice ICVSS:3.1/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
Sysioms | PLA3LIS (Monthly Remote Temporal: 65
Serice Rollup) Important|Code INone Vec tgr' o [Yes
Pack2  |PUA3087 (Security Only) [Execution CVSS:3.1/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:0O/RC:C
(Server
Core
installation),
'Windows
Server
%008 R2 5043129 (Monthly Remote Base: 7'5.
or x64- I " Cod N Temporal: 6.5 Iy,
based %311519)_2 . Ol mportantlEo e one Vector: es
Systems |[Po3092 (Security Only) xecution CVSS:3.1/AV:N/AC:H/PR:L/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Service
Pack 1
'Windows
Server
2008 R2
for x64- Base: 7.5
lbased 5043129 (Monthly Remote Tem .or.al‘ 65
Systems  |Rollup) Important/|Code INone P T IYes
Service /5043092 (Security Only) [Execution |Vector:
Pack | - ICVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation)
. Base: 7.5
Windows 5043125 (Monthly Remote Temporal: 6.5
Server Important/Code INone . IYes
2012 Rollup) xecution| [Vector:
|E ICVSS:3.1/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server emote Base: 7.5
(zge}rzver 5—3(23131111)2)5 (Monthly Important|Code ) INone "\l“/zr;g;):ral: 6.5 IYes
Core Xecutiory CVSS:3.1/AV:N/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
. Base: 7.5
Windows ls043138 (Monthly emote Temporal: 6.5
Server ImportantCode INone . IYes
2012 R2 ollup) xecution [Vector:
ICVSS:3.1/AV:N/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C|
'Windows
Server Remote Base: 7.5
2012 R2  |[5043138 (Monthly Important|Code None Tempo'ral: 6.5 Ves
(Server Rollup) <coution IVector:
Core ’E ICVSS:3.1/AV:N/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
. Base: 7.5
Windows 5043051 (Security. emote [Temporal: 6.5
Server Important/|Code INone . IYes
2016 Undate) xecution |Vector:
ICVSS:3.1/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server emote Base: 7.5
2016 5043051 (Security Importan|Code None Tempo.ralz 6.5 Yes
(Server Update), <ecution IVector:
Core ICVSS:3.1/AV:N/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
. Base: 7.5
Windows 5043050 (Security, Remote Temporal: 6.5
Server Important/Code INone . IYes
2019 Update) xecution| [Vector:
|E ICVSS:3.1/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

'Windows
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050

ICVE-2024-43467
Server emote Base: 7.5
(zgelrgver %—(;‘?a(zes)o (Security Important/|Code INone "\Flzrcrig;).ral: 6.5 IYes
Core o Xecution CVSS:3.1/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
. 5042881 (Security Base: 7.5
Windows Remote .
Server Sgé)f%g;)o Important|Code INone zempo.ral. 6.5 [Yes
2022 P xecution| ector:
SecurityHotpatchUpdate) IE ICVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C|
'Windows
Server 5042881 (Security emote Base: 7.5
(zgzrzver g(?_ggt?o Important|Code INone "\F/Zr;giralz 6.5 IYes
Core (SecurityHotpatchUpdate) Xecutiory CVSS:3.1/AV:N/AC:H/PR:L/UL:N/S:U/C: H/I:H/A:H/E:U/RL:O/RC:C
installation),
'Windows
Server
Base: 7.5
2022, 23H2 . Remote .
Edition %(Secumy_ Important/Code None 522?(;?&11' 6.3 IYes
E:S:rre"er o [Fxecution CVSS:3.1/AV:N/AC:H/PR:L/UL:N/S:U/C:H/L:H/A:H/E:U/RL:O/RC:C
installation)
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CVE-2024-43474 - Microsoft SQL Server Information Disclosure
Vulnerability

(top)
peblull ulnerabilit;
CVE ID IVulnerability Description Severity ¥
Ratin, mpact
g
ICVE Title: Microsoft SQL Server Information Disclosure Vulnerability
IDescription:
[Unknown
IFAQ:

IWhat type of information could be disclosed by this vulnerability?

IAn attacker who successfully exploited this vulnerability could potentially read small portions of
lheap memory.

I am running SQL Server on my system. What action do I need to take?

lUpdate your relevant version of SQL Server. Any applicable driver fixes are included in those
updates.

I am running my own application on my system. What action do I need to take?

[Update your application to use Microsoft OLE DB Driver 18 or 19. Update the drivers to the
versions listed on this page, which provide protection against this vulnerability.

Il am running an application from a software vendor on my system. What action do I need to
take?

IConsult with your application vendor if it is compatible with Microsoft OLE DB Driver 18 or 19.
Update the drivers to the versions listed in this page, which provide protection against this
vulnerability

There are GDR and/or CU (Cumulative Update) updates offered for my version of SQL
Server. How do I know which update to use?

¢ First, determine your SQL Server version number. For more information on determining
your SQL Server version number, see Microsoft Knowledge Base Article 321185 - How to

determine the version, edition, and update level of SQL Server and its components.



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043055
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043055
https://twitter.com/lewislee53
https://twitter.com/ver0759
https://twitter.com/edwardzpeng
https://learn.microsoft.com/en-us/troubleshoot/sql/releases/download-and-install-latest-updates

pe ulnerabili
CVE ID \Vulnerability Description Severity ty
. mpact
Rating

¢ Second, in the table below, locate your version number or the version range that your version
number falls within. The corresponding update is the one you need to install.

INote If your SQL Server version number is not represented in the table below, your SQL Server
version is no longer supported. Please upgrade to the latest Service Pack or SQL Server product in
rder to apply this and future security updates.

This security update also

Update Title Apply if cu.rrer‘nt includes servicing releases up
Number product version is...
through...
5042578 Security update for SQL 16.0.4003.1 - KB 5038325 - SQL2022 RTM
Server 2022 CU14+GDR 16.0.4135.4 CU14
5042211 Security update for SQL 16.0.1000.6 - KB 5040936 - Previous
Server 2022 RTM+GDR 16.0.1121.4 SQL2022 RTM GDR
CVE-2024- ||5042749 Security update for SQL 15.0.4003.23 - KB 5039747 - SQL2019 RTM
43474 Server 2019 CU28+GDR 15.0.4385.2 CU28 Information
MITRE 5042014 Security update for SQL 15.0.2000.5 - KB 5040986 - Previous [mportant Eisclosure
INVD Server 2019 RTM+GDR 15.0.2116.2 SQL2019 RTM GDR
5042215 Security update for SQL 14.0.3006.16 - KB 5040940 - SQL2017 RTM
Server 2017 CU31+GDR 14.0.3471.2 CuU31
5042217 Security update for SQL 14.0.1000.169 - KB 5040942 - Previous
Server 2017 RTM+GDR 14.0.2056.2 SQL2017 RTM GDR
5042209 Security update for SQL 2016 13.0.7000.253 - KB 5040944 - SQL2016 Azure
Azure Connect Feature Pack 13.0.7037.1 Connect Feature Pack
5042207 Security update for SQL 13.0.6300.2 - KB 5040946 - Previous
Server 2016 SP3 RTM+GDR 13.0.6441.1 SQL2016 RTM GDR

IWhat are the GDR and CU update designations and how do they differ?

[The General Distribution Release (GDR) and Cumulative Update (CU) designations correspond to
the two different servicing options in place for SQL Server baseline releases. A baseline can be
leither an RTM release or a Service Pack release.

¢ GDR updates — cumulatively only contain security updates for the given baseline.
¢ CU updates — cumulatively contain all functional fixes and security updates for the given
baseline.

IFor any given baseline, either the GDR or CU updates could be options (see below).

o If SQL Server installation is at a baseline version, you can choose either the GDR or CU
update.

o If SQL Server installation has intentionally only installed past GDR updates, then choose to
install the GDR update package.

o If SQL Server installation has intentionally installed previous CU updates, then chose to
install the CU security update package.

INote: You are allowed to make a change from GDR updates to CU updates ONE TIME. Once a
SQL Server CU update is applied to a SQL Server installation, there is NO way to go back to the
IGDR update path.

ICan the security updates be applied to SQL Server instances on Windows Azure (IaaS)?

IYes. SQL Server instances on Windows Azure (IaaS) can be offered the security updates through
Microsoft Update, or customers can download the security updates from Microsoft Download
(Center and apply them manually.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

[Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest | Exploitability Assessment for Older  |[Denial of Service Exploitability |Publicly ‘Exploi fe dl

Software Release Software Release Assessment IDisclosed
Exploitation Less Likely INot Found IN/A INo [No



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43474
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43474
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-43474
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-43474

Affected Software

The following tables list the affected software details for the vulnerability.

[CVE-2024-43474
KB . IRestart

Product Article Severity |Impact Supersedence ICVSS Score Set Required
Microsoft SQL .
Server 2017 for|5042215 - formmation e 70
x64-based (Security |[Important Discl INone P L Maybe
Systems (CU  [Update) isclosure [Vector:
31) e ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:L/A:L/E:U/RL:O/RC:C
Microsoft SQL .
Server 2017 for|[5042217 . Base: 7.6

. Information, [Temporal: 6.6
x64-based (Security |[Important]| . ) INone Vi : Maybe
Svstems Update) 1sclosure ector:
(éDR) B ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:L/A:L/E:U/RL:O/RC:C
Microsoft SQL .
Server 2019 for 5042214 . Base: 7.6

- Information, [Temporal: 6.6
x64-based (Security |[Important|| . INone . Yes
Systems Update) Disclosure [Vector:
(cy}DR) R CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:L/A:L/E:U/RL:O/RC:C
Acknowledgements
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Anonymous

CVE-2024-43474

CVE-2024-43482 - Microsoft Outlook for iOS Information Disclosure

Vulnerability

top)
CVEID  |Vulnerability Description ‘ aximum Severity  Vulnerability
ating mpact
ICVE Title: Microsoft Outlook for iOS Information Disclosure Vulnerability
IDescription:
[Unknown
IFAQ:
IHow do I get the update for Outlook for IOS?
1. Tap the Settings Icon
2. Tap the iTunes & App Store
3. Turn on AUTOMATIC DOWNLOADS for Apps
|Alternatively
1. Tap the App Store Icon
2. Scroll down to find Microsoft Outlook
CVE-2024- 3. Tap the Update button
43482 I rtant [Information
MITRE mportan IDisclosure
NVD

Mitigations:
INone
Workarounds:
INone

IRevision:
1.0 2024-09-10T07:00:00

Information published.

IWhat type of information could be disclosed by this vulnerability?

[The type of information that could be disclosed if an attacker successfully exploited
this vulnerability is file content.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.


https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43482
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43482
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-43482
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-43482

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly Exploite
Software Release Software Release Assessment IDisclosed p
[Exploitation Less Likely [Not Found [N/A [No [No |
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-43482
KB . Restart
Product ‘ Article Severity |Impact SupersedenceCVSS Score Set Required|
Release Base: 6.5
Outlook for  |[Notes Information Temporal: 5.7
i0S (Security, [mportant IDisclosure None Vector: Maybe
[Update) ICVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
Acknowledgements
ICVE ID Acknowledgements
Masahiro Iida with LAC Co., Ltd.
CVE-2024-43482
CVE-2024-43492 - Microsoft AutoUpdate (MAU) Elevation of
Privilege Vulnerability
top)
CVE ID \Vulnerability Description Ma{ﬂmum Severity |Vulnerability
IRating Impact
ICVE Title: Microsoft AutoUpdate (MAU) Elevation of Privilege Vulnerability
IDescription:
[Unknown
IFAQ:
IHow can I find out what version of Teams I am running?
1. Select the three dots (...) at the top right of the Teams window.
2. Select Settings
3. Select About, then Version.
4. The version will be displayed in a ribbon at the top of the Teams application.
5. You can get the latest version from the Settings menu by selecting Check for
updates.
CVE-2024-
nre What privileges could be gained by an attacker who successfully exploited the [Important Elg{atlon of
MITRE o Privilege
INVD vulnerability?

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:0

Information published.

|An attacker who successfully exploits this vulnerability could elevate their privileges to
perform commands as Root in the target environment.

0

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest

xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly Exploite
Software Release Software Release Assessment IDisclosed P
Exploitation Less Likely [Not Found [IN/A [No [No |

Affected Software

The following tables list the affected software details for the vulnerability.



https://apps.apple.com/ca/app/microsoft-outlook/id951937596
https://apps.apple.com/ca/app/microsoft-outlook/id951937596
https://apps.apple.com/ca/app/microsoft-outlook/id951937596
https://apps.apple.com/ca/app/microsoft-outlook/id951937596
https://www.lac.co.jp/
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43492
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43492
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-43492
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-43492

ICVE-2024-43492
IKB . Restart
Product Article Severity Hlmpact Supersedence|CVSS Score Set Required
Microsoft IMAU Elevation ?:::;agl_ 6.8
|AutoUpdate for |(Security |Importantjof None P T \Yes
Mac [Update) Privilege vector:
- CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Acknowledgements
ICVE ID Acknowledgements
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CVE-2024-43492
CVE-2024-43465 - Microsoft Excel Elevation of Privilege
Vulnerability
(top)
- A Maximum ulnerability
CVE ID Vulnerability Description Severity Rating|Impact
ICVE Title: Microsoft Excel Elevation of Privilege Vulnerability
IDescription:
[Unknown
IFAQ:
Is the Preview Pane an attack vector for this vulnerability?
INo, the Preview Pane is not an attack vector.
lAccording to the CVSS metric, user interaction is required (UI:R). What interaction would
the user have to do?
[Exploitation of the vulnerability requires that a user open a specially crafted file.
¢ In an email attack scenario, an attacker could exploit the vulnerability by sending the
specially crafted file to the user and convincing the user to open the file.
¢ In a web-based attack scenario, an attacker could host a website (or leverage a
compromised website that accepts or hosts user-provided content) containing a specially
ICVE-2024- crafted file designed to exploit the vulnerability.
43465 Important levation of
MITRE IAn attacker would have no way to force users to visit the website. Instead, an attacker would fportan rivilege
INVD have to convince users to click a link, typically by way of an enticement in an email or instant

imessage, and then convince them to open the specially crafted file.

IWhat privileges could be gained by an attacker who successfully exploited this
vulnerability?

|An attacker who successfully exploited this vulnerability could gain SYSTEM privileges.

IMitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest | Exploitability Assessment for Older |[Denial of Service Exploitability |Publicly Exploited
Software Release Software Release Assessment IDisclosed P
[Exploitation Less Likely Not Found N/A No [No

Affected Software


https://go.microsoft.com/fwlink/p/?linkid=830196
https://go.microsoft.com/fwlink/p/?linkid=830196
https://go.microsoft.com/fwlink/p/?linkid=830196
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43465
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43465
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-43465
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-43465

The following tables list the affected software details for the vulnerability.

ICVE-2024-43465
KB . Restart
Product A rticle Severity ([Impact |Supersedence|CVSS Score Set Required
Microsoft 365  ||Click to Elevation Base: 7.8
AppS fo.r Sun . Important|of INone Tempo'ral: 6.8 INo
Enterprise for  ||(Security Privil |Vector:
32-bit Systems [Update) viiege CVSS:3.1/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft 365  |[Click to . Base: 7.8
Apps for un Elevation Temporal: 6.8
. . Important|of INone T INo
Enterprise for  ||(Security Privilege |Vector:
64-bit Systems  |[Update) vileg CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft Excel (5002605 Elevation| ?:ISHC:;;. 68
2016 (32-bit (Security |[Importantjof None Vectg - T Maybe
edition) Undate) Privilege CVSS:3.1/AV:L/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft Excel (5002605 Elevation ]]3,3;?:;;. 638
2016 (64-bit (Security |[Important/of None Vectgr' o Maybe
edition) Undate) Privilege CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I: H/A:H/E:U/RL:O/RC:C
Microsoft Office |_C111rclk = Elevation ?:Ef:;i 6.8
2019 for 32-bit . Important|of None P T No
editions (Security Privilege [Vector:
[Update) CVSS:3.1/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft Office Click 1o Elevation| ?:ISHC:;;. 68
2019 for 64-bit . Important/of None P T INo
editions (Security Privilege [Vector:
|Update)_ CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft Office |CE§k t Elevation ]]3,3;?:;;. 638
LTSC 2021 for . Important|of None P T INo
32-bit editions (Security Privilege [Vector:
[Update) CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft Office |_C11rclk Lo Elevation ?arif: 7rgl 6.8
LTSC 2021 for [l Important|of None ° pO. a0 No
64-bit editions (Security Privilege [Vector:
[Update) ICVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft Office Nzl;:se Elevation| ?:ISHC:;;. 68
LTSC forMac | . Importantjof None P T Maybe
021 (Security Privilege |Vector:
Update) CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
. Base: 7.8
Microsoft Office —50026(.)1 Elevation Temporal: 6.8
. (Security |[Importantof None . Maybe
Online Server Update) Privil \Vector:
— vieee CVSS:3.1/AV:L/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
Acknowledgements
cknowledgements
ICVE ID Acki ledg:
0x140ce
CVE-2024-43465
CVE-2024-37965 - Microsoft SQL Server Elevation of Privilege
Vulnerability
top)
et ulnerabili
CVE ID \Vulnerability Description Severity ty
5 Impact
IRating

[Unknown
IFAQ:

updates.

take?

ICVE Title: Microsoft SQL Server Elevation of Privilege Vulnerability
IDescription:

I am running SQL Server on my system. What action do I need to take?

lUpdate your relevant version of SQL Server. Any applicable driver fixes are included in those

Il am running my own application on my system. What action do I need to take?

Update your application to use Microsoft OLE DB Driver 18 or 19. Update the drivers to the
versions listed on this page, which provide protection against this vulnerability.

Il am running an application from a software vendor on my system. What action do I need to



https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.microsoft.com/download/details.aspx?familyid=ec742c29-85f8-4abe-a92f-7f68f5748dc7
https://www.microsoft.com/download/details.aspx?familyid=ec742c29-85f8-4abe-a92f-7f68f5748dc7
https://www.microsoft.com/download/details.aspx?familyid=ec742c29-85f8-4abe-a92f-7f68f5748dc7
https://www.microsoft.com/download/details.aspx?familyid=550506c2-07a8-437a-944b-442705634144
https://www.microsoft.com/download/details.aspx?familyid=550506c2-07a8-437a-944b-442705634144
https://www.microsoft.com/download/details.aspx?familyid=550506c2-07a8-437a-944b-442705634144
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://www.microsoft.com/download/details.aspx?familyid=9fd17dc7-6dbf-422d-a151-1a72bbe5d3cb
https://www.microsoft.com/download/details.aspx?familyid=9fd17dc7-6dbf-422d-a151-1a72bbe5d3cb
https://www.microsoft.com/download/details.aspx?familyid=9fd17dc7-6dbf-422d-a151-1a72bbe5d3cb

'What are the GDR and CU update designations and how do they differ?

[The General Distribution Release (GDR) and Cumulative Update (CU) designations correspond to
the two different servicing options in place for SQL Server baseline releases. A baseline can be
either an RTM release or a Service Pack release.

¢ GDR updates — cumulatively only contain security updates for the given baseline.
¢ CU updates — cumulatively contain all functional fixes and security updates for the given
baseline.

[For any given baseline, either the GDR or CU updates could be options (see below).

o If SQL Server installation is at a baseline version, you can choose either the GDR or CU
update.

o If SQL Server installation has intentionally only installed past GDR updates, then choose to
install the GDR update package.

o If SQL Server installation has intentionally installed previous CU updates, then chose to
install the CU security update package.

INote: You are allowed to make a change from GDR updates to CU updates ONE TIME. Once a
SQL Server CU update is applied to a SQL Server installation, there is NO way to go back to the
IGDR update path.

ICan the security updates be applied to SQL Server instances on Windows Azure (IaaS)?

\Yes. SQL Server instances on Windows Azure (IaaS) can be offered the security updates through
Microsoft Update, or customers can download the security updates from Microsoft Download
(Center and apply them manually.

IWhat privileges could be gained by an attacker who successfully exploited the vulnerability?

IAn attacker who successfully exploited this vulnerability could gain administrator privileges.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

et ulnerabili
CVE ID \Vulnerability Description Severity ty
5 Impact
IRating
IConsult with your application vendor if it is compatible with Microsoft OLE DB Driver 18 or 19.
[Update the drivers to the versions listed in this page, which provide protection against this
vulnerability
There are GDR and/or CU (Cumulative Update) updates offered for my version of SQL
Server. How do I know which update to use?
¢ First, determine your SQL Server version number. For more information on determining
your SQL Server version number, see Microsoft Knowledge Base Article 321185 - How to
determine the version, edition, and update level of SQL Server and its components.
¢ Second, in the table below, locate your version number or the version range that your version
number falls within. The corresponding update is the one you need to install.
INote If your SQL Server version number is not represented in the table below, your SQL Server
ersion is no longer supported. Please upgrade to the latest Service Pack or SQL Server product in
order to apply this and future security updates.
. This security update also
Update Title Apply if Cll.[‘l‘el.lt includes servicing releases up
Number product version is...
through...
5042578 Security update for SQL 16.0.4003.1 - KB 5038325 - SQL2022 RTM
Server 2022 CU14+GDR 16.0.4135.4 CU14
5042211 Security update for SQL 16.0.1000.6 - KB 5040936 - Previous
Server 2022 RTM+GDR 16.0.1121.4 SQL2022 RTM GDR
5042749 Security update for SQL 15.0.4003.23 - KB 5039747 - SQL2019 RTM
Server 2019 CU28+GDR 15.0.4385.2 Ccu28
5042214 Security update for SQL 15.0.2000.5 - KB 5040986 - Previous
Server 2019 RTM+GDR 15.0.2116.2 SQL2019 RTM GDR
5042215 Security update for SQL 14.0.3006.16 - KB 5040940 - SQL2017 RTM
Server 2017 CU31+GDR 14.0.3471.2 CU31
ICVE-2024- 5042217 Security update for SQL 14.0.1000.169 - KB 5040942 - Previous )
37965 Server 2017 RTM+GDR 14.0.2056.2 SQL2017 RTM GDR Important Elevation of
MITRE Soann0o Security update for SQL 2016 13.0.7000.253 - KB 5040944 - SQL2016 Azure Privilege
INVD Azure Connect Feature Pack 13.0.7037.1 Connect Feature Pack
5042207 Security update for SQL 13.0.6300.2 - KB 5040946 - Previous
Server 2016 SP3 RTM+GDR  13.0.6441.1 SQL2016 RTM GDR



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37965
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37965
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-37965
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-37965
https://learn.microsoft.com/en-us/troubleshoot/sql/releases/download-and-install-latest-updates

et ulnerabili
CVE ID \Vulnerability Description Severity ty
5 Impact
IRating

[Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest xploitability Assessment for Older  |[Denial of Service Exploitability |[Publicly . dl
5 [Exploite
Software Release oftware Release |Assessment isclosed
Exploitation Less Likely INot Found IN/A [No [No
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-37965
. IRestart
Product Iﬁfticle Severity [Impact |Supersedence|CVSS Score Set Required
Microsoft SQL .
Server 2016 for (5042207 Elevation ?:;efri 5
x64-based (Security |[Importantjof INone Vec tgr' U Maybe
Systems Service Update) Privilege CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E: U/RL:O/RC:C
Pack 3 (GDR)
Microsoft SQL
Server 2016 for Base: 8.8
x64-based 5042209 Elevation T:rsrf.or.al' 7
Systems Service |(Security |[Important|jof INone Vec tgr- U Maybe
Pack 3 Azure fUpdate) Privilege CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/LH/A:H/E:U/RL-:O/RC:C
Connect Feature
Pack
Microsoft SQL . Base: 8.8
Server 2017 for 50422!5 Elevation Temporal: 7.7
(Security |[Importantjof INone . Maybe
x64-based Update) Privilege Vector:
Systems (CU 31) =Raate) viieg CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL . Base: 8.8
Server 2017 for M Elevation Temporal: 7.7
(Security |[Important|of INone . Maybe
x64-based Update) Privilece |Vector:
Systems (GDR) paaie) & CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL . Base: 8.8
Server 2019 for M Elevation Temporal: 7.7
(Security |[Important|of INone . IYes
x64-based Update) Privilege |Vector:
Systems (CU 28) R & CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL . Base: 8.8
Server 2019 for M Elevation Temporal: 7.7
(Security |[Importantjof INone . \Yes
x64-based Update) Privilege Vector:
Systems (GDR) =Raate) g CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL . Base: 8.8
Server 2022 for M Elevation Temporal: 7.7
(Security |[Important|of INone ) Yes
x64-based Update) Privilece |Vector:
Systems (CU 14) -paaie) & CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL . Base: 8.8
Server 2022 for M Elevation Temporal: 7.7
(Security |[Important|of INone . IYes
x64-based Update) Privilege |Vector:
Systems (GDR) I & CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Acknowledgements
CVE ID [[Acknowledgements
Anonymous

CVE-2024-37965

CVE-2024-37341 - Microsoft SQL Server Elevation of Privilege

Vulnerability
top)
Maximum ulnerability
CVE ID \Vulnerability Description Severity
. Impact
IRating



https://www.microsoft.com/download/details.aspx?familyid=bcaa232a-0e0c-4ae9-b4d8-7a27d8453595
https://www.microsoft.com/download/details.aspx?familyid=bcaa232a-0e0c-4ae9-b4d8-7a27d8453595
https://www.microsoft.com/download/details.aspx?familyid=bcaa232a-0e0c-4ae9-b4d8-7a27d8453595
https://www.microsoft.com/download/details.aspx?familyid=13dffaf9-0377-4a30-b9b8-9bf8f2629aa6
https://www.microsoft.com/download/details.aspx?familyid=13dffaf9-0377-4a30-b9b8-9bf8f2629aa6
https://www.microsoft.com/download/details.aspx?familyid=13dffaf9-0377-4a30-b9b8-9bf8f2629aa6
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac

CVE ID

\Vulnerability Description

Maximum
Severity
IRating

ulnerability
Impact

37341

CVE-2024-

ICVE Title: Microsoft SQL Server Elevation of Privilege Vulnerability
IDescription:

[Unknown

IFAQ:

I am running SQL Server on my system. What action do I need to take?

[Update your relevant version of SQL Server. Any applicable driver fixes are included in those
updates.

I am running my own application on my system. What action do I need to take?

[Update your application to use Microsoft OLE DB Driver 18 or 19. Update the drivers to the
versions listed on this page, which provide protection against this vulnerability.

Il am running an application from a software vendor on my system. What action do I need to
take?

IConsult with your application vendor if it is compatible with Microsoft OLE DB Driver 18 or 19.
[Update the drivers to the versions listed in this page, which provide protection against this
vulnerability

There are GDR and/or CU (Cumulative Update) updates offered for my version of SQL
Server. How do I know which update to use?

¢ First, determine your SQL Server version number. For more information on determining
your SQL Server version number, see Microsoft Knowledge Base Article 321185 - How to
determine the version, edition, and update level of SQL Server and its components.

¢ Second, in the table below, locate your version number or the version range that your version
number falls within. The corresponding update is the one you need to install.

INote If your SQL Server version number is not represented in the table below, your SQL Server
ersion is no longer supported. Please upgrade to the latest Service Pack or SQL Server product in
order to apply this and future security updates.

This security update also
includes servicing releases up
through...

Security update for SQL 16.0.4003.1 - KB 5038325 - SQL2022 RTM

Server 2022 CU14+GDR 16.0.4135.4 CU14

Security update for SQL 16.0.1000.6 - KB 5040936 - Previous
Server 2022 RTM+GDR 16.0.1121.4 SQL2022 RTM GDR

Security update for SQL 15.0.4003.23 - KB 5039747 - SQL2019 RTM
Server 2019 CU28+GDR 15.0.4385.2 Ccu28

Security update for SQL 15.0.2000.5 - KB 5040986 - Previous
Server 2019 RTM+GDR 15.0.2116.2 SQL2019 RTM GDR
Security update for SQL 14.0.3006.16 - KB 5040940 - SQL2017 RTM
Server 2017 CU31+GDR 14.0.3471.2 CU31

Security update for SQL 14.0.1000.169 - KB 5040942 - Previous
Server 2017 RTM+GDR 14.0.2056.2 SQL2017 RTM GDR
Security update for SQL 2016 13.0.7000.253 - KB 5040944 - SQL2016 Azure
Azure Connect Feature Pack 13.0.7037.1 Connect Feature Pack
Security update for SQL 13.0.6300.2 - KB 5040946 - Previous
Server 2016 SP3 RTM+GDR  13.0.6441.1 SQL2016 RTM GDR

Update . Apply if current
Title Lo
Number product version is...

5042578
5042211
5042749
5042214
5042215
5042217
5042209

5042207

'What are the GDR and CU update designations and how do they differ?

[The General Distribution Release (GDR) and Cumulative Update (CU) designations correspond to
the two different servicing options in place for SQL Server baseline releases. A baseline can be
leither an RTM release or a Service Pack release.

¢ GDR updates — cumulatively only contain security updates for the given baseline.
¢ CU updates — cumulatively contain all functional fixes and security updates for the given
baseline.

[For any given baseline, either the GDR or CU updates could be options (see below).

o If SQL Server installation is at a baseline version, you can choose either the GDR or CU
update.

o If SQL Server installation has intentionally only installed past GDR updates, then choose to
install the GDR update package.

o If SQL Server installation has intentionally installed previous CU updates, then chose to
install the CU security update package.

INote: You are allowed to make a change from GDR updates to CU updates ONE TIME. Once a
SQL Server CU update is applied to a SQL Server installation, there is NO way to go back to the
IGDR update path.

ICan the security updates be applied to SQL Server instances on Windows Azure (IaaS)?

[Yes. SQL Server instances on Windows Azure (IaaS) can be offered the security updates through

Important

Elevation of
Privilege



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37341
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37341
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-37341
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-37341
https://learn.microsoft.com/en-us/troubleshoot/sql/releases/download-and-install-latest-updates

ety ulnerabili
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5 Impact
IRating

Mitigations:
INone
Workarounds:
INone
IRevision:
1.0 2024-09-10T07:00:00

Information published.

Microsoft Update, or customers can download the security updates from Microsoft Download
(Center and apply them manually.

IWhat privileges could be gained by an attacker who successfully exploited the vulnerability?

IAn attacker who successfully exploited this vulnerability could gain administrator privileges.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly .
5 Exploite

Software Release oftware Release Assessment isclosed
[Exploitation Less Likely INot Found N/A [No [No |
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-37341

KB . IRestart
Product A rticle Severity ([Impact [Supersedence|CVSS Score Set Required
Microsoft SQL .
Server 2016 for 5042207 Elevation E:lif:;fl .
x64-based (Security |[Importantfof INone Vec tgr' t Maybe
Systems Service \Update) Privilege CVSS:3.1/AVN/AC:L/PR-L/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Pack 3 (GDR)
Microsoft SQL
Server 2016 for Base: 8.8
x64-based 5042209 Elevation Tem .or.al' 77
Systems Service |(Security |[Important|of None Vec tgr' t Maybe
Pack 3 Azure |lUpdate) Privilege CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E: U/RL:O/RC:C
Connect Feature
Pack
Microsoft SQL . Base: 8.8
Server 2017 for M Elevation Temporal: 7.7

(Security ||Important|of INone ) Maybe
x64-based Update) Privilege |Vector:
Systems (CU 31) R & CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL . Base: 8.8
Server 2017 for M Elevation Temporal: 7.7

(Security |[Importantjof INone . Maybe
x64-based Update) Privilege Vector:
Systems (GDR) =Raate) viieg CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL . Base: 8.8
Server 2019 for 5042749 Elevation Temporal: 7.7

(Security |[Important|of INone . \Yes
x64-based Update) Privilece |Vector:
Systems (CU 28) -paaie) & CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL . Base: 8.8
Server 2019 for M Elevation Temporal: 7.7

(Security |[Important|of INone . IYes
x64-based Update) Privilege |Vector:
Systems (GDR) —Rae) g ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL . Base: 8.8
Server 2022 for M Elevation Temporal: 7.7

(Security |[Importantjof INone . \Yes
x64-based Update) Privilege Vector:
Systems (CU 14) =Raate) g CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL . Base: 8.8
Server 2022 for M Elevation Temporal: 7.7

(Security |[Important|of INone . \Yes
x64-based Update) Privilege |Vector:
Systems (GDR) -paaie) & CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C



https://www.microsoft.com/download/details.aspx?familyid=bcaa232a-0e0c-4ae9-b4d8-7a27d8453595
https://www.microsoft.com/download/details.aspx?familyid=bcaa232a-0e0c-4ae9-b4d8-7a27d8453595
https://www.microsoft.com/download/details.aspx?familyid=bcaa232a-0e0c-4ae9-b4d8-7a27d8453595
https://www.microsoft.com/download/details.aspx?familyid=13dffaf9-0377-4a30-b9b8-9bf8f2629aa6
https://www.microsoft.com/download/details.aspx?familyid=13dffaf9-0377-4a30-b9b8-9bf8f2629aa6
https://www.microsoft.com/download/details.aspx?familyid=13dffaf9-0377-4a30-b9b8-9bf8f2629aa6
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
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CVE-2024-37341

Anonymous

CVE-2024-38014 - Windows Installer Elevation of Privilege
Vulnerability

(top)
gumu ulnerabili
CVE ID \Vulnerability Description Severity ty
ating mpact

ICVE Title: Windows Installer Elevation of Privilege Vulnerability

Description:

[Unknown

IFAQ:

IWhat privileges could be gained by an attacker who successfully exploited this vulnerability?

|An attacker who successfully exploited this vulnerability could gain SYSTEM privileges.

IWindows 11, version 24H2 is not generally available yet. Why are there updates for this

version of Windows listed in the Security Updates table?
CVE-2024-
38014 The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2 ctant levation of
MITRE installed. Customers with these devices need to know about any vulnerabilities that affect their rmp ortan rivilege
NVD imachine and to install the updates if they are not receiving automatic updates. Note that the general

lavailability date for Windows 11, version 24H2 is scheduled for later this year.

IMitigations:

None

Workarounds:

None

IRevision:

1.0 2024-09-10T07:00:00

Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly Exploite
Software Release Software Release Assessment IDisclosed P
[Exploitation Detected INot Found N/A No [yes |
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-38014
Product IKB Article Severity Hlmpact Supersedence|CVSS Score Set Eesta.r t
equired
. . Base: 7.8
'Windows . IElevatlon .
10 for 32- e Important|jof [None Temporal: 6.8 IYes
bit Systems Update) Privilege Vector:
ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:U/RL:O/RC:C

'Windows IElevation Base: 7.8
10 for x64- |15043083 (Security. A Temporal: 6.8

Important|jof INone . Yes
based Update) Privilece Vector:
Systems g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows

. . Base: 7.8

10 Version . [Elevation| .
1607 for UL fRecurity Important|jof None Tempohral. 6.8 Yes
Bobit |[oedate) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38014
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38014
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38014
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38014
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043083
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043083
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043083
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043083
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051

ICVE-2024-38014

'Windows |E Base: 7.8
10 Version . levation o
1607 for RUEI0SL i Security Important|jof [None Temp o.ral. 6.8 IYes
x64-based Update) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows .
10 Version 5043050 (S . levation ?ase. 7'81. 6.8
1809 for |5 . ceurity. Important|jof INone empo.ra o Yes
32-bit Undate) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
10 Version [Elevation Base: 7.8
1809 for  |[5043050 (Security, moortantl feV 0 None Temporal: 6.8 Ves
ARM64-  |[Update) P Privil \Vector:
based cee ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows |E .
10 Version 543050 (Securi levation o o7ragl 6.8
1809 for |5 . ¥ Important|jof [None P L IYes
x64-based Update) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows .
10 Version 5043064 (S . levation ?ase. 7'81. 6.8
21H2 for | ceurity. Important|jof INone empo.ra o Yes
32-bit Undate) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
10 Version Elevation Base: 7.8
21H2 for ||5043064 (Security mportantof None Temporal: 6.8 Ves
ARM64-  |[Update) P Privil \Vector:
based cee ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows |E .
10 Version 5043064 (Securit levation ?ase. 7'81, 6.8
DIH2 for |7 o 2CCUILy. Important|jof [None omp o.ra o IYes
x64-based Update) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows .
10 Version 5043064 (S . levation ?ase. 7'81. 6.8
22H2 for | Seaurity Important|jof INone empo.ra o Yes
32-bit Undate) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
10 Version Elevation Base: 7.8
22H2 for ||5043064 (Security mportantof None Temporal: 6.8 Ves
ARM64-  |[Update) P Privil \Vector:
based cee ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows |E .
10 Version 5043064 (Securit levation ?ase. 7'81, 6.8
D0H2 for [P o SCCUILY. Important|jof [None omp o.ra o Yes
x64-based Update) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 version levation Base: 7.8
21H2 for ||5043067 (Security. Temporal: 6.8
IARM64-  |[Update) [mportant gfivil None 'Vector: |Yes
based cge CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows .
11 version 5043067 (Securit [Elevation, ?ase. 7'81. 6.8
DIH2 for | SECUTY. Important|jof INone Smporat o. Yes
64-based |[2date) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version levation Base: 7.8
22H2 for ||5043076 (Security. Temporal: 6.8
ARM64-  [Update) [mportant ;’,fivﬂe . None Vector: Yes
based & ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows

. . Base: 7.8
11 Version . [Elevation .
22H2 for UL [Recurity Important|jof None Temponral. 6.8 Yes
x64-based Undate) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version [Elevation Base: 7.8
23H2 for ||5043076 (Security Importantlof Nonc Temporal: 6.8 Ves
IARM64-  |[Update) P Privilege \Vector:

based

ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043064
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043064
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043064
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043064
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043064
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043064
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043064
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043064
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043064
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043064
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043064
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043064
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043067
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043067
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043067
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043067
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076

ICVE-2024-38014

installation)

Systems I
;X{l%i(r):Sn levation Base: 7.8
23H2 for LML ottty Important|jof INone Temporal: 6.8 Yes
x64-based Undate) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version [Elevation Base: 7.8
24H2 for ||5043080 (Security mportantof None Temporal: 6.8 Ves
ARM64-  |[Update) P Privile \Vector:
based e ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
?lll%i(r):gjn |Elevation Base: 7.3
24H2 for RUEIONG (Security Important|jof [None Temp o.ral: 6.8 IYes
x64-based Update) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server Base: 7.8
2008 for  |15043135 (Monthly [Elevation| Tem .or'al' 6.8
32-bit Rollup) Important|jof None P S Yes
Systems 5043087 (Security Only) Privilege Vector:
Serice - ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
32-bit . Base: 7.8
5043135 (Monthly [Elevation .
Syste_:ms Rollup) Important|jof None Tempo.ral. 6.8 Yes
Service 5043087 (Security Only) Privile vector:
Pack 2 pa45ds 7 (Security Only) e ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation)
'Windows
Server Base: 7.8
2008 for |[5043135 (Monthly [Elevation| Tem .01‘.a1‘ 6.8
x64-based |[Rollup) Important|jof None P S Yes
Systems  |[5043087 (Security Only) Privilege Vector:
Serice - ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
xoa-based 5043135 (Monthly Elevation pase: 73 g
yste Rollup) Important|jof None po. T Yes
Service 5043087 (Security Only) Privil vector:
Pack2 ~ |Prrtsl(Security Only) cge CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation)
'Windows
Server
2008 R2 5043129 (Monthly Elevation Base: 7.8
for x64- N Temporal: 6.8
Rollup) Important|jof None . Yes
pased 5043092 (Security Only) Privilege Vector:
Systems [~ ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Service
Pack 1
'Windows
Server
2008 R2
for x64- Base: 7.8
based 5043129 (Monthly [Elevation, Tem .or.al' 6.8
Systems Rollup) Important|of [None v P T Yes
Service 5043092 (Security Only) Privilege ector:
Pack 1 ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation)
. . Base: 7.8
Windows 54315 (Monthly levation Temporal: 6.8
Server Important|jof INone . Yes
2012 Rollup) rivilege Vector:
g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server levation Base: 7.8
2012 5043125 (Monthly Importantjof None Tempo.ral: 6.8 Ves
(Server Rollup) Privile \Vector:
Core e ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043080
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043080
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043080
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043080
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043129
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043129
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043092
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043129
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043129
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043092
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043125
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043125
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043125
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043125

CVE-2024-38014
. . Base: 7.8
Windows 1ls043 138 (Monthly Elevation Temporal: 6.8
Server Important|jof INone . IYes
ho12 Rz [Rellup) Privilege Vector:
ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server [Elevation Base: 7.8
2012 R2  ||5043138 (Monthly Temporal: 6.8
Important|jof None . IYes
(Server Rollup) Privilege \Vector:
Core viieg ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
. . Base: 7.8
Windows 5043051 (Security, [Elevation Temporal: 6.8
Server Important|jof [None Yes
2016 Update) Privilege Vector:
viieg ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server levation Base: 7.8
2016 5043051 (Security. Importantjof None Tempo.ralz 6.8 Ves
(Server Update) Privileoe \Vector:
Core & ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
. . Base: 7.8
Windows 1ls043050 (Security [Flevation Temporal: 6.8
Server Important|jof INone i 'Yes
2019 Update) Privilege Vector:
ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server [Elevation Base: 7.8
2019 5043050 (Security N Temporal: 6.8
Important|jof None . Yes
(Server Update) Privil Vector:
Core cee CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
installation)
Windows 5042881 (Security IElevation Base: 7.8
Update) Temporal: 6.8
Server 4 Important|jof INone . IYes
2022 Aol Privilege Vector:
SecurityHotpatchUpdate), ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server 5042881 (Security [Elevation Base: 7.8
2022 Update) Importantlof None Temporal: 6.8 Ves
(Server  [5042880 P Priviloge Vector:
Core (SecurityHotpatchUpdate) g ICVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
'Windows
Server
. Base: 7.8
2022, 23H2/l5 43055 (Security [Flevation Temporal: 6.8
Edition Important|jof None . Yes
(Server Update) Privilege Vector:
Core ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
Acknowledgements
CVE ID |[Acknowledgements

CVE-2024-38014

Michael Baer with SEC Consult Vulnerability Lab

CVE-2024-38046 - PowerShell Elevation of Privilege Vulnerability
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CVE ID Vulnerability Description Severity v ty
ating mpact

CVE-2024-

ICVE Title: PowerShell Elevation of Privilege Vulnerability
IDescription:

[Unknown

IFAQ:

those of a restrained user to an unrestrained WDAC user.

Windows 11, version 24H2 is not generally available yet.
version of Windows listed in the Security Updates table?

IWhat privileges could be gained by an attacker who successfully exploited this vulnerability?

IAn attacker who successfully exploited this vulnerability could elevate their user privileges from

Why are there updates for this
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IMitigations:
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Workarounds:
INone
IRevision:

[Information published.

1.0 2024-09-10T07:00:00

imachine and to install the updates if they are not receiving automatic updates. Note that the general
lavailability date for Windows 11, version 24H2 is scheduled for later this year.

AT ulnerabili
CVE ID \Vulnerability Description Severity ty
. mpact
ating
38046 [The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2  [Important 1§Y?t10n of
N\I]]I“)RE installed. Customers with these devices need to know about any vulnerabilities that affect their nvilege

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly .
5 [Exploite
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[Exploitation Less Likely [Not Found N/A [No [No |
Affected Software
The following tables list the affected software details for the vulnerability.
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Systems
;Y)H\I/S::(r):i/;n levation Base: 7.8
>1H2 for 5043064 (Security, Importantjof Nonc Temporal: 6.8 Vs
x64-based Update) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
;Y)n:/i(r):i/;n levation, Basc: 7.8
hoH2 for 5043064 (Security Importantjof None Temporal: 6.8 Ves
Bo-bit  [URdate) Privilege Vector:
Systems g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
10 Version [Elevation Base: 7.8
22H2 for ||5043064 (Security. " Temporal: 6.8
IARM64-  |[Update) [mportant Pfi ilece None \Vector: Yes
based viieg ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
;Y)H\I/S::(r):i/;n levation Base: 7.8
22H? for 5043064 (Security, Importantjof Nonc Temporal: 6.8 Vs
x64-based Update) Privilege Vector:
Systems g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 version levation Base: 7.8
21H2 for |[5043067 (Security Temporal: 6.8
IARM64-  |[Update) [mportant gfivil None 'Vector: |Yes
based cee CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I: H/A:H/E:U/RL:O/RC:C
Systems
}Xlllr\;;i;)sviv(fn [Elevation| Base: 7.8
> 1H2 for 5043067 (Security. Importantjof None Temporal: 6.8 Ves
x64-based Lpdate) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version . Base: 7.8
D2H2 for (5043076 (Security }evatwn Temporal: 6.8
ARM64-  |[Update) [mportant grivile e None 'Vector: |Yes
based g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows
. . Base: 7.8
11 Version . [Elevation| .
222 for 5043076 (Security. [mportant|of None Tempo_ral. 6.8 Vs
x64-based Update) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version Elevation Base: 7.8
23H2 for ||5043076 (Security. Temporal: 6.8
IARM64-  |[Update) fmportant (I)’fivile e None \Vector: |Yes
based g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows
. . Base: 7.8
11 Version . [Elevation| X
D3H2 for 5043076 (Security Importantjof None Temporal: 6.8 Ves
x64-based Update) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version [Elevation Base: 7.8
24H2 for ||5043080 (Security. Temporal: 6.8
IARM64-  |[Update) [mportant (P)’fivile e None \Vector: Yes
based g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
}Xlllr\lf(i?::(fn levation Base: 7.8
h4H2 for 5043080 (Security. Important|of None Temporal: 6.8 Ves
x64-based Update) rivilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
. . Base: 7.8
'Windows . IElevatlon .
Server 5043051 (Security. Importantjof None Tempo.ral. 6.8 Ves
2016 Update) Privilege Vector:
ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server levation Base: 7.8
2016 5043051 (Security Importantjof None Tempo.ralz 6.8 Ves
(Server Update) Privil \Vector:
Core cee CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I: H/A:H/E:U/RL:O/RC:C
installation)
. . Base: 7.8
'Windows . [Elevation .
Server U0 (Recurity Important|jof INone Temponral. 6.8 IYes
2019 Ll Privilege Vector:
ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
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'Windows
Server levation Base: 7.8
2019 5043050 (Security. Importantjof None Tempo.ralz 6.8 Ves
(Server Update) Privileoe Vector:
Core g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
Windows 5042881 (Security [Elevation Base: 7.8.

Update) Temporal: 6.8
Server Important|of INone . Yes
2022 5042880 Privil \Vector:

SecurityHotpatchUpdate) vilege CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
'Windows
Server 5042881 (Security. levation Base: 7.8
2022 Update) mportantlof None Temporal: 6.8 Ves
(Server  [5042880 P Pcivil Vector:
Core SecurityHotpatchUpdate) ege ICVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
'Windows
Server

. Base: 7.8

2022, 23H2 . [Elevation| .
Edition RULI033 (Securiy Important|jof None Tempo.ral. 6.8 Yes
(Server Undate) Privilege Vector:
Core ICVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
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CVE-2024-38217 - Windows Mark of the Web Security Feature
Bypass Vulnerability

top)
Maximum |y, 1 orabili
CVE ID Vulnerability Description Severity ty
. mpact
IRating

ICVE Title: Windows Mark of the Web Security Feature Bypass Vulnerability

IDescription:

[Unknown

IFAQ:

I[How could an attacker exploit the vulnerability?

[To exploit this vulnerability, an attacker could host a file on an attacker-controlled server, then

convince a targeted user to download and open the file. This could allow the attacker to interfere

with the Mark of the Web functionality.

IPlease see Additional information about Mark of the Web for further clarification

IWindows 11, version 24H2 is not generally available yet. Why are there updates for this

iversion of Windows listed in the Security Updates table?

[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2

iinstalled. Customers with these devices need to know about any vulnerabilities that affect their
CVE-2024- imachine and to install the updates if they are not receiving automatic updates. Note that the
3217 lgeneral availability date for Windows 11, version 24H2 is scheduled for later this year. Security Feature
MITRE fmportant Bypass
NVD

lAccording to the CVSS metric, successful exploitation of this vulnerability could lead to

some loss of integrity (I:L) and some loss of availability (A:L). What does that mean for this

vulnerability?

|An attacker can craft a malicious file that would evade Mark of the Web (MOTW) defenses,

resulting in a limited loss of integrity and availability of security features such as SmartScreen

IApplication Reputation security check and/or the legacy Windows Attachment Services security

[prompt.

Mitigations:

INone

Workarounds:

INone

IRevision:
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Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older  |[Denial of Service Exploitability |[Publicly . d|
. [Exploite
Software Release oftware Release Assessment isclosed
Exploitation Detected ot Found /A |[Yes [Yes
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-38217
Product B Article Severity |[mpact [[Supersedence|CVSS Score Set Resta'r ¢
[Required
. . Base: 5.4
Windows . Security| .
10 for 32- RULI08T (Security Important [Feature [[None Temporal: 5.0 'Yes
bit Systems Undate) Bypass Vector:
y Y CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C
'Windows Securi Base: 5.4
10 for x64- 5043083 (Security o Temporal: 5.0
Important [Feature [[None . 'Yes
based Update), Byna \Vector:
Systems ypass CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:N/I:L/A:L/E:F/RL:0/RC:C
'Windows
. . Base: 5.4
10 Version . Security| .
1607 for RUEIOSLSecurity Important [Feature [[None Temp o'ral. >0 'Yes
32-bit Update) Bypass 'Vector:
Systems CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C|
'Windows
. . Base: 5.4
10 Version . Security| .
1607 for UL (security Important [Feature [[None Temp o.ral. >0 'Yes
x64-based Update) Bypass Vector:
Systems Y CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C
'Windows
. . Base: 5.4
10 Version . Security| .
1809 for 2043030 (Security, Important|[Feature |[None Temp o.ral. >0 'Yes
32-bit Update) Bypass Vector:
Systems CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C
'Windows
10 Version Sccurity Base: 5.4
1809 for  |15043050 (Security. Temporal: 5.0
ARM64-  [Update) mportantjfcature |Rone Vector: Yes
based P CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:0/RC:C
Systems
'Windows
. . Base: 5.4
10 Version . Security| .
1809 for U0 (Recurity Important [Feature [[None Temp o.ral. >0 'Yes
x64-based Update) Bypass Vector:
Systems Y CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C
'Windows
. . Base: 5.4
10 Version . Security| .
21H2 for 2043064 (Security Important [Feature [[None Temp o.ral. >0 'Yes
32-bit Update) Bypass Vector:
Systems CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C
'Windows
10 Version Sccurity Base: 5.4
21H2 for ||5043064 (Security. Temporal: 5.0
ARM64-  [Update) mportantifcature |Rone Vector: Yes
based P CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:0/RC:C
Systems
'Windows
. . Base: 5.4
10 Version . Security| .
21H2 for U004 (Recurity Important [Feature [[None Temp o.ral. >0 'Yes
x64-based Update) Bypass Vector:
Systems Y CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C
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'Windows

10 Version Security| Base: 5.4
22H2 for R0 Security Important [Feature [[None Tempo.ralz 30 'Yes
39-bit Update) Bypass \Vector:
Systems CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C|
'Windows
10 Version Security Base: 5.4
22H2 for ||5043064 (Security. Temporal: 5.0
ARM64-  |Update) Important geature INone Vector: 'Yes
based ypass CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:N/L:L/A:L/E:F/RL:0/RC:C
Systems
'Windows
. . Base: 5.4

10 Version . Security| .
22H2 for 2043064 (Security Important [Feature [[None Temp olral. >0 'Yes
x64-based Update) Bypass Vector:
Systems yP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C|
'Windows
11 version Sccurity Base: 5.4
21H2 for ||5043067 (Security. Temporal: 5.0
ARM64-  [Update) Important geatalllsrse INone Vector: 'Yes
based P CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:0/RC:C
Systems
}Xlllg(eifsvivosn Security| Base: 5.4
21H2 for SULIN0T (Recurity Important [Feature [[None Temp qral: >0 'Yes
64-based |[2date) Bypass Vector:
Systems yP CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C|
'Windows
11 Version Security Base: 5.4
22H2 for ||5043076 (Security Temporal: 5.0
ARM64-  [Update) Important geat;lsr: INone Vector: 'Yes
based yp CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C|
Systems
}YI%(;;):;/SH Security| Base: 5.4
22H2 for RULIT6 (Seurity Important [Feature [[None Temporal: 5.0 'Yes
x64-based Update) Bypass Vector:
Systoms P CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:N/I:L/A:L/E:F/RL:0/RC:C
'Windows
11 Version Security] Base: 5.4
23H2 for ||5043076 (Security. Temporal: 5.0
ARM64-  [Update) Important geatelllsrse [None Vector: 'Yes
based yP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C|
Systems
}Yl%i(r):Sn Security| Base: 5.4
23H2 for pO43076 (Security Important [Feature [[None Temporal: 5.0 'Yes
x64-based Update) Bypass Vector:
Systems CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C|
'Windows
11 Version Securi Base: 5.4
24H2 for ||5043080 (Security. [mportant Featurzy Nonc Temporal: 5.0 Ves
IARM64-  ([Update) P Bypass \Vector:
based yP CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C|
Systems
;Xlll%i(r):Sn Security| Base: 5.4
24H2 for 2043080 {Security, Important|[Feature |[None Tempo.ral: >0 'Yes
x64-based Lipdate) Bypass Vector:
Systems CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C|
'Windows
Server Base: 5.4
2008 for  ||5043135 (Monthly Security| Tem .or-al' 50
32-bit Rollup) Important[Feature [[None Vi P T Yes
Systems 5043087 (Security Only) Bypass ector:
Serice - CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C|
Pack 2
'Windows
Server
2008 for
32-bit . Base: 5.4
Systems RULLLAS (Monthly Security Temporal: 5.0

. Rollup) Important|[Feature [[None . Yes
Service 543087 (Security Only) Bypass Vector:
Pack2 [P o SECUIRIY) P CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:N/I:L/A:L/E:F/RL:0/RC:C
(Server
Core
installation),

'Windows
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043067
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043067
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043080
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043080
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043080
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043080
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087

ICVE-2024-38217

Server

2008 for 5043135 (Monthly, Security] pase: f;ﬁ 0
x64-based |Rollup) Important [Feature [[None Vi p T Yes
Systems 5043087 (Security Only) Bypass ector:
Serice CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
x64-based . Base: 5.4
Systems SULLAS (Munthly Security Temporal: 5.0
Servi Rollup) Important [Feature [[None : Yes
eIVICe 15043087 (Security Only) Bypass vector:
Pack 2 yp CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C
(Server
Core
installation),
'Windows
Server
2008 R2 15043129 (Monthly Security Base: 5.4
for x64- Temporal: 5.0
Rollup) Important [Feature [[None . 'Yes
based 15043002 (Security. Only) Bypass vector:
Systems LRSI, yp CVSS:3.1/AV:N/AC:L/PR:N/UT:R/S:U/C:N/I: L/A:L/E:F/RL:O/RC:C
Service
Pack 1
'Windows
Server
2008 R2
for x64- Basc: 5.4
based 5043129 (Monthly Security| Tem .or.al‘ 50
Systems  |[Rollup) Important|[Feature [[None Vectg o . Yes
pervice |p043092 (Security Only) Bypass CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C
(Server
Core
installation),
. . Base: 5.4
Windows 5043125 (Monthly Security Temporal: 5.0
Server Important|[Feature |[None i 'Yes
2012 Rollup) Bypass Vector:
CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C
'Windows
Server Security Base: 5.4
2012 5043125 (Monthly Important|Feature None Temporal: 5.0 Ves
(Server Rollup) Bypass \Vector:
Core yp CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C|
installation)
. . Base: 5.4
'Windows Security| .
Server R043 138 (Monthly Important [Feature [[None Tempo.ral. 30 Yes
2012 R2 ollup) Bypass \Vector:
P CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:0/RC:C
'Windows
Server Security Base: 5.4
2012 R2  |15043138 (Monthly Important|Feature [None Tempo'ral: 5.0 Ves
(Server Rollup) B \Vector:
Core ypass CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:N/L:L/A:L/E:F/RL:0/RC:C
installation)
. . Base: 5.4
Windows lls43051 (Security Security Temporal: 5.0
Server Important [Feature [[None . 'Yes
2016 Undate) Bypass Vector:
CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C
'Windows
Server Security Base: 5.4
2016 5043051 (Security Important|Feature None Tempolral: 5.0 Ves
(Server Update), Bypass \Vector:
Core yp CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C
installation),
. . Base: 5.4
Windows 5043050 (Security, Security Temporal: 5.0
Server Important|[Feature |[None i 'Yes
2019 Undate) Bypass vector:
yp CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C
'Windows
Server Security Base: 5.4
2019 5043050 (Security, Important|Feature None Tempo.ralz 5.0 Ves
(Server Update) Bypass \Vector:
Core yp CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C|
installation)
. 5042881 (Security. . Base: 5.4
Windows Update), Security Temporal: 5.0
Server Important [Feature [[None . Yes
5042880 \Vector:
2022 Bypass

SecurityHotpatchUpdate)

CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:N/I.L/A:L/E:F/RL:O/RC:C|

'Windows



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043129
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043129
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043092
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043129
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043129
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043092
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043125
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043125
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043125
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043125
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043138
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043138
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043138
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043138
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880

ICVE-2024-38217
Server 5042881 (Security Securi Base: 5.4
2022 Undate) Important Featurzy INone Temporal: 5.0 'Yes
(Server 5042880 P Bypass \Vector:
Core SecurityHotpatchUpdate) yP CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:N/I:L/A:L/E:F/RL:O/RC:C|
installation),
'Windows
Server
. Base: 5.4
2022.’ 23H2 5043055 (Security. Security Temporal: 5.0
Edition Important|Feature [[None . Yes
(Server Update) Bypass Vector:
oro P CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:N/I:L/A:L/E:F/RL:0/RC:C
installation),
Acknowledgements
[CVE ID [Acknowledgements

CVE-2024-38217

Uoe Desimone with Elastic Security

CVE-2024-38225 - Microsoft Dynamics 365 Business Central
Elevation of Privilege Vulnerability

top)
CVE ID Vulnerability Description E{[a’."m“m R
ating IImpact
ICVE Title: Microsoft Dynamics 365 Business Central Elevation of Privilege
Vulnerability
IDescription:
[Unknown
IFAQ:
IHow could an attacker exploit this vulnerability?
IAn attacker needs to edit the local configuration file to contain malicious code, then send
the request to the server to exploit this vulnerability.
ICVE-2024- |[What privileges could be gained by an attacker who successfully exploited the
38225 vulnerability? tmportant [Elevation of
ITRE P Privilege
INVD IAn attacker who successfully exploited this vulnerability could gain administrator

privileges.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

[Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest | Exploitability Assessment for Older  |[Denial of Service Exploitability |Publicly Exploite dl
Software Release Software Release |Assessment IDisclosed P
Exploitation Less Likely INot Found IN/A INo [No
Affected Software

The following tables list the affected software details for the vulnerability.

ICVE-2024-38225

Product ‘K?ticle Severity (Impact |Supersedence|CVSS Score Set Restart

IRequired



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043055
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043055
https://twitter.com/dez_
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38225
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38225
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38225
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38225

CVE-2024-38225
Microsoft Base: 8.8
Dynamics 365 (15042528 Elevation Tem .or.al' 77
Business Central |(Security |[Importantof None Vec tgr' " Maybe
%{,)jjﬁelease [Undate) Privilege CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft Base: 8.8
Dynamics 365 (15042530 Elevation Tem ‘or‘al' 77
Business Central |((Security |[Important|of INone Vec tgr' T Maybe
%X?jfe];e‘ea“ [Undate) Privilege CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/:H/A:H/E:U/RL:O/RC:C
Microsoft Base: 8.8
Dynamics 365 (15042529 Elevation Tem .or.al' 77
Business Central |((Security |[Important|of INone Vec tgr' t Maybe
o024 Release ’L’pdﬁ) Privilege CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:H/:H/A:H/E:U/RL:O/RC:C
Acknowledgements
CVE ID [Acknowledgements
cjm00n with Cyber Kunlun & Zhiniang Peng
CVE-2024-38225
. L3 .
CVE-2024-38226 - Microsoft Publisher Security Feature Bypass
Vulnerability
top)
Maximum e
CVE ID Vulnerability Description Severity eablity
5 Impact
Rating

ICVE Title: Microsoft Publisher Security Feature Bypass Vulnerability

IDescription:

[Unknown

IFAQ:

IWhat kind of security feature could be bypassed by successfully exploiting this

vulnerability?

|An attacker who successfully exploited this vulnerability could bypass Office macro policies

used to block untrusted or malicious files.

[s the Preview Pane an attack vector for this vulnerability?

INo, the Preview Pane is not an attack vector.
CVE-2024-
38226 |According to the CVSS metric, the attack vector is local (AV:L), privileges are required Important Security Feature
IE]A\IIFIIN)RE PR:L) and user interaction is required (UL:R). How could an attacker exploit this security Bypass

feature bypass vulnerability?

[The attack itself is carried out locally by a user with authentication to the targeted system. An
lauthenticated attacker could exploit the vulnerability by convincing a victim, through social
lengineering, to download and open a specially crafted file from a website which could lead to a
local attack on the victim computer.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order

of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.



https://www.microsoft.com/download/details.aspx?familyid=fd83e799-e637-4c04-b0cf-4fab00fd5792
https://www.microsoft.com/download/details.aspx?familyid=fd83e799-e637-4c04-b0cf-4fab00fd5792
https://www.microsoft.com/download/details.aspx?familyid=fd83e799-e637-4c04-b0cf-4fab00fd5792
https://www.microsoft.com/en-us/download/details.aspx?id=106167
https://www.microsoft.com/en-us/download/details.aspx?id=106167
https://www.microsoft.com/en-us/download/details.aspx?id=106167
https://www.microsoft.com/download/details.aspx?familyid=7c4cdbc3-a9f8-47eb-b9ab-ea1bfd32fc7d
https://www.microsoft.com/download/details.aspx?familyid=7c4cdbc3-a9f8-47eb-b9ab-ea1bfd32fc7d
https://www.microsoft.com/download/details.aspx?familyid=7c4cdbc3-a9f8-47eb-b9ab-ea1bfd32fc7d
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38226
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38226
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38226
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38226

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly Exploite
Software Release Software Release Assessment IDisclosed p
Exploitation Detected [Not Found [N/A [No |[yes |
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-38226
. . Restart
Product IKB Article|Severity |Impact [Supersedence(CVSS Score Set Requi
equired|
Microsoft Office % Security| ?arsrf: 7r.a31' 6.4
2019 for 32-bit || o . mportant|[Feature [None © po. e No
ditions (Security, Bypass [Vector:
[Update) ICVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft Office % Security| ?arsne: 7r.31' 6.4
2019 for 64-bit | mportant|[Feature [None emporat 6. INo
editions (Security, Bypass Vector:
[Update) yp ICVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft Office gllrclk to Security ?:rsrf:;;l' 6.4
LTSC 2021 for | o . [Important|Feature |[None poral: 6. INo
32-bit editions || SSSuriLy. Bypass vector:
[Update) yp CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft Office gllzk 1o Security| ?arsrf: 7r.a31' 6.4
LTSC 2021 for || .. . mportant|[Feature [None © po. e No
64-bit editions (Security Bypass |Vector:
[Update) ICVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft 5002566 Security| ?:rsrf:;.:l' 6.4
Publisher 2016  |((Security |[Important|Feature |[None Vec tg - o Maybe
(32-bit edition)  [Update) Bypass (CVSS:3.1/AV:L/AC:L/PR:L/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft 5002566 Security| ?:rsrf:;‘.;l‘ 6.4
Publisher 2016  |((Security |[Important|[Feature [None Vec tgr' T Maybe
(64-bit edition) _ lUpdate) Bypass CVSS:3.1/AV:L/AC:L/PR:L/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Acknowledgements
ICVE ID |Acknowledgements
CVE-2024-38226 None
. .
CVE-2024-38227 - Microsoft SharePoint Server Remote Code
Execution Vulnerability
(top)
Mosimun 'Vulnerabilit
CVE ID Vulnerability Description Severity y
Rati Impact
ating
ICVE Title: Microsoft SharePoint Server Remote Code Execution Vulnerability
IDescription:
[Unknown
IFAQ:
IAccording to the CVSS metric, privileges required is high (PR:H). What does that mean for
this vulnerability?
IAn authenticated attacker with Site Owner permissions can use the vulnerability to inject
larbitrary code and execute this code in the context of SharePoint Server.
CVE-2024- I[How could an attacker exploit the vulnerability?
38227 /An authenticated attacker with Site Owner permissions or higher could upload a specially crafted |[[mportant Remotg Code
IEI/H]I“)RE ifile to the targeted SharePoint Server and craft specialized API requests to trigger deserialization Execution
INVD lof file's parameters. This would enable the attacker to perform remote code execution in the
context of the SharePoint Server.
Mitigations:
INone
Workarounds:
INone
IRevision:
1.0 2024-09-10T07:00:00
Information published.



https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
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https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/Microsoft-Patch-Tuesday-September-2024.html
https://www.microsoft.com/download/details.aspx?familyid=1ee3e6f2-540a-4bb0-9ad5-a419b81a818a
https://www.microsoft.com/download/details.aspx?familyid=1ee3e6f2-540a-4bb0-9ad5-a419b81a818a
https://www.microsoft.com/download/details.aspx?familyid=1ee3e6f2-540a-4bb0-9ad5-a419b81a818a
https://www.microsoft.com/download/details.aspx?familyid=a735d146-9589-4600-8d81-87873cb32e7f
https://www.microsoft.com/download/details.aspx?familyid=a735d146-9589-4600-8d81-87873cb32e7f
https://www.microsoft.com/download/details.aspx?familyid=a735d146-9589-4600-8d81-87873cb32e7f
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38227
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38227
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38227
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38227

CVE ID

\Vulnerability Description

Maximum
Severity
Rating

'Vulnerability
Impact

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest | Exploitability Assessment for Older |[Denial of Service Exploitability |Publicly Exploited
Software Release Software Release Assessment IDisclosed P
[Exploitation More Likely Not Found N/A No [No
Affected Software

The following tables list the affected software details for the vulnerability.

ICVE-2024-38227

KB . Restart

Product A rticle Severity [Impact |Supersedence(CVSS Score Set Required
Mlcrosoft 5002624 Remote Base: 7.2.

SharePoint - Temporal: 6.3

. (Security ([Important|Code INone . Maybe

[Enterprise Update) Exccution Vector:

Server 2016 —Raate) ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft 5002639 Remote ?:;e:;j. 63

SharePoint (Security |[[mportant|Code None Vec tg - T Maybe
Server 2019 {lUpdate) Execution CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft .

SharePoint 5002640 Remote ?::';j. 63

Server (Security, |[Important]|Code None Vec tg - e Maybe
E‘éti’fizﬁp“"“ Undate) Execution CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Acknowledgements

ICVE ID Acknowledgements

zcgonvh

CVE-2024-38227

CVE-2024-38228 - Microsoft SharePoint Server Remote Code
Execution Vulnerability

(top)

CVE ID

\Vulnerability Description

Maximum
Severity
Rating

\Vulnerability
Impact

CVE-2024-
38228

ICVE Title: Microsoft SharePoint Server Remote Code Execution Vulnerability
Description:

[Unknown

IFAQ:

I[How could an attacker exploit the vulnerability?

IAn authenticated attacker with Site Owner permissions or higher could upload a specially crafted
ifile to the targeted SharePoint Server and craft specialized API requests to trigger deserialization
lof file's parameters. This would enable the attacker to perform remote code execution in the
context of the SharePoint Server.

lAccording to the CVSS metric, privileges required is high (PR:H). What does that mean for
this vulnerability?

IAn authenticated attacker with Site Owner permissions can use the vulnerability to inject
larbitrary code and execute this code in the context of SharePoint Server.

Mitigations:
INone
Workarounds:
INone

IRevision:

Important

IRemote Code
[Execution



https://www.microsoft.com/download/details.aspx?familyid=3915a24a-84a5-43aa-be09-11b70fb03450
https://www.microsoft.com/download/details.aspx?familyid=3915a24a-84a5-43aa-be09-11b70fb03450
https://www.microsoft.com/download/details.aspx?familyid=3915a24a-84a5-43aa-be09-11b70fb03450
https://www.microsoft.com/download/details.aspx?familyid=6beb21ad-bd8d-47f4-90a7-2e6be4f55041
https://www.microsoft.com/download/details.aspx?familyid=6beb21ad-bd8d-47f4-90a7-2e6be4f55041
https://www.microsoft.com/download/details.aspx?familyid=6beb21ad-bd8d-47f4-90a7-2e6be4f55041
https://www.microsoft.com/download/details.aspx?familyid=6acd8e9a-57ca-4875-b6f9-26ee7c370865
https://www.microsoft.com/download/details.aspx?familyid=6acd8e9a-57ca-4875-b6f9-26ee7c370865
https://www.microsoft.com/download/details.aspx?familyid=6acd8e9a-57ca-4875-b6f9-26ee7c370865
https://github.com/zcgonvh
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38228
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38228
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38228
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38228

CVE ID

\Vulnerability Description

Maximum
Severity
Rating

\Vulnerability
Impact

1.0 2024-09-10T07:00:00

[Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest |Exploitability Assessment for Older  |[Denial of Service Exploitability |Publicly Exploite dl
Software Release Software Release |Assessment IDisclosed P
Exploitation More Likely INot Found IN/A INo [No

Affected Software

The following tables list the affected software details for the vulnerability.

ICVE-2024-38228
. IRestart
Product E:;Bticle Severity [Impact |Supersedence(CVSS Score Set Required
Mlcrosoft 5002624 Remote Base: 7.2
SharePoint - Temporal: 6.3
. (Security |Important]|Code INone : Maybe
[Enterprise Update) Exccution Vector:
Server 2016 —pdate) CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft 5002639 Remote ?jrf;azl 63
SharePoint (Security |[[mportant|Code INone Vee tgr' T Maybe
Server 2019 |[Update) Execution CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft .
SharePoint 5002640 Remote ?;Srf;; 63
Server (Security |[[mportant|Code INone Vee tgr' T Maybe
pubscription | {Update) Execution CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:H/I:H/AH/E:U/RL:O/RC:C
Acknowledgements
ICVE ID IAcknowledgements
cjM00n & Edwardzpeng
CVE-2024-38228
. L3 . L3
CVE-2024-38231 - Windows Remote Desktop Licensing Service
. . oge
Denial of Service Vulnerability
(top)
Maximum -
CVE ID Vulnerability Description Severity Vulnerability
Rati Impact
ating
ICVE Title: Windows Remote Desktop Licensing Service Denial of Service Vulnerability
IDescription:
[Unknown
IFAQ:
|Are there additional actions I need to take after I have installed the update?
INo action is required from customers who are using a single license server and who are not using
workgroup-joined Windows Server 2008 terminal servers.
ICustomers using multiple license servers should refer to Use multiple remote desktop license
servers for more information about the steps they need to take.
ICVE-2024- ||Additionally, for proper license server discovery, customers using workgroup-joined Windows
38231 Server 2008 terminal servers will need to ensure that they list the RD license servers they want [mportant IDenial of
MITRE these terminal servers to use under Use the specified Remote Desktop license servers as detailed mportan Service
INVD lon this page. The License server discovery mode called "Automatically discover a license server"
will no longer be supported in workgroup-joined deployment.
Mitigations:
INone
\Workarounds:



https://www.microsoft.com/download/details.aspx?familyid=3915a24a-84a5-43aa-be09-11b70fb03450
https://www.microsoft.com/download/details.aspx?familyid=3915a24a-84a5-43aa-be09-11b70fb03450
https://www.microsoft.com/download/details.aspx?familyid=3915a24a-84a5-43aa-be09-11b70fb03450
https://www.microsoft.com/download/details.aspx?familyid=6beb21ad-bd8d-47f4-90a7-2e6be4f55041
https://www.microsoft.com/download/details.aspx?familyid=6beb21ad-bd8d-47f4-90a7-2e6be4f55041
https://www.microsoft.com/download/details.aspx?familyid=6beb21ad-bd8d-47f4-90a7-2e6be4f55041
https://www.microsoft.com/download/details.aspx?familyid=6acd8e9a-57ca-4875-b6f9-26ee7c370865
https://www.microsoft.com/download/details.aspx?familyid=6acd8e9a-57ca-4875-b6f9-26ee7c370865
https://www.microsoft.com/download/details.aspx?familyid=6acd8e9a-57ca-4875-b6f9-26ee7c370865
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38231
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38231
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38231
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38231
https://learn.microsoft.com/windows-server/remote/remote-desktop-services/use-multiple-remote-desktop-license-servers
https://learn.microsoft.com/windows-server/remote/remote-desktop-services/use-multiple-remote-desktop-license-servers
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-r2-and-2008/cc770585(v=ws.10)

CVE ID

\Vulnerability Description

Maximum
Severity
Rating

ulnerabilit
mpact

y

INone
IRevision:

Information published.

1.0 2024-09-10T07:00:00

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly . d|
. [Exploite
Software Release oftware Release Assessment isclosed
Exploitation Less Likely INot Found IN/A [No [No
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-38231
Product B Article Severity [mpact|Supersedence|CVSS Score Set Resta.r t
IRequired
'Windows
Server Base: 6.5
2008 for (5043135 (Monthly, Denial T:Isrf'or'al_ .
32-bit Rollup) Important|jof INone P T 'Yes
Systems 5043087 (Security Only) Service [Vector:
Serice - CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
32-bit . Base: 6.5
5043135 (Monthly Denial .
Syste;ms Rollup) Important|jof INone Tempolral. 37 Yes
Service 543087 (Security Only) Service |Vector:
Pack 2 - ty Only) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
(Server
Core
installation)
'Windows
Server Base: 6.5
2008 for (5043135 (Monthly Denial Tem .or.al' 57
x64-based |[Rollup) Important|jof INone P T Yes
Systems (5043087 (Security Only) Service |Vector:
Serice - CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
Sysroms 2043135 (Montly Denial Temporal: 5.1
yste Rollup) Important|jof INone P T Yes
Service 115043087 (Security Only) Servi |Vector:
Pack2 ~ |Prrrel(Secunty Only) erviee CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
(Server
Core
installation)
'Windows
Server
2008 R2 115043129 (Monthly Denial Base: 6.5
for x64- " [Temporal: 5.7
Rollup) Important|jof INone . Yes
pased 5043092 (Security Only) Service |Vector:
Systems [~ CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
Service
Pack 1
'Windows
Server
2008 R2
for x64- .
based  |[5043129 (Monthly Denial pase: 02
Systems Rollup) Important|jof INone P T 'Yes
Service 5043092 (Security Only) Service |Vector:
Pack 1 CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
(Server
Core
installation)



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043129
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043129
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043092
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043129
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043129
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043092

ICVE-2024-38231
. . Base: 6.5
Windows 5043155 (Monthly Denial Temporal: 5.7
Server Important|jof INone . 'Yes
012 Rollup) Service [Vector:
CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
'Windows
Server Denial [Base: 6.5
2012 5043125 (Monthly Importantjof None [Temporal: 5.7 Ves
(Server Rollup) Servi |Vector:
Core erviee (CVSS:3.1/AV:N/AC:L/PR:L/UIL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
installation),
. . [Base: 6.5
Windows 543138 (Monthly Denial Temporal: 5.7
Server Important|jof INone 'Yes
5012 R2 ollup) Servi [Vector:
erviee CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
'Windows
Server . [Base: 6.5
2012R2 (5043138 (Monthly Denial Temporal: 5.7
T - Important|of None T Yes
(Server Rollup) Service [Vector:
Core CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
installation)
. . [Base: 6.5
Windows 5043051 (Security Denial Temporal: 5.7
Server Important|jof None Yes
2016 Update) Service Vector:
ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
'Windows
Server Denial [Base: 6.5
2016 5043051 (Security Importantjof None Tempolralz 5.7 Ves
(Server Update) Servi [Vector:
Core ervice CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/I:N/A:H/E:U/RL:0/RC:C
installation)
. . Base: 6.5
Windows 543050 (Security Denial Temporal: 5.7
Server Important|jof INone . 'Yes
5019 Update) Service [Vector:
CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
'Windows
Server Denial [Base: 6.5
2019 5043050 (Security. Importantjof None Tempolralz 57 Ves
(Server Update) Service |Vector:
Core M ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
installation),
. 5042881 (Security . Base: 6.5
Windows Update) Denial [Temporal: 5.7
Server Important|jof INone . 'Yes
2022 2042880 Service |Vector:
SecurityHotpatchUpdate ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
'Windows
Server 5042881 (Security. Denial Base: 6.5
2022 Update) Importantjof None [Temporal: 5.7 Ves
(Server 5042880 Service [Vector:
Core SecurityHotpatchUpdate) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
installation)
'Windows
Server
. [Base: 6.5
2022, 23H2 . Denial .
Edition SEMIRT oty Important|jof INone Tempo.ral. 37 'Yes
(Server Update) Service |Vector:
Core ICVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
installation)
Acknowledgements
ICVE ID |Acknowledgements
Lewis Lee
(Chunyang Han
CVE-2024-38231
Zhiniang Peng

CVE-2024-38232 - Windows Networking Denial of Service

oge
Vulnerability
(top)
[CVE 1D [Vulnerability Description |[Maximum Severity Rating |[Vulnerability Impact ||



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043125
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043125
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043125
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043125
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043138
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043138
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043138
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043138
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043055
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043055
https://twitter.com/lewislee53
https://twitter.com/Ver0759
https://twitter.com/edwardzpeng

CVE ID

IVulnerability Description

IMaximum Severity Rating

Vulnerability Impact

38232
MITRE
INVD

CVE-2024-

ICVE Title: Windows Networking Denial of Service Vulnerability
IDescription:

[Unknown

IFAQ:

INone

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

[Information published.

[Important

Denial of Service

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest xploitability Assessment for Older |[Denial of Service Exploitability |[Publicly E . d|
q xploite
Software Release oftware Release Assessment isclosed
Exploitation Less Likely INot Found IN/A [No [No
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2024-38232 |
KB . IRestart d‘
Product Article Severity |Impact|Supersedence|CVSS Score Set Require
'Windows 10 . Base: 7.5
'Version 1607 for M Denial Temporal: 6.5
(Security |[Importantjof INone . \Yes
x64-based Update) Servi \Vector:
Systems —pae) ervice CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
. Base: 7.5
'Windows Server 5804& Dfe nial Temporal: 6.5
016 ( egurlty_ Important|jo . INone Vector: Yes
Undate) Service CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
Windows Server (|5043051 Denial ?:rsrf:;j 6.5
2016 (Server Core||(Security |[[mportant|jof None Vectg - e Yes
installation) Undate) Service CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/LN/A:H/E:U/RL:O/RC:C
Acknowledgements
ICVE ID |Acknowledgements
Anonymous
CVE-2024-38232
CVE-2024-38233 - Windows Networking Denial of Service
Vulnerability
top)
CVE ID |Vulnerability Description Maximum Severity Rating  |[Vulnerability Impact
ICVE Title: Windows Networking Denial of Service Vulnerability
IDescription:
Unknown
IFAQ:
INone
CVE-2024- |Mitigations:
S8243 o . mportant Denial of Servi
MITRE Workarounds: mportan enial of Service
NVD None
IRevision:
1.0 2024-09-10T07:00:00
Information published.

Exploitability Index



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38232
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38232
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38232
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38232
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38233
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38233
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38233
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38233

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest | Exploitability Assessment for Older  |[Denial of Service Exploitability |Publicly Exploite dl
Software Release Software Release Assessment IDisclosed plo
Exploitation Less Likely INot Found IN/A INo [No
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2024-38233 |
Product B. Severity |[Impact/Supersedence|CVSS Score Set Resta‘r t d‘
rticle IRequire
'Windows 10 . Base: 7.5
'Version 1607 for 5043051 Denial Temporal: 6.5
(Security |[Important|jof INone . \Yes
x64-based Update) Service Vector:
Systems e ICVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
. 5043051 Denial Base: 7.5
'Windows Server S - f Temporal: 6.5
2016 (Security  |[Important||o . INone Vector: IYes
Undatc) Service CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AH/E:U/RL:O/RC:C
Windows Server (|5043051 Denial ?:rsrf:;j 6.5
2016 (Server Core|(Security |Importantjof None Vec tg - o \Yes
installation) Undate) Service CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/LN/A:H/E:U/RL:O/RC:C
Acknowledgements
ICVE ID Acknowledgements
Anonymous

CVE-2024-38233

CVE-2024-38234 - Windows Networking Denial of Service
Vulnerability

top)

CVE ID

Vulnerability Description

Maximum
Severity
Rating

h’ulnerability

mpact

38234
ITRE
NVD

<

CVE-2024-

ICVE Title: Windows Networking Denial of Service Vulnerability
IDescription:

Unknown

IFAQ:

IWindows 11, version 24H2 is not generally available yet. Why are there updates for this
iversion of Windows listed in the Security Updates table?

[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2
iinstalled. Customers with these devices need to know about any vulnerabilities that affect their
imachine and to install the updates if they are not receiving automatic updates. Note that the general
availability date for Windows 11, version 24H2 is scheduled for later this year.

lAccording to the CVSS metric, the attack vector is adjacent (AV:A). What does that mean for,
this vulnerability?

IAn unauthenticated attacker with LAN access could exploit this vulnerability.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

Information published.

Important

|Denial of
Service

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38234
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38234
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38234
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38234

of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly E q
. xploited
Software Release oftware Release Assessment isclosed
Exploitation Less Likely INot Found IN/A [No [INo
Affected Software
The following tables list the affected software details for the vulnerability.
[CVE-2024-38234
Product IKB Article Severity IImpact Supersedence|CVSS Score Set Resta'r t
IRequired
. . [Base: 6.5
'Windows . Denial .
10 for 32- RULION [Security Important|jof INone femporal: 5.7 Yes
bit Systems Update) Service |Vector:
Y CVSS:3.1/AV:A/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
'Windows Denial Base: 6.5
10 for x64- 5043083 (Security Importantjof None Temporal: 5.7 Ves
based Update) Service Vector:
Systems CVSS:3.1/AV:A/AC:L/PR:N/ULN/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
'Windows
. . [Base: 6.5
10 Version . Denial .
1607 for 5043051 (Security, Importantjof None [Temporal: 5.7 Ves
32-bit Update) Service [Vector:
Systems CVSS:3.1/AV:A/AC:L/PR:N/ULN/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
'Windows
. . [Base: 6.5
10 Version . Denial .
1607 for SO0 (Security, Important|of None femporal: 5.7 Yes
x64-based Update) Service |Vector:
Systems CVSS:3.1/AV:A/AC:L/PR:N/UIL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
}Y)lr\lg(r):‘iﬁn Denial Base: 6.5
1809 for RUL3030 (Security Important|jof None Femporal: 5.7 Yes
32-bit Update) Service [Vector:
Systems CVSS:3.1/AV:A/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
'Windows
10 Version . Base: 6.5
1809 for  |[5043050 (Security, Denial Temporal: 5.7
IARM64-  |Update) _ [mportant gzrvice [None |Vector: Yes
based CVSS:3.1/AV:A/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
Systems
'Windows
. . [Base: 6.5
10 Version . Denial .
1809 for R043030 (Security, Important|of None Tempo.ral. 37 Yes
x64-based Update) Service |Vector:
Systems CVSS:3.1/AV:A/AC:L/PR:N/UIL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
}Y)lr\lg(r):‘iﬁn Denial Base: 6.5
21H2 for RU23002 (Security Important|jof None Femporal: 5.7 Yes
32-bit Update) Service [Vector:
Systems CVSS:3.1/AV:A/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
'Windows
10 Version . Base: 6.5
. Denial
21H2 for |[5043064 (Security. Importantlof Non [Temporal: 5.7 v,
IARM64-  |Update) porta gervice one |Vector: s
based CVSS:3.1/AV:A/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
Systems
'Windows
. . [Base: 6.5
10 Version . Denial .
21H2 for 2043064 (Security, Important|of None Tempo.ral. 37 Yes
x64-based Update) Service |Vector:
Systems CVSS:3.1/AV:A/AC:L/PR:N/UIL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
}Y)lr\lg(r):‘iﬁn Denial Base: 6.5
22H2 for RU23002 (Security Important|jof None Femporal: 5.7 Yes
32-bit Update) Service [Vector:
Systems CVSS:3.1/AV:A/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
'Windows
10 Version . Base: 6.5
. Denial
22H2 for ||5043064 (Security Importantlof None [Temporal: 5.7 Ves
IARM64-  ([Update) P Service IVector:
based CVSS:3.1/AV:A/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
Systems
'Windows
. . [Base: 6.5
10 Version . Denial .
22H2 for 2043064 (Security, Important|of None Tempo.ral. 37 Yes
x64-based Update) Service |Vector:
Systems CVSS:3.1/AV:A/AC:L/PR:N/UIL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
'Windows
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CVE-2024-38235 - Windows Hyper-V Denial of Service Vulnerability

top)

CVE ID \Vulnerability Description

ating mpact

aximum .
E‘evel‘ity I]Vulnerablllty

IDescription:
[Unknown
IFAQ:

CVE-2024-

INVD

of the Hyper-V host.

Mitigations:
INone
Workarounds:
INone
IRevision:

Information published.

ICVE Title: Windows Hyper-V Denial of Service Vulnerability

'Windows 11, version 24H2 is not generally available yet. Why are there updates for this
version of Windows listed in the Security Updates table?

[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2
installed. Customers with these devices need to know about any vulnerabilities that affect their

machine and to install the updates if they are not receiving automatic updates. Note that the general
lavailability date for Windows 11, version 24H2 is scheduled for later this year.

Successful exploitation of this vulnerability could allow a Hyper-V guest to affect the functionality

1.0 2024-09-10T07:00:00

38235 |According to the CVSS metric, a successful exploitation could lead to a scope change (S:C). Denial of
MITRE IWhat does this mean for this vulnerability?

[Important Service

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest
Software Release

oftware Release

’Exploitability Assessment for Older ||Denial of Service Exploitability |[Publicly ‘
S

|Assessment IDisclosed

Exploited‘

|Exploitati0n Less Likely

INot Found

IN/A No No

Affected Software

The following tables list the affected software details for the vulnerability.

ICVE-2024-38235

Product IKB Article Severity IImpact Supersedence||[CVSS Score Set Eesta‘r t
equired

'Windows Denial Base: 6.5

10 for x64- 5043083 (Security Importantjof None Tempo.ralz 5.7 Yes

Ibased Update) Service Vector:

Systems M ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:C/C:N/I:N/A:H/E:U/RL:O/RC:C

}Y)H\lg(r):i/;n Denial Base: 6.5

1607 for RUEI0SL i Security Important|jof INone femp o‘ralz 37 \Yes

x64-based Update) Service |Vector:

Systems CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:C/C:N/I:N/A:H/E:U/RL:O/RC:C
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CVE-2024-38235
CVE-2024-38237 - Kernel Streaming WOW Thunk Service Driver
Elevation of Privilege Vulnerability
top)
S ulnerability
CVE ID \Vulnerability Description Severity
. mpact
ating
ICVE Title: Kernel Streaming WOW Thunk Service Driver Elevation of Privilege Vulnerability
IDescription:
[Unknown
IFAQ:
IWindows 11, version 24H2 is not generally available yet. Why are there updates for this
version of Windows listed in the Security Updates table?
[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2
installed. Customers with these devices need to know about any vulnerabilities that affect their
imachine and to install the updates if they are not receiving automatic updates. Note that the general
lavailability date for Windows 11, version 24H2 is scheduled for later this year.
CVE-2024-
38237 mportant levation of
MITRE IWhat privileges could be gained by an attacker who successfully exploited this vulnerability? P rivilege
INVD
IAn attacker who successfully exploited this vulnerability could gain SYSTEM privileges.
Mitigations:
INone
Workarounds:
INone
IRevision:
1.0 2024-09-10T07:00:00
Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest | Exploitability Assessment for Older  |[Denial of Service Exploitability |Publicly Exploited
Software Release Software Release Assessment IDisclosed P
Exploitation More Likely Not Found N/A No |No
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-38237
IRestart

Product HKB Article Severity H]mpact Supersedence|CVSS Score Set

IRequired
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CVE-2024-38238 - Kernel Streaming Service Driver Elevation of
Privilege Vulnerability

(top)
DL ulnerabili
CVE ID \Vulnerability Description Severity ty
n mpact
ating

ICVE Title: Kernel Streaming Service Driver Elevation of Privilege Vulnerability

IDescription:

[Unknown

IFAQ:

IWindows 11, version 24H2 is not generally available yet. Why are there updates for this

version of Windows listed in the Security Updates table?

The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2

installed. Customers with these devices need to know about any vulnerabilities that affect their

imachine and to install the updates if they are not receiving automatic updates. Note that the general

lavailability date for Windows 11, version 24H2 is scheduled for later this year.
CVE-2024-
38238 mportant levation of
MITRE IWhat privileges could be gained by an attacker who successfully exploited this vulnerability? P rivilege
INVD

|An attacker who successfully exploited this vulnerability could gain SYSTEM privileges.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

[Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest | Exploitability Assessment for Older  |[Denial of Service Exploitability |Publicly Exploite dl
Software Release Software Release Assessment IDisclosed P
Exploitation More Likely INot Found IN/A INo [No
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-38238
Product B Article Severity |Impact |Supersedence|CVSS Score Set Resta'r t
IRequired
. . Base: 7.8
'Windows . IElevatlon .
10 for 32- P043083 (Security Important|jof None Tempo-ral. 6.8 Yes
bit Systems Update) Privilege Vector:
ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows levation Base: 7.8
10 for x64- |[5043083 (Security Importantjof None Tempo.ralz 6.8 Ves
based Update) civilese 'Vector:
Systems & ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
%u:/i(r):iﬁn IElevation Base: 7.8
1607 for R04303 1 (Security Important|of INone Temporal: 6.8 Yes
B2bit|[ORdale) Privilege Vector:
Systems & ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
%H\l/i(r):iv(in [Elevation Base: 7.8
1607 for RUEIOSL(Security Important|jof None Tempo.ralz 6.8 Yes
x64-based Undate) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
. . Base: 7.8
10 Version . [Elevation| .
1809 for U0 [Recurity Important|jof None Tempohral. 6.8 Yes
Bobit |[oedate) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
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ICVE-2024-38238

10 Version IElevation Base: 7.8
1809 for  |[5043050 (Security. Importantlof Non Temporal: 6.8 v,
IARM64-  ([Update) porta gri ilege one \Vector: es
based viieg ICVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows .
10 Version 5043050 (Securi levation ?af: 7rgl 6.8
1809 for [MTe) ceurity. Important|jof INone Vthg(r)' a0 Yes
’S‘g‘s‘t':ljf:d T rivilege CVSS:3.1/AV:L/AC:L/PR:-L/ULN/S:U/C:H/LH/A:H/E:U/RL:O/RC:C
'Windows IE .
10 Version [l 13064 (Securi levation) ?:;f 07ra81 6.8
21H2 for m by Important|jof None Vi tp o Yes
32-bit —peae) Privilege ceor
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
10 Version [Elevation Base: 7.8
21H2 for |[5043064 (Security. Importantlof Non Temporal: 6.8 v,
IARM64-  ([Update) porta gri ilege one \Vector: es
based viieg ICVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows .
10 Version [l 13064 (Securi levation| ol 6.5
21H2 for [MTe) by Important|of INone Vectgr' e Yes
oo | rivilege CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/AH/E:URL:O/RC:C
'Windows IE .
10 Version [l 43064 (Securi levation) ?:;f 07ra81 6.8
22H2 for m Seeurity Important|jof None Vi tp o Yes
32-bit rhdate) Privilege eetor:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
10 Version [Elevation Base: 7.8
22H2 for ||5043064 (Security. mportantlof Non Temporal: 6.8 v,
IARM64-  ([Update) porta grivile e one \Vector: es
based g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows .
10 Version [l 13064 (Securi levation| ol 6.3
22H2 for Update) by Important|of INone Vectgr' e IYes
’S‘g‘s‘t':ljf:d T Privilege CVSS:3.1/AV:L/AC:L/PR:-L/ULN/S:U/C:H/LH/A:H/E:U/RL:O/RC:C
'Windows
11 version [Elevation Base: 7.8
21H2 for ||5043067 (Security. [ ctantlof N Temporal: 6.8 v,
ARM64-  |[Update) mportan Privil one \Vector: es
based nvilege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows Base: 7.8
11 version . levation o
21H2 for fj—(;étl?’a?g; (Security Important|jof None I/eercrig (r).ral. 6.8 IYes
’S‘_f/:t'z’;ssed o Privilege (CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version levation Base: 7.8
22H2 for |[5043076 (Security Temporal: 6.8
IARM64-  |[Update) [mportant gfivil None 'Vector: |Yes
based cee CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I: H/A:H/E:U/RL:O/RC:C
Systems
'Windows

Y . Base: 7.8
11 Version . [Elevation, .
22H2 for fj—(;)?a(zZ)é (Security Important|jof INone Ilzgigﬁ_ral' 6.8 IYes
’s‘g‘s‘t':rf:d o Privilege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version levation Base: 7.8
23H2 for ||5043076 (Security. Temporal: 6.8
IARM64-  |[Update) [mportant gt;ivile . None 'Vector: |Yes
based g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows

. . Base: 7.8
11 Version . [Elevation| .
23H2 for %(SLMX Important|jof INone ”\F]:Icriggral. 6.8 Yes
’s‘g‘s‘;;’;ssed T Privilege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version [Elevation Base: 7.8
24H2 for ||5043080 (Security Importantlof Nonc Temporal: 6.8 Ves
IARM64-  |[Update) P Privilege \Vector:

based

ICVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
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ICVE-2024-38238
Systems _| | | | | |
}er\lg(::ivs“ 5043080 (Securi levation ?arsf : 7rgl 6.8
DAHD for [P oot . Important|of INone © po. ak o Yes
x64-based Undate) rivilege vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
. . Base: 7.8
Windows 5043051 (Security, IElevatlon Temporal: 6.8
Server Important|jof [None . Yes
h016 Update) Privilege Vector:
ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server levation Base: 7.8
2016 5043051 (Security. Importantjof None Temporal: 6.8 Ves
(Server Update) Privileoe \Vector:
Core g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
. . Base: 7.8
Windows 1ls043050 (Security [Flevation Temporal: 6.8
Server Important|jof INone i 'Yes
2019 Update) Privilege Vector:
ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:U/RL:O/RC:C
'Windows
Server [Elevation Base: 7.8
2019 5043050 (Security N Temporal: 6.8
Important|jof None . Yes
(Server Update) Privil Vector:
Core cge CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
Windows 5042881 (Security IElevation Base: 7.8
Update) Temporal: 6.8
Server 4 Important|jof INone . IYes
2022 Aol Privilege Vector:
SecurityHotpatchUpdate), ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server 5042881 (Security [Elevation Base: 7.8
2022 Update) Importantlof None Temporal: 6.8 Ves
(Server  [5042880 P Priviloge Vector:
Core (SecurityHotpatchUpdate) g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
'Windows
Server
. Base: 7.8
2022, 23H2/l5 43055 (Security [Flevation Temporal: 6.8
Edition Important|jof None . Yes
(Server Update) Privilege Vector:
Core CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
Acknowledgements
CVE ID |[Acknowledgements
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CVE-2024-38239 - Windows Kerberos Elevation of Privilege

mpact

Vulnerability
top)

e Inerabili
CVE ID IVulnerability Description Severity v ty

ating

IDescription:
[Unknown
IFAQ:

for this vulnerability?

ICVE Title: Windows Kerberos Elevation of Privilege Vulnerability

Windows 11, version 24H2 is not generally available yet. Why are there updates for this
version of Windows listed in the Security Updates table?

[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2
installed. Customers with these devices need to know about any vulnerabilities that affect their
imachine and to install the updates if they are not receiving automatic updates. Note that the general
lavailability date for Windows 11, version 24H2 is scheduled for later this year.

lAccording to the CVSS metric, the attack complexity is high (AC:H). What does this mean
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|An attacker who successfully exploited this vulnerability could gain domain administrator
privileges.

lAccording to the CVSS metric, privileges required is high (PR:H). What privileges are
required to exploit this vulnerability?

[The attacker needs to have privileges on the environment from where they are performing the
lattack and the environment they are targeting to be able to exploit this vulnerability.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

[Information published.

. s Kaxu.num I;’ulnerability
CVE ID \Vulnerability Description Severity
. mpact
ating

Successful exploitation of this vulnerability requires the attacker to have control over a domain

controller and privileges to perform arbitrary code execution in a different trusted forest from the

trusted forest containing the victim machine.
CVE-2024-
38239 mportant levation of
MITRE IWhat privileges could be gained by an attacker who successfully exploited the vulnerability? P rivilege
INVD

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order

of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older |[Denial of Service Exploitability |[Publicly E . d|
q xploite
Software Release oftware Release Assessment isclosed
Exploitation Less Likely INot Found IN/A [No [No
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2024-38239 |
Product IKB Article Severity Hlmpact Supersedence|CVSS Score Set gesta'r t
equired|

. . Base: 7.2
'Windows . IElevatlon .
10 for 32- 5043083 (Security Importantjof None Tempohral. 6.3 Ves
bit Systems Update) Privilege Vector:

ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C|

'Windows Elevation Base: 7.2
10 for x64- 5043083 (Security Importantjof None Tempo.ralz 6.3 Ves
based Update) Privilege 'Vector:
Systems g ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Y‘(I)H\l/%(r):ilzn levation Base: 7.2
1607 for £043051 (Security Important|of None Temporal: 6.3 Yes
32-bit Lipdate) Privilege M
Systems ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
;Y)u:/i(r):iﬁn [Elevation Base: 7.2
1607 for 5043051 (Security. Important|of None Temporal: 6.3 Ves
x64-based |[2date) Privilege Vector:
Systems g ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C|
%u\l/de(r):iﬁn [Elevation| Base: 7.2
1809 for 5043050 (Security Importantjof None Tempo.ralz 6.3 Ves
Bobit |[ordate) Privilege Vector:
Systems ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C|
'Windows
10 Version levation Base: 7.2
1809 for  |[5043050 (Security. Temporal: 6.3
IARM64-  ([Update) [mportant fi ilece None \Vector: Yes
based viieg ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
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ICVE-2024-38239

'Windows .
10 Version levation Base: 7.2
1809 for 5043050 (Security, Importantjof None Temporal: 6.3 Ves
x64-based Update) Privilege Vector:
Systems (CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
;Y)lr\lg(;:;lzn levation Base: 7.2
D 1H2 for 5043064 (Security Importantjof None Temporal: 6.3 Ves
32-bit Undate) Privilege vector:
Systems ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
10 Version Elevation Base: 7.2
21H2 for ||5043064 (Security. N Temporal: 6.3
ARM64-  |[Update) [mportant Pt;ivile . None \Vector: Yes
based g ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
;Y)lr\lg(r):;/;n |Elevation Base: 7.2
21H2 for R0 Security: Important|jof None Temporal: 6.3 'Yes
x64-based Update) Privilege Vector:
Systems (CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
;Y)lr\lg(;:;lzn levation, Base: 7.2
22H2 for fj—(;)?a(zg;‘ (Security Important|of INone "\F/zrcrig(r).ralz 63 Yes
gi's'i;ls T Privilege CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:H/I:H/AH/E:U/RL:O/RC:C
'Windows
10 Version Elevation Base: 7.2
22H2 for ||5043064 (Security. N Temporal: 6.3
ARM64-  |[Update) [mportant Pt;ivile . None \Vector: Yes
based g ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
;Y)lr\lg(r):;/;n |Elevation Base: 7.2
22H2 for R0 Security: Important|jof None Temporal: 6.3 'Yes
x64-based Update) Privilege Vector:
Systems (CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 version levation Base: 7.2
21H2 for |[5043067 (Security Temporal: 6.3
IARM64-  |[Update) [mportant gfivil None 'Vector: Yes
based cee CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I: H/A:H/E:U/RL:0/RC:C
Systems
}7\1’13:;35\;‘/05}1 [Elevation| Base: 7.2
21H2 for p043067 (Security Important|jof INone Temporal: 6.3 'Yes
x64-based [[2RdaLe). Privilege vector:
Systems g ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version . Base: 7.2
22H2 for (5043076 (Security, levation Temporal: 6.3
IARM64-  |[Update) [mportant gt;ivile . None 'Vector: Yes
based g ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows

. . Base: 7.2
11 Version . [Elevation| .
22H2 for UL [Recurity Important|jof None Tempo_ral. 6.3 'Yes
x64-based Update) Privilege Vector:
Systems ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version [Elevation Base: 7.2
23H2 for ||5043076 (Security. Temporal: 6.3
IARM64-  ([Update) fmportant Io’fivile e None \Vector: Yes
based g ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
}Xlllgi(r):ifn [Elevation| Base: 7.2
23H2 for RULIT6 (Securily Important|jof None Temporal: 6.3 Yes
x64-based Update) Privilege Vector:
Systems g ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version [Elevation Base: 7.2
24H2 for ||5043080 (Security. Temporal: 6.3
IARM64-  ([Update) [mportant gfi ilece None \Vector: Yes
based viieg ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
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ICVE-2024-38239

'Windows .
11 Version levation Base: 7.2
Q4T for 5043080 (Security. Importantjof Nonc Temporal: 6.3 Yes
x64-based Update) Privilege Vector:
Systems g ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server Base: 7.2
2008 for  |15043135 (Monthly [Elevation| Tem .or'al' 63
32-bit Rollup) Important|jof None P S 'Yes
Systems 5043087 (Security Only) Privilege Vector:
Serice ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
32-bit . Base: 7.2
Systems R043133 (Monthly Il?levatlon Temporal: 6.3
. Rollup) Important|jof None . 'Yes
Service 5043087 (Security Only) Privile vector:
Pack 2 Y e ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation)
'Windows
Server Base: 7.2
2008 for |[5043135 (Monthly [Elevation| Tem .01‘.a1‘ 63
x64-based |[Rollup) Important|jof None P S 'Yes
Systems  |[5043087 (Security Only) Privilege Vector:
Serice ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
x64-based . Base: 7.2
Systems SIS Aoy [Flevation Temporal: 6.3
. Rollup) Important|jof None . Yes
Service 5043087 (Security Only) Privilege vector:
Pack 2 ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation)
'Windows
Server
2008 R2 5043129 (Monthly Elevation Base: 7.2
for x64- N Temporal: 6.3
Rollup) Important|jof None . 'Yes
based  —1i5043002 (Security Only) Privilege vector:
Systems ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Service
Pack 1
'Windows
Server
2008 R2
for x64- Base: 7.2
lbased 5043129 (Monthly [Elevation, Tem .or.al' 63
Systems Rollup) Important|of [None v P T 'Yes
Service 5043092 (Security Only,) Privilege ector:
Pack 1 ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation)
. . Base: 7.2
'Windows levation .
Server E%(Mo_nthly_ Important|jof INone E]zr;:g(r).ral. 6.3 Yes
2012 B rivilege CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server levation Base: 7.2
2012 5043125 (Monthly Importantjof None Tempo.ral: 6.3 Ves
(Server Rollup) Privil \Vector:
Core rivilege CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
R . Base: 7.2
'Windows IElevatlon .
Server 2043138 (Monthly Important|jof INone Tempo_ral. 6.3 'Yes
ho1a Ry |[Rellup) Privilege Vector:
ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:0O/RC:C
'Windows
Server [Elevation Base: 7.2
2012 R2  ||5043138 (Monthly Importantjof None Tempo'ral: 6.3 Ves
(Server Rollup) Privilege \Vector:
Core viieg ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

installation),
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ICVE-2024-38239
i . Base: 7.2
'Windows . IElevatlon .
Server 5043051 (Security. [mportant|of Nonc Tempo_ral. 6.3 Ves
2016 Update) Privilege Vector:
ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server [Elevation Base: 7.2
2016 5043051 (Security. Importantjof None Temporal: 6.3 Ves
(Server Update), Privilege \Vector:
Core viieg ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
. . Base: 7.2
'Windows . [Elevation, .
Server 5043050 (Security Importantjof Nonc Temporal: 6.3 Ves
2019 Update) Privilege Vector:
viieg ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server levation Base: 7.2
2019 5043050 (Security. Importantjof None Tempo.ralz 6.3 Ves
(Server Update) Privileoe \Vector:
Core g ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
Windows 5042881 (Security. Elevation Base: 7.2
Update), Temporal: 6.3
Server Important|jof INone i Yes
2022 Slshit Privil Vector:
SecurityHotpatchUpdate) cee ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server 5042881 (Security . Base: 7.2
2022 Update) [mportant Il?}evatlon None Temporal: 6.3 Ves
(Server 5042880 P Privil \Vector:
Core SecurityHotpatchUpdate) cee ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
'Windows
Server
. Base: 7.2
2022, 23H2 . [Elevation .
Edition RUIO33 (Security Important|jof None Tempo.ral. 6.3 Yes
(Server Undate) Privilege Vector:
Core ICVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
Acknowledgements
[CVE ID [Acknowledgements

CVE-2024-38239

Microsoft Windows Authentication Team

CVE-2024-38243 - Kernel Streaming Service Driver Elevation of
Privilege Vulnerability

top)
aximum .
CVE ID \Vulnerability Description E‘everity I}’ulnerablllty
. mpact
ating

ICVE Title: Kernel Streaming Service Driver Elevation of Privilege Vulnerability

IDescription:

[Unknown

IFAQ:

Windows 11, version 24H2 is not generally available yet. Why are there updates for this

iversion of Windows listed in the Security Updates table?

[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2

installed. Customers with these devices need to know about any vulnerabilities that affect their

machine and to install the updates if they are not receiving automatic updates. Note that the general

lavailability date for Windows 11, version 24H2 is scheduled for later this year.
CVE-2024-
38243 mportant levation of
MITRE IWhat privileges could be gained by an attacker who successfully exploited this vulnerability? P rivilege
NVD

IAn attacker who successfully exploited this vulnerability could gain SYSTEM privileges.

Mitigations:

INone

Workarounds:

INone

IRevision:
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CVE ID

\Vulnerability Description

aximum .
‘E‘everi ty I;’ulnerablllty
mpact

ating

Information published.

1.0 2024-09-10T07:00:00

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly . d|
. [Exploite
Software Release oftware Release Assessment isclosed
Exploitation More Likely INot Found IN/A [No [No
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-38243
Product B Article Severity Impact |Supersedence|CVSS Score Set Resta'r ¢
IRequired
. . Base: 7.8
Windows . levation .
10 for 32- 5043083 (Security. Importantjof None Temporal: 6.8 Vs
bit Systems Undate) rivilege Vector:
y ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:0O/RC:C
'Windows IEl ation Base: 7.8
10 for x64- 5043083 (Security, = ovatio Temporal: 6.8
Important|jof None . Yes
based Update) Privil Vector:
Systems °e° CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
%lr\lg(r):iﬁn [Elevation| Base: 7.8
1607 for RUEIOSL(Security Important|jof None Temporal: 6.8 Yes
3o-bit  |[Lrdate) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
. . Base: 7.8
10 Version . [Elevation| .
1607 for UL fRecurity Important|jof None Tempo.ral. 6.8 Yes
x64-based Update) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
5 . Base: 7.8
10 Version . [Elevation| .
1809 for 2043030 (Security Important|jof None Tempoiral. 6.8 Yes
Bobit |[oedate) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
10 Version levation Base: 7.8
1809 for  |15043050 (Security. Temporal: 6.8
ARM64-  [Update) [mportant gfivﬂe . None Vector: Yes
lbased & ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows
. . Base: 7.8
10 Version . [Elevation| .
1809 for U0 [Recurity Important|jof None Tempo.ral. 6.8 Yes
x64-based Update) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
5 . Base: 7.8
10 Version . [Elevation| .
21H2 for 2043064 (Security Important|jof None Temporal: 6.8 IYes
o-bit  |[oedate) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
10 Version levation Base: 7.8
21H2 for ||5043064 (Security. Temporal: 6.8
ARM64-  [Update) [mportant gfivﬂe . None Vector: Yes
based & ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows
. . Base: 7.8
10 Version . [Elevation| .
21H2 for 2043064 (Security Important|jof INone Tempo.ral. 6.8 Yes
x64-based Update) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
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ICVE-2024-38243

Windows |E1 " Base: 7.8
10 Version . evation T 1: 6.8
22H2 for %(SLU’HW' Important|jof None Veercrig ;):ra Yes
32-bit R— Privilege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows ace: 7.8
10 Version levation ase: 7. ‘
22H2 for |[5043064 (Security Importantjof None $Z$g?.ral. 6.8 Ves
Wi o Privilege CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C,
Systems
Windows [Elevation Base: 7.8
10 Version . ev I: 6.8
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CVE-2024-38244 - Kernel Streaming Service Driver Elevation of
Privilege Vulnerability

(top)
aximum 51
CVE ID \Vulnerability Description E‘everity ';’ulnerablllty
. mpact
ating

ICVE Title: Kernel Streaming Service Driver Elevation of Privilege Vulnerability

IDescription:

[Unknown

IFAQ:

IWindows 11, version 24H2 is not generally available yet. Why are there updates for this

version of Windows listed in the Security Updates table?

[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2

installed. Customers with these devices need to know about any vulnerabilities that affect their

imachine and to install the updates if they are not receiving automatic updates. Note that the general

lavailability date for Windows 11, version 24H2 is scheduled for later this year.
CVE-2024-
38244 mportant levation of
MITRE IWhat privileges could be gained by an attacker who successfully exploited this vulnerability? P rivilege
INVD

|An attacker who successfully exploited this vulnerability could gain SYSTEM privileges.

Mitigations:

INone

IWorkarounds:

INone

[Revision:

1.0 2024-09-10T07:00:00

Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest |[Exploitability Assessment for Older | [Denial of Service Exploitability |[Publicly Exploited
Software Release Software Release Assessment IDisclosed P
Exploitation More Likely INot Found IN/A INo [No

Affected Software
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The following tables list the affected software details for the vulnerability.

ICVE-2024-38244

Product IKB Article Severity H]mpact Supersedence|CVSS Score Set ﬁ::tjil:e d
. . Base: 7.8

'Windows . IElevatlon .

10 for 32- %(MW— [mportant/of None E,eercr;g;’,ral’ 68 Yes

bit Systems =paaie) Privilege ; . . . . e N . .

ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:-H/A:H/E:U/RL:O/RC:C

'Windows levation Base: 7.8

10 for x64- |15043083 (Security. Temporal: 6.8

based Update) [mportant fivile e None \Vector: Yes

Systems g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

'Windows |E .

10 Version 5043051 (Securit levation| ?ase. 7'81, 6.8

1607 for U—p date) SCCULly. Important|jof None v?crig ;)'ra T Yes

é;slt’:ms o Privilege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

'Windows |E Base: 7.8

10 Version . levation o

1607 for 5U7(;ii}a(z§)l (Security Important|of INone "\f/eezrig (r).ral. 6.8 IYes

’S‘_f/:t':;ssed - Privilege (CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

'Windows .

10 Version 5043050 (Securi levation ?af:' 7r§1 6.8

1809 for UpdTe) ceunty Important|jof INone Veectg;)' o Yes

ooams | Privilege CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/AH/E:URL:O/RC:C

'Windows

10 Version [Elevation Base: 7.8

1809 for  |[5043050 (Security. mportantlof N Temporal: 6.8 v

ARM64-  |[Update) mportan Privilece one \Vector: es

lbased & ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

Systems

'Windows |E Base: 7.8

10 Version . levation o

1809 for Sui(;?a(zs)o (Security Important|jof INone "\f/eezrig (r).ral. 6.8 IYes
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'Windows .

10 Version [ls, 43064 (Securi levation) ool 6.5

21H2 for UpdTe) Seeunity Important|of INone Vec tgr' e IYes

oams | Privilege CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/AH/E:URL:O/RC:C

'Windows

10 Version [Elevation Base: 7.8

21H2 for ||5043064 (Security. [mportantlof N Temporal: 6.8 v

ARM64-  |[Update) mportan Privilese one \Vector: es

lbased & ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

Systems

'Windows |E Base: 7.8

10 Version . levation s

21H2 for fj(ﬁfT(zg;‘(sLmy Important|jof INone E/eercrig(r).ral. 68 Yes

’S‘_f/:t':;ssed - Privilege (CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

'Windows .

10 Version [ls) 13064 (Securi levation) ool 6.5

22H2 for Update) by Important|of INone Vectgr' e Yes

g_f/':t’;ls T Privilege CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/AH/E:U/RL:O/RC:C

'Windows

10 Version [Elevation Base: 7.8

22H2 for ||5043064 (Security. [mportantlof N Temporal: 6.8 v

ARM64-  |[Update) mportan Privilese one \Vector: es

lbased & ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

Systems

'Windows |E Base: 7.8
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D2H2 for %(Secumy_ Importantjof None E,zr;g‘r’,ral' 68 Yes
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'Windows
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Systems
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CVE-2024-38245 - Kernel Streaming Service Driver Elevation of
Privilege Vulnerability

(top)
aximum ulnerabili
CVE ID Vulnerability Description Severity ty
. mpact
ating

ICVE Title: Kernel Streaming Service Driver Elevation of Privilege Vulnerability

Description:

[Unknown

IFAQ:

'Windows 11, version 24H2 is not generally available yet. Why are there updates for this

iversion of Windows listed in the Security Updates table?

[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2

installed. Customers with these devices need to know about any vulnerabilities that affect their

machine and to install the updates if they are not receiving automatic updates. Note that the general

lavailability date for Windows 11, version 24H2 is scheduled for later this year.
CVE-2024-
38245 lmportant levation of
MITRE IWhat privileges could be gained by an attacker who successfully exploited this vulnerability? P rivilege
NVD

|An attacker who successfully exploited this vulnerability could gain SYSTEM privileges.

IMitigations:

None

IWorkarounds:

None

IRevision:

1.0 2024-09-10T07:00:00

Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly Exploite

Software Release Software Release |Assessment IDisclosed P

[Exploitation More Likely [Not Found N/A No [No |

Affected Software

The following tables list the affected software details for the vulnerability.

ICVE-2024-38245

Product B Article Severity H]mpact Supersedence|CVSS Score Set gesta.r t

equired

. . Base: 7.8

'Windows . IElevatlon .

10 for 32- fj—(;:g)a(zg)z (Security Important|of INone I/Zrcr;g (r).ral. 6.8 Yes

it Systems ™ Privilege CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

'Windows IElevation Base: 7.8

10 for x64- ||5043083 (Security. Importantjof None Tempohralz 6.8 Ves

based Update) Privilece \Vector:

Systems g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

%ﬂ\l]i(r):ivsn 5043051 (Securit [Flevation ool 6.5

1607 for |- \SCCUtY. Important|jof None P S Yes

Bo-bit  [oedate) Privilege Vector:

Systems g ICVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
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CVE-2024-38246 - Win32k Elevation of Privilege Vulnerability

(top)

CVE ID

\Vulnerability Description

everity
ating mpact

E‘ammum ‘ ulnerability

IDescription:
[Unknown
IFAQ:

ICVE Title: Win32k Elevation of Privilege Vulnerability

IWindows 11, version 24H2 is not generally available yet. Why are there updates for this
version of Windows listed in the Security Updates table?

[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2
installed. Customers with these devices need to know about any vulnerabilities that affect their
imachine and to install the updates if they are not receiving automatic updates. Note that the general
lavailability date for Windows 11, version 24H2 is scheduled for later this year.

According to the CVSS metric, the attack complexity is high (AC:H). What does that mean
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Mitigations:
INone
Workarounds:
INone
IRevision:

[Information published.

1.0 2024-09-10T07:00:00

IWhat privileges could be gained by an attacker who successfully exploited this vulnerability?

|An attacker who successfully exploited this vulnerability could gain SYSTEM privileges.

e ulnerabili
CVE ID \Vulnerability Description Severity ty
. mpact
ating
CVE-2024- |for this vulnerability?
38246 o . . . . . levation of
Successful exploitation of this vulnerability requires an attacker to win a race condition. [Important g
ITRE rivilege
INVD

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older Denial of Service Exploitability |[Publicly . dl
5 [Exploite
Software Release oftware Release Assessment isclosed
Exploitation More Likely INot Found IN/A [No [No
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-38246
Product B Article Severity |[mpact |Supersedence|CVSS Score Set Resta.r t
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;Y)lr\lg(r):;/;n |Elevati0n Base: 7.0
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ICVE Title: Windows Graphics Component Elevation of Privilege Vulnerability
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Mitigations:
INone
Workarounds:
INone
IRevision:

Information published.

1.0 2024-09-10T07:00:00

|An attacker who successfully exploited this vulnerability could gain SYSTEM privileges.

. s Kaxu.num I;’ulnerability
CVE ID \Vulnerability Description Severity
. mpact
ating

IFAQ:

'Windows 11, version 24H2 is not generally available yet. Why are there updates for this

version of Windows listed in the Security Updates table?

[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2

iinstalled. Customers with these devices need to know about any vulnerabilities that affect their

imachine and to install the updates if they are not receiving automatic updates. Note that the general

lavailability date for Windows 11, version 24H2 is scheduled for later this year.
CVE-2024-
38247 llmportant levation of
MITRE IWhat privileges could be gained by an attacker who successfully exploited this vulnerability? rivilege
INVD

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly .
5 [Exploite
Software Release oftware Release Assessment isclosed
[Exploitation More Likely [Not Found N/A [No [No |
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-38247
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CVE-2024-38248 - Windows Storage Elevation of Privilege

Vulnerability

top)
Maximum ulnerabili
CVE ID \Vulnerability Description Severity ty
[Rati mpact
ating

IDescription:
Unknown
IFAQ:

CVE-2024- |for this vulnerability?
38248

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

[Information published.

ICVE Title: Windows Storage Elevation of Privilege Vulnerability

IWindows 11, version 24H2 is not generally available yet. Why are there updates for this
version of Windows listed in the Security Updates table?

[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2
installed. Customers with these devices need to know about any vulnerabilities that affect their

imachine and to install the updates if they are not receiving automatic updates. Note that the general
lavailability date for Windows 11, version 24H2 is scheduled for later this year.

|According to the CVSS metric, the attack complexity is high (AC:H). What does that mean

ITRE Successful exploitation of this vulnerability requires an attacker to win a race condition. [Important

IWhat privileges could be gained by an attacker who successfully exploited this vulnerability?

|An attacker who successfully exploited this vulnerability could gain SYSTEM privileges.

levation of
rivilege

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest | Exploitability Assessment for Older  |[Denial of Service Exploitability |Publicly Exploite dl
Software Release Software Release Assessment Disclosed P

Exploitation Less Likely INot Found IN/A INo [No
Affected Software
The following tables list the affected software details for the vulnerability.

ICVE-2024-38248

Product B Article Severity |Impact |Supersedence|CVSS Score Set Resta‘r t

IRequired

}Y)H\l/'(i:cr’:i/;n |Elevati0n Base: 7.0

21H2 for RUE300 (Security Important|jof [None Temp o'ral: 6.3 Yes
hobip  [Undate) Privilege vector:

Systems g ICVSS:3.1/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
'Windows

10 Version . Base: 7.0

21H2 for (5043064 (Security, levation Temporal: 6.3

IARM64-  |[Update) [mportant gfivile c None 'Vector: Yes
based g ICVSS:3.1/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38248
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38248
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38248
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38248
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043064
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043064
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043064
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043064

ICVE-2024-38248

Systems || | | |
;Y)lr\lg(r):;/;n |Elevation Base: 7.0
> 1H2 for 5043064 (Security, Importantjof None Temporal: 6.3 Ves
x64-based Lepdate) Privilege Vector:
Systems (CVSS:3.1/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
;Y)lr\lg(;:;lzn levation Base: 7.0
22H2 for 2043064 {Security, Important|jof INone Temporal: 6.3 Yes
32-bit Lpdate) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
'Windows
10 Version Elevation Base: 7.0
22H2 for ||5043064 (Security. N Temporal: 6.3
IARM64-  |[Update) [mportant Pt;ivile . None \Vector: Yes
based & ICVSS:3.1/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
;Y)lr\lg(r):;/;n |Elevation Base: 7.0
22H2 for R0 Security: Important|jof None Temporal: 6.3 IYes
x64-based Lepdate) Privilege Vector:
Systems (CVSS:3.1/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
'Windows
11 version levation Base: 7.0
21H2 for |[5043067 (Security Temporal: 6.3
IARM64-  |[Update) [mportant gfivil None 'Vector: [Yes
based cee CVSS:3.1/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I: H/A:H/E:P/RL:O/RC:C
Systems
}7\1’13:;35\;‘/05}1 [Elevation| Base: 7.0
21H2 for p043067 (Security Important|jof INone Temporal: 6.3 Yes
x64-based [LRdALe) Privilege vector:
Systems g ICVSS:3.1/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
'Windows
11 Version . Base: 7.0
22H2 for (5043076 (Security, levation Temporal: 6.3
ARM64-  |[Update) [mportant gt;i il None 'Vector: |Yes
based vilege CVSS:3.1/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
'Windows
. . Base: 7.0

11 Version . [Elevation| .
22H2 for UL [Recurity Important|jof None Tempo_ral. 6.3 Yes
x64-based Undate) Privilege Vector:
Systems ICVSS:3.1/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
'Windows
11 Version [Elevation Base: 7.0
23H2 for ||5043076 (Security. Temporal: 6.3
IARM64-  |[Update) fmportant Io’fivile e None \Vector: |Yes
based g ICVSS:3.1/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
}Xlllgi(r):ifn [Elevation| Base: 7.0
23H2 for RULIT6 (Securily Important|jof None Temporal: 6.3 Yes
x64-based Update) Privilege Vector:
Systems g ICVSS:3.1/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
'Windows
11 Version [Elevation Base: 7.0
24H2 for ||5043080 (Security. Temporal: 6.3
IARM64-  |[Update) [mportant gfi ilece None \Vector: Yes
based viieg ICVSS:3.1/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
}Yl%i(r):Sn levation Base: 7.0
24H2 for RULIOR0 (Security Important|jof None Temporal: 6.3 Yes
x64-based || LRdate) rivilege Vector:
Systems & ICVSS:3.1/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows | P242881 (Security [Elevaﬁon Base: 7.0.

Update) Temporal: 6.3
Server Important|of INone . Yes
2022 Sl Privil Vector:

SecurityHotpatchUpdate) viiege CVSS:3.1/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
'Windows
Server 5042881 (Security. levation Base: 7.0
2022 Update) mportantof None Temporal: 6.3 Ves
(Server  [5042880 P Pcivil Vector:
Core SecurityHotpatchUpdate) c8e CVSS:3.1/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I: H/A:H/E:P/RL:O/RC:C
installation)
'Windows



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043064
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043067
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043067
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043067
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043080
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043080
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043080
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043080
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880

ICVE-2024-38248

Server
2022, 23H2
Edition
(Server
Core
installation),

5043055 (Security.
Update)

Important|jof

IElevation

Privilege

INone

Base: 7.0

Temporal: 6.3

'Vector:
ICVSS:3.1/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Acknowledgements

ICVE ID
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CVE-2024-38248
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CVE-2024-38257 - Microsoft AllJoyn API Information Disclosure
Vulnerability

(top)

CVE ID

\Vulnerability Description

Maximum Severity
Rating

ulnerability
mpact

CVE-2024-
38257
ITRE
VD

=

Z

IDescription:
[Unknown
IFAQ:

IMitigations:
INone
Workarounds:
INone
IRevision:

1.0 2024-09-10T07:00:00

Information published.

ICVE Title: Microsoft AllJoyn API Information Disclosure Vulnerability

IWhat type of information could be disclosed by this vulnerability?

[The type of information that could be disclosed if an attacker successfully exploited
this vulnerability is uninitialized memory.

Tmportant [II;formatlon

isclosure

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly .
5 [Exploite

Software Release oftware Release Assessment isclosed

[Exploitation Less Likely [Not Found N/A [No [No |
Affected Software
The following tables list the affected software details for the vulnerability.

ICVE-2024-38257

Product IKB Article Severity IImpact Supersedence‘ ICVSS Score Set ﬁesta.r t

equired

;Y)u:/(::(r):i/;n Base: 7.5

1607 for 5043051 (Security. Tmportant IInformatlon None Tempo.ral: 6.5 Ves
32-bit Update) Disclosure 'Vector:

Systems CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
%lr\l/i(r):;/;n Base: 7.5

1607 for 5043051 (Security Important ﬂnforlmatlon None Tempo'ral: 6.5 Ves
<64-based Update) IDisclosure \Vector:

Systems CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
%H\l/i(;:;/;n Base: 7.5

1809 for 5043050 (Security Important Iln_forlmatlon None Tempo'ral: 6.5 Ves
30-bit Update), Disclosure \Vector:

Systems CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows

10 Version Base: 7.5



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043055
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043055
https://twitter.com/lm0963
https://twitter.com/tiangonglab
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38257
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38257
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38257
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38257
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050

CVE-2024-38257

1809 for  |15043050 (Security. [Information| Temporal: 6.5

IARM64-  |[Update) [mportant Disclosure None 'Vector: |Yes

based CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

Systems

'Windows Base: 7.5

%go\éet{zlron 5043050 (Security. Important IIn_formation None Temporal: 6.5 Ves

<64-based Update), Disclosure \Vector:

Systems CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

'Windows Base: 7.5

;(I)I_\I/;rfs(;?n 5043064 (Security, Important [Information Nonc Temporal: 6.5 Nes

30-bit Update), Disclosure \Vector:

Systems CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

'Windows

10 Version Base: 7.5

21H2 for ||5043064 (Security. IInformation| Temporal: 6.5

IARM64-  |[Update) [mportant Disclosure None 'Vector: |Yes

based CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

Systems

'Windows Base: 7.5

é(l)}\llgrfs;;)n 5043064 (Security. Important [Information| None Temporal: 6.5 Ves

<64-based Update), Disclosure \Vector:

Systems CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

'Windows Base: 7.5

;g}\ll';rfs;?n 5043064 (Security, [mportant [Information Nonc Temporal: 6.5 Nes

30-bit Update), Disclosure \Vector:

Systems CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

'Windows

10 Version Base: 7.5

22H2 for ||5043064 (Security. IInformation| Temporal: 6.5

IARM64-  |[Update) [mportant Disclosure None 'Vector: |Yes

based CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

Systems

'Windows Base: 7.5

é(z)}\llgrfs;;m 5043064 (Security. Important [Information| None Temporal: 6.5 Ves

<64-based Update), Disclosure \Vector:

Systems CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

'Windows

11 version Base: 7.5

21H2 for ||5043067 (Security. [Information Temporal: 6.5

IARM64-  |[Update) fmportant Disclosure None 'Vector: |Yes

based CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

Systems

'Windows Base: 7.5

;ggr;l)(;n 5043067 (Security Important [Information| None Temporal: 6.5 Ves

<64-based Update), Disclosure \Vector:

Systems CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

'Windows

11 Version Base: 7.5

22H2 for ||5043076 (Security [Information Temporal: 6.5

IARM64-  ([Update) [mportant Disclosure None \Vector: [Yes

based CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

Systems

'Windows Base: 7.5

) oTSION 15043076 (Security mportangnormation Temporal: 6.5 e

<64-based Update) Disclosure 'Vector:

Syste;s: CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

'Windows

11 Version Base: 7.5

23H2 for |[5043076 (Security. [Information Temporal: 6.5

IARM64-  ([Update) [mportant Disclosure None \Vector: [Yes

based CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

Systems

'Windows Base: 7.5

é;ggrfs(l)(r)n 5043076 (Security. Important nformation None Temporal: 6.5 Ves

<64-based Update) Disclosure \Vector:

Systems CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

'Windows Base: 7.5

Server 5043051 (Security, [mportant [Information None Temporal: 6.5 Vos

016 Update) P Disclosure 'Vector:
CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

'Windows

Server

Base: 7.5
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ICVE-2024-38257
2016 5043051 (Security. [Information Temporal: 6.5
(Server Update) [mportant Disclosure None \Vector: [ves
Core CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
installation)
Windows Base: 7.5
5043050 (Security [Information| Temporal: 6.5
Server Important)[ . ) INone . IYes
2019 Update) IDisclosure \Vector:
CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
Windows
Server Base: 7.5
2019 5043050 (Security IInformation| Temporal: 6.5
(Server Update), [mportant Disclosure None \Vector: [Yes
Core CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
installation)
. 5042881 (Security |I Base: 7.5
;decr)ws Update) [mportant nformationN N Temporal: 6.5 v
o2 5042880 POrtaNinisclosure |01 Vector: s
SecurityHotpatchUpdate) CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows
Server 5042881 (Security Base: 7.5
2022 Update) [Information Temporal: 6.5
(Server 5042880 [mportant Disclosure None \Vector: [Yes
Core (SecurityHotpatchUpdate) CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
installation),
Windows
Server X
2022, 23H2 . . Base: 7.5
- 5043055 (Security, [Information Temporal: 6.5
Edition d Important|[ . 1 INone . IYes
(Server Update), Disclosure \Vector:
Corc CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
installation),
Acknowledgements
ICVE ID |Acknowledgements

CVE-2024-38257

Cisco Talos

CVE-2024-38258 - Windows Remote Desktop Licensing Service
Information Disclosure Vulnerability

(top)

CVE ID

\Vulnerability Description

Maximum Severity
IRating

ulnerability
mpact

CVE-2024-
38258

Vulnerability
IDescription:
[Unknown
IFAQ:

Mitigations:
INone
Workarounds:
INone
IRevision:

Information published.

1.0 2024-09-10T07:00:00

ICVE Title: Windows Remote Desktop Licensing Service Information Disclosure

IWhat type of information could be disclosed by this vulnerability?

[The type of information that could be disclosed if an attacker successfully exploited
this vulnerability is sensitive information.

H;lformation

Important .
isclosure

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older |[Denial of Service Exploitability |[Publicly E .

. xploited
Software Release oftware Release Assessment isclosed
Exploitation Less Likely INot Found IN/A [No [No



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043055
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043055
https://www.talosintelligence.com/vulnerability_reports
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38258
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38258
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38258
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38258

Affected Software

The following tables list the affected software details for the vulnerability.

ICVE-2024-38258
Product |KB Article Severity |lmpact Supersedence|CVSS Score Set esta.r t
equired|
'Windows
Server .
2008 for (5043135 (Monthly, ltormation ¥:§f§§:1~ <
32-bit Rollup) Important]] .. INone T Yes
P p .
System 5043087 (Security Only) Disclosure \Vector:
B ty Omy) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
32-bit Base: 6.5
Systems ﬂ)éhﬁ(Mo_nthly_ [ IInformation| N Temporal: 5.7 Iy,
Service Rollup) . mportant Disclosure || 0" \Vector: e
5043087 (Security Only) )
Pack 2 CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
(Server
Core
installation)
'Windows
Server .
2008 for  |[5043135 (Monthly hnormation E:ifi:l .
x64-based |[Rollup) Important)[ . INone P T Yes
System 5043087 (Security Only) Disclosure \Vector:
Szivj.’c: R0430s 7 (Security Only) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
)8(64—based 5043135 (Monthly ) Base: 6.5 .
ystems Rollun) [ ot tIInformatlon N Temporal: 5.7 v,
Service Rollup) . mportantin:s losure | 0" \Vector: es
5043087 (Security Only) ;
Pack 2 CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
(Server
Core
installation)
'Windows
Server
2008 R2 Base: 6.5
for x64- 2043129 (Monthly IInformation| Temporal: 5.7
Rollup) Important|| . None . Yes
based 5043092 (Security Only) Disclosure \Vector:
Systems |t {Security Only) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
Service
Pack 1
'Windows
Server
2008 R2
for x64- .
based FURLLZ9 (Munthly [Information 1_?:;:3 .o6r.:1' 5.7
Systems  |Rollup) Important|[ . INone P T Yes
P
Service 5043092 (Security Only) Disclosure Vector:
Pack 1 Yomy) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
(Server
Core
installation)
Windows Base: 6.5
Server 5043125 (Monthly [mportant IInformation None Temporal: 5.7 Ves
2012 ollup) P Disclosure \Vector:
CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows
Server Base: 6.5
2012 5043125 (Monthly IInformation| Temporal: 5.7
(Server Rollup) [mportant Disclosure None \Vector: [Yes
Core CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
installation)
Windows Base: 6.5
5043138 (Monthly [Information| Temporal: 5.7
Scrver Rollup) [mportant Disclosure None \Vector: |Yes
2012 R2 = :
CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows
Server Base: 6.5
2012 R2  ||5043138 (Monthly [Information Temporal: 5.7
(Server Rollup) [mportant Disclosure None \Vector: [Yes
Core CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
installation)



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043129
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043129
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043092
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043129
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043129
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043092
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043125
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043125
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043125
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043125
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043138
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043138
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043138
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043138

ICVE-2024-38258
Windows I[ Base: 6.5
5043051 (Security. nformation| Temporal: 5.7
Server Important)[ . 1 INone ) IYes
016 Update), Disclosure \Vector:
CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows
Server Base: 6.5
2016 5043051 (Security. [Information Temporal: 5.7
(Server Update), [mportant Disclosure None \Vector: |Yes
Core CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
installation),
Windows Base: 6.5
S 5043050 (Security, [Information Temporal: 5.7
erver Important)[ . INone . IYes
5019 Update) IDisclosure 'Vector:
CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows
Server Base: 6.5
2019 5043050 (Security, IInformation Temporal: 5.7
(Server Update) [mportant Disclosure None \Vector: |Yes
Core CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
installation)
. 5042881 (Security. Base: 6.5
;ZR%?WS Update), [mportant [Information None Temporal: 5.7 Ves
022 5042880 P Disclosure \Vector:
SecurityHotpatchUpdate) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows
Server 5042881 (Security. Base: 6.5
2022 Update) IInformation| Temporal: 5.7
(Server 5042880 [mportant Disclosure None \Vector: [Yes
Core SecurityHotpatchUpdate) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
installation)
'Windows
Server .
2022, 23H2 . . Base: 6.5
o 5043055 (Security [Information| Temporal: 5.7
Edition Important)[ . 1 INone . IYes
(Server Update) IDisclosure \Vector:
Core CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C
installation),
Acknowledgements
ICVE ID Acknowledgements
Chunyang Han
Chunyang Han
CVE-2024-38258
Zhiniang Peng

CVE-2024-38259 - Microsoft Management Console Remote Code
Execution Vulnerability

top)
Maximum -
CVE ID \Vulnerability Description Severity Vulnerability
q Impact
IRating

ICVE Title: Microsoft Management Console Remote Code Execution Vulnerability
IDescription:

[Unknown

IFAQ:

Windows 11, version 24H2 is not generally available yet. Why are there updates for this
version of Windows listed in the Security Updates table?

[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2
installed. Customers with these devices need to know about any vulnerabilities that affect their
machine and to install the updates if they are not receiving automatic updates. Note that the
lgeneral availability date for Windows 11, version 24H2 is scheduled for later this year.

|According to the CVSS metric, user interaction is required (UI:R). What interaction would
the user have to do?



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043051
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043055
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043055
https://twitter.com/Ver0759
https://twitter.com/Ver0759
https://twitter.com/edwardzpeng

Maximum 'Vulnerability

designed to exploit the vulnerability.

land then convince them to open the specially crafted file.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

Information published.

* In a web-based attack scenario, an attacker could host a website (or leverage a compromised
website that accepts or hosts user-provided content) containing a specially crafted file

|An attacker would have no way to force users to visit the website. Instead, an attacker would have
to convince users to click a link, typically by way of an enticement in an email or instant message,

CVE ID Vulnerability Description Severity s
IRating P

CVE-2024- [Exploitation of the vulnerability requires that a user open a specially crafted file.

38259 ¢ In an email attack scenario, an attacker could exploit the vulnerability by sending the Important Remotc? Code

IE]A\II]];)RE specially crafted file to the user and convincing the user to open the file. Execution

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly Exploited

Software Release oftware Release Assessment isclosed P

Exploitation Less Likely INot Found N/A [No [No

Affected Software

The following tables list the affected software details for the vulnerability.

[CVE-2024-38259

Product IKB Article Severity Hlmpact Supersedence|[CVSS Score Set Resta‘r t
IRequired

'Windows

11 version emote Base: 8.8

21H2 for ||5043067 (Security. Temporal: 7.7

IARM64-  ([Update) [mportant og: tion [None IVector: Yes

lbased xeed ICVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

Systems

Windows .

I version lls043067 (Securi Remote B uat: 7.7

21H2 for m Seeurity Important|Code None IV tp(r)' U Yes

x64-based [~ [Execution| eetor:

Systems CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

'Windows

11 Version Remote Base: 8.8

22H2 for ||5043076 (Security. Temporal: 7.7

ARM64-  |[Update) Important COS: o INone Vector: 'Yes

based xeeu ICVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

Systems

'Windows .

11 Version 543076 (Securi Remote B oval: 7.7

22H2 for m Seeurity Important|Code None Ve tpo. o Yes

x64-based [[~PAAE) [Execution| ce or.. : . . ba. e N . .

Systems CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:-H/A:H/E:U/RL:O/RC:C

Windows

11 Version Remote Base: 8.8

23H2 for ||5043076 (Security. Temporal: 7.7

ARM64-  [Update) [mportant C;Sfution [None Vector: Yes

based ICVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

Systems

'Windows .

11 Version [l 13076 (Securit Remote [E:rie fr:l 7.7

23H2 for UpdTe) Scecutty Important|Code INone Vectgr' " 'Yes

’S‘_f/:t':rf:d o Xecution CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

'Windows

11 Version Remote Base: 8.8

24H2 for |[5043080 (Security Temporal: 7.7

ARM64-  [Update) Important C)c:de o None Vector: 'Yes

based [Executio CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S: U/C:H/I:H/A:H/E:U/RL:O/RC:C



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38259
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38259
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38259
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38259
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043067
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043067
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043067
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043067
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043080
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043080

ICVE-2024-38259

Systems _| | | | | |
}Xlllr\lfi(r):;ﬁn Remote [Base: 8.8

24H2 for £043080 (Security Important|Code INone [Temporal: 7.7 'Yes
x64-based Lipdate) xecution| [Vector:

Systems |E CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:-H/A:H/E:U/RL:O/RC:C

. 5042881 (Security Base: 8.8

Windows Update) emote Temporal: 7.7

Server Important/Code INone . 'Yes
2022 S0 xecution| [Vector:

SecurityHotpatchUpdate ICVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

'Windows E

Server 5042881 (Security. Remote ase: 8.8

2022 Update) Temporal: 7.7

(Server  |[5042880 [mportant [g)‘(’gfu o None Vector: Yes
Core SecurityHotpatchUpdate) ICVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)

'Windows

Server

Base: 8.8

2022, 23H2 . IRemote .

Edition 2043033 {Security, Important|Code INone Ternpo.ral. 77 'Yes
(Server Update) [Execution| [Vector:

Core CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:-H/A:H/E:U/RL:O/RC:C
installation)
Acknowledgements

ICVE ID |Acknowledgements

Anonymous

CVE-2024-38259

CVE-2024-38260 - Windows Remote Desktop Licensing Service
Remote Code Execution Vulnerability

top)

CVE ID

Vulnerability Description

Maximum Severity
IRating

ulnerability
mpact

CVE-2024-
38260

\Vulnerability
IDescription:
Unknown
IFAQ:

Mitigations:
INone
Workarounds:
INone
IRevision:

Information published.

ICVE Title: Windows Remote Desktop Licensing Service Remote Code Execution

IAccording to the CVSS metric, privileges required is low (PR:L). What does that
mean for this vulnerability?

IAny authenticated attacker could trigger this vulnerability. It does not require admin
lor other elevated privileges.

1.0 2024-09-10T07:00:00

IRemote Code

[mportant [Execution

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older  |[Denial of Service Exploitability |[Publicly E q

3 xploite
Software Release oftware Release Assessment isclosed
[Exploitation Less Likely [Not Found [N/A [No [No |

Affected Software



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043080
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043080
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043055
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043055
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38260
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38260
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38260
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38260

The following tables list the affected software details for the vulnerability.

ICVE-2024-38260
Product IKB Article Severity IImpact Supersedence|[CVSS Score Set Resta‘r t
IRequired|

'Windows
Server
?gff;f 5043129 (Monthly, Remote “?:Ef(i; 15
based Rollup) Important|Code INone Vectgr' T 'Yes
Systems  |PA3092 (Security Only) Execution CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/LH/A:H/E:U/RL-:O/RC:C
Service
Pack 1
'Windows
Server
2008 R2
for x64- Base: 8.8
based 5043129 (Monthly Remote Tem .or.al' 77
Systems  |Rollup) Important/|Code INone v P T Yes
Service 5043092 (Security Only), [Execution| ector:
Pack 1 ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation),

. Base: 8.8
'Windows Remote .
Server 5—(2313111132)5 (Monthly Important/|Code INone "\l‘/zr;ggral. 77 'Yes
2012 B xecution CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:H/:H/A:H/E:U/RL:O/RC:C
'Windows
Server Remote ase: 8.8
(zgelr%/er 5—(2:1‘13: 2)5 (Monthly ImportantCode INone ;f/zgggral: 77 'Yes

Rollup) xecution ; . . . N/ I /R . .
Core ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
Windows 513138 (Monthly emote ?:Sfpi‘fl 7.7
Server W - Important|Code INone Vector: " 'Yes
012R2  |Rollup) xecution '
ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

'Windows
Server emote Base: 8.8
2012 R2  |[5043138 (Monthly [mportant Code None Temporal: 7.7 Ves
(Server Rollup) P <eoution IVector:
Core ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)

. ase: 8.8
'Windows . Remote .
Server fj—(::?a(t)ef)l (Security, Important/Code INone F{:&g ;).ral‘ 77 'Yes
2016 - [Fxecution CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I: H/A:H/E:U/RL:O/RC:C
'Windows
Server emote Base: 8.8
(delfver fj—(ﬁl?’a(z:)l (Security Important|Code ) INone "\F/Zr;g;):ralz 77 'Yes
Core xecutiory CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
Windows 5043050 (Security emote I}Tﬁf fr:l 7.7
Server Update) . Important|Code INone Vectgr' " 'Yes
2019 T xecution CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:H/:H/A:H/E:U/RL:O/RC:C
'Windows
Server Remote ase: 8.8
(zgelrgver %—04;32‘(22)0 (Security, Important|Code INone ;f/zgggral: 77 'Yes

r=pdate) xecution ; . . . N/ I /R . .

Core ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
s (O i .
Server 5—0 42880 Important|Code INone Vector: T 'Yes
2022 SecurityHotpatchUpdate) xecution CVSS:3.1/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server 5042881 (Security emote Base: 8.8
2022 Update) [mportant Code None Temporal: 7.7 Ves
(Server 5042880 P <eoution IVector:
Core SecurityHotpatchUpdate) ICVSS:3.1/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
'Windows
Server ase: 8.8
2022, 23H2 . Remote o
Edition %(m Important/|Code INone 3:32 gral. 77 'Yes
(Cssger o [Execution CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
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CVE-2024-38263 - Windows Remote Desktop Licensing Service
Remote Code Execution Vulnerability

(top)
CVE ID \Vulnerability Description g[anmum sty |hEEiily
aj Impact
ICVE Title: Windows Remote Desktop Licensing Service Remote Code Execution
Vulnerability
IDescription:
[Unknown
IFAQ:
|According to the CVSS metric, privileges required is low (PR:L). What does that
imean for this vulnerability?
IAny authenticated attacker could trigger this vulnerability. It does not require admin
lor other elevated privileges.
(VE-2024- IAccording to the CVSS metric, the attack complexity is high (AC:H). What does
28203 that mean for this vulnerability? lImportant Remote Code
MITRE at mean fo s vulnerability? porta [Execution
INVD

Successful exploitation of this vulnerability requires an attacker to win a race
condition.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest |[Exploitability Assessment for Older |[Denial of Service Exploitability |[Publicly Exploited
Software Release Software Release Assessment IDisclosed P
Exploitation Less Likely INot Found IN/A INo [No

Affected Software

The following tables list the affected software details for the vulnerability.

[CVE-2024-38263

Product IKB Article Severity Ilmpact Supersedence[CVSS Score Set Resta.r t
IRequired

'Windows

Server Base: 7.5

2008 for  |15043135 (Monthly Remote Tem ‘or.al' 6.5

32-bit Rollup) Important|Code INone P T IYes

Systems (5043087 (Security Only) [Execution| [Vector:

Szrvice - CVSS:3.1/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

Pack 2

'Windows

Server



https://twitter.com/ver0759
https://twitter.com/edwardzpeng
https://twitter.com/lewislee53
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38263
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38263
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ICVE-2024-38263

2008 for \B
gz'slt’:ms 5043135 (Monthly, Remote T:;ez;jl, 65
yste Rollup) ImportantCode INone P L IYes
Service 15043087 (Security Only) Execution |Vector:
Pack2 | RCCUI ) CVSS:3.1/AV:N/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation)
'Windows
Server Base: 7.5
2008 for  ||5043135 (Monthly Remote Tem Aor.al' 6.5
x64-based |Rollup) Important/Code INone P L IYes
Systems (5043087 (Security Only) [Execution| [Vector:
Serice - ICVSS:3.1/AV:N/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
’S‘G‘S‘;:;S:d 5043135 (Monthly Remote “;’;f;:l 65
yste Rollup) Important/Code (None P T IYes
Service 15043087 (Security Only) [Execution [Vector:
Pack2 | RCCUI ) CVSS:3.1/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation)
'Windows
Server
2008 R21l5043129 (Monthly, Remote Base: 7.5
for x64- Temporal: 6.5
Rollup) Important|Code INone . IYes
based 5043092 (Security Only) [Execution| [Vector:
Systems [~ — ICVSS:3.1/AV:N/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Service
Pack 1
'Windows
Server
2008 R2
for x64- Base: 7.5
based 5043129 (Monthly Remote Tem .or.al‘ 65
Systems  |Rollup) Important/|Code INone v P T IYes
Service 5043092 (Security Only) [Execution ector:
Pack 1 - CVSS:3.1/AV:N/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation),
. Base: 7.5
;de"ws 5043125 (Monthly Remote Temporal: 6.5
erver ollup) Important/Code ) (None Vector: IYes
2012 xecution CVSS:3.1/AV:N/AC:H/PR:L/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server Remote ase: 7.5
2012 5043125 (Monthly Important|Code None Ternpo.ral: 6.5 Yes
(Server Rollup) <coution IVector:
Core ICVSS:3.1/AV:N/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
'Windows emote Base: 7.5
5043138 (Monthly Temporal: 6.5
Server Important|Code INone . IYes
2012 R2 Rollup) xecution [Vector:
ICVSS:3.1/AV:N/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C|
'Windows
Server emote Base: 7.5
2012 R2  |[5043138 (Monthly Important|Code None Tempo'ral: 6.5 Yes
(Server Rollup) <coution IVector:
Core CVSS:3.1/AV:N/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
'Windows IRemote ase: 7.3
Server p043051 (Security Important/|Code INone Tempo.ralz 6.5 [Yes
2016 Undate) [Execution |Vector:
ICVSS:3.1/AV:N/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server Remote Base: 7.5
2016 5043051 (Security. Important|Code None Tempo.ralz 6.5 Ves
(Server Update) <ecution! IVector:
Core ICVSS:3.1/AV:N/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
. Base: 7.5
'Windows . emote .
Server L Important/Code (None Tempo,ral' 6.3 IYes
Update) . Vector:
2019 E— xecution|

ICVSS:3.1/AV:N/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C|

'Windows
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CVE-2024-38263
Server emote Base: 7.5
2019 5043050 (Security Important|Code None Tempo.ral: 6.5 Yes
(Server Update), ecution [Vector:
Core CVSS:3.1/AV:N/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
. 5042881 (Security Base: 7.5
Windows Update) Remote Temporal: 6.5
Server Important/Code None . IYes
2022 5—0428&) xecution| [Vector:
ecurityHotpatchUpdate :3. : : : :N/S:U/C:H/I: :H/E: : :
S H hUpdate) ICVSS:3.1/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server 5042881 (Security Remote ase: 7.5
2022 Update) Temporal: 6.5
(Server 5042880 [mportant lgg:su tionl None IVector: |Yes
Core (SecurityHotpatchUpdate) CVSS:3.1/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
'Windows
Server
Base: 7.5
2022, 23H2 . Remote .
Edition %(Secumy_ Important/Code None zzr;gﬁral. 6.3 IYes
(Cs(frre"er o [Fxecution CVSS:3.1/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
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CVE-2024-21416 - Windows TCP/IP Remote Code Execution
Vulnerability

(top)

CVE ID

IVulnerability Description

Maximum
Severity

L\’ulnerability
IRating

mpact

CVE-2024-
21416

IDescription:
[Unknown
IFAQ:

for this vulnerability?

Mitigations:
INone
Workarounds:

ICVE Title: Windows TCP/IP Remote Code Execution Vulnerability

IWindows 11, version 24H2 is not generally available yet. Why are there updates for this
version of Windows listed in the Security Updates table?

The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2
installed. Customers with these devices need to know about any vulnerabilities that affect their
imachine and to install the updates if they are not receiving automatic updates. Note that the
lgeneral availability date for Windows 11, version 24H2 is scheduled for later this year.

|According to the CVSS metric, the attack complexity is high (AC:H). What does that mean

Successful exploitation of this vulnerability requires an attacker to have a deep understanding of
the system and the ability to manipulate its components to trigger a specific condition. Successful
lexploitation is not guaranteed and depends on a combination of factors that may include the
lenvironment, system configuration, and the presence of additional security measures.

IHow could an attacker exploit this vulnerability?

IAn attacker must send a specially crafted request to a Windows machine that has NetNAT service
configured, which is a non-default configuration. In addition, specific network conditions must
lexist for exploitation to succeed.

Eemote Code

[mportant xecution
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R ulnerabili
CVE ID \Vulnerability Description Severity ty
. mpact
IRating

INone
IRevision:

Information published.

1.0 2024-09-10T07:00:00

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly . d|
. [Exploite

Software Release oftware Release |Assessment isclosed

Exploitation Less Likely INot Found IN/A [No [No
Affected Software
The following tables list the affected software details for the vulnerability.

ICVE-2024-21416

Product B Article Severity Impact |Supersedence|CVSS Score Set esta.r t

equired|

;Y)u:/i(r):ilzn IRemote }Base: 8.1

1809 for p043050 (Security ImportantCode INone (Temporal: 7.1 Yes
32-bit Update) [Execution| [Vector:

Systems ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows

10 Version Remote Base: 8.1

1809 for  |[5043050 (Security. Temporal: 7.1

ARM64-  |[Update) [mportant C;S:ution [None [Vector: Yes
based ICVSS:3.1/AV:N/AC:H/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems

;Y)H\lg(r):i/;n IRemote IBase: 8.1

1809 for 5043050 (Seeurity Important|Code INone Tempo.ralz 7.1 Yes
x64-based Update) xecution| [Vector:

Systems ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows

. Base: 8.1

10 Version . IRemote .

21H2 for 2043064 (Sccurity, Important|Code INone Ternpo.ral. 7.1 Yes
32-bit Update) [Execution| [Vector:

Systems ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows

10 Version Remote Base: 8.1

21H2 for |[5043064 (Security. Temporal: 7.1

ARM64-  |[Update) [mportant C;S:ution [None [Vector: Yes
based ICVSS:3.1/AV:N/AC:H/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems

;Y)H\lg(r):i/;n Remote IBase: 8.1

21H2 for RO Security Important/Code INone [femporal: 7.1 Yes
x64-based Update) xecution| [Vector:

Systems ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows

. Base: 8.1

10 Version . IRemote .

22H2 for 2043064 (Security, Important|Code INone Ternpo.ral. 7.1 Yes
32-bit Update) [Execution| [Vector:

Systems ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows

10 Version Remote Base: 8.1

22H2 for ||5043064 (Security. Temporal: 7.1

ARM64-  |[Update) [mportant C;S:ution [None [Vector: Yes
based ICVSS:3.1/AV:N/AC:H/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems

;Y)H\lg(r):i/;n Remote IBase: 8.1

22H2 for RO Security Important|Code INone Tempo.ralz 7.1 Yes
x64-based Update) xecution| [Vector:

Systems ICVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows

11 version Remote Base: 8.1

21H2 for |[5043067 (Security Temporal: 7.1

ARMG64-  [Update) Important|Code None Vector: 'Yes

based

|Execution

ICVSS:3.1/AV:N/AC:H/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
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CVE ID

Vulnerability Description

Severity ulnerability

IMaximum h,
IRating mpact

CVE-2024-

ICVE Title: Windows TCP/IP Remote Code Execution Vulnerability
IDescription:

Unknown

IFAQ:

IWindows 11, version 24H2 is not generally available yet. Why are there updates for this
iversion of Windows listed in the Security Updates table?

[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2
linstalled. Customers with these devices need to know about any vulnerabilities that affect their
imachine and to install the updates if they are not receiving automatic updates. Note that the
lgeneral availability date for Windows 11, version 24H2 is scheduled for later this year.

|According to the CVSS metric, the attack complexity is high (AC:H). What does that mean
ffor this vulnerability?

Successful exploitation of this vulnerability requires an attacker to have a deep understanding of
the system and the ability to manipulate its components to trigger a specific condition. Successful

NVD

Mitigations:
INone
Workarounds:
INone
IRevision:

Information published.

1.0 2024-09-10T07:00:00

38045 lexploitation is not guaranteed and depends on a combination of factors that may include the
MITRE lenvironment, system configuration, and the presence of additional security measures.

IHow could an attacker exploit this vulnerability?

IAn attacker must send a specially crafted request to a Windows machine that has NetNAT service
configured, which is a non-default configuration. In addition, specific network conditions must
lexist for exploitation to succeed.

gemote Code

fmportant xecution

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older [Denial of Service Exploitability |[Publicly .

. [Exploited
Software Release oftware Release |Assessment isclosed
[Exploitation Less Likely Not Found IN/A [No [No
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-38045
Product IKB Article Severity H]mpact Supersedence|[CVSS Score Set Iﬁesta.r t

equired|
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CVE-2024-38119 - Windows Network Address Translation (NAT)
Remote Code Execution Vulnerability
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Workarounds:
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IRevision:

Information published.

ICVE Title: Windows Network Address Translation (NAT) Remote Code Execution Vulnerability

'Windows 11, version 24H2 is not generally available yet. Why are there updates for this
iversion of Windows listed in the Security Updates table?

[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2
installed. Customers with these devices need to know about any vulnerabilities that affect their
machine and to install the updates if they are not receiving automatic updates. Note that the
lgeneral availability date for Windows 11, version 24H2 is scheduled for later this year.

According to the CVSS metric, the attack complexity is high (AC:H). What does that mean

Successful exploitation of this vulnerability requires an attacker to win a race condition.

IAccording to the CVSS metric, the attack vector is adjacent (AV:A). What does that mean

Successful exploitation of this vulnerability requires that an attacker will need to first gain access
to the restricted network before running an attack.
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Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.
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based B ' Execution CVSS:3.1/AV:A/AC:H/PR:N/UL:N/S: U/C:H/I: H/A:H/E:U/RL:O/RC:C
Systems
}Ylsgss‘iv(fn Remote Base: 7.5
21H2 for %—0?267 (Security Critical |[Code [None "\l‘/erripo.ralz 6.5 Yes
x64-based Update) [Execution| ector:
Systoms CVSS:3.1/AV:A/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
éif\llzerfsé(rm 5043076 (Security Remote ?:rie o7r:1 6.5
IARM64- UpdTe) - Critical |[Code [None Vectgr' T Yes
based o Execution (CV'SS:3.1/AV:A/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows
. Base: 7.5
11 Version . [Remote .
22H2 for %—0?27)6 (Security, Critical ||Code [None genipo.ral. 6.5 Yes
x64-based r-pdate) [Execution| ector:
Systoms CVSS:3.1/AV:A/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
g}\llgrfsé(rm 5043076 (Security, Remote ?:I’S:p;;l 6.5
IARM64- UpdTe) - Critical |[Code [None Vector: T Yes
based I Execution CVSS:3.1/AV:A/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
}YI%(;(T):;/;II IRemote Base: 7.5
23H2 for %—0?27)6 (Security, Critical |[Code [None genipo'ral: 6.5 Yes
x64-based [[~P42E) [Execution ce or.. . . . Q. e N . .
Systoms CVSS:3.1/AV:A/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
;P\Srfs;?n 5043080 (Securit Remote ?:rsne o7r51 6.5
ARM64- W Y Critical |[Code [None Vectg - o Yes
based T Execution CVSS:3.1/AV:A/AC:H/PR:N/UL:N/S:U/C: H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows
X Base: 7.5
11 Version . Remote .
24H2 for %—0??8)0 (Security, Critical ||Code [None I}enipo.ral, 6.5 Yes
x64-based [[~PAAE) [Execution ce or-. . . . Q. e N . .
Systoms CVSS:3.1/AV:A/AC:H/PR:N/UL:N/S: U/C:H/I: H/A:H/E:U/RL:O/RC:C
. Base: 7.5
Windows lls43051 (Security .. |[Remote Temporal: 6.5
Server Update) Critical ||Code ) one Vector: Yes
2016 Executio CVSS:3.1/AV:A/AC:H/PR:N/ULN/S:U/C:H/:H/A:H/E:U/RL:O/RC:C
'Windows
o6, lsoa30s1 (Security Remote ?:;fp;zfl 6.5
(Server UlmiTe) g Critical |[Code None Vector: T Yes
Core T Execution CVSS:3.1/AV:A/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
X Base: 7.5
Windows l543050 (Security .. |[Remote Temporal: 6.5
Server Update) Critical |[Code [None Vector: Yes
2019 r-pdate) [Execution| )
CVSS:3.1/AV:A/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
gg?;er 5043050 (Security Remote ?:rsrfp;:l 6.5
(Server M = Critical |[Code None Vector: o Yes
Core T Execution CVSS:3.1/AV:A/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
. 5042881 (Security Base: 7.5
'Windows [Remote .
Server gg_fg?o Critical ||Code one {/Zr;g (r).ral. 6.3 Yes
2022 SecurityHotpatchUpdate) Execution CVSS:3.1/AV:A/AC:H/PR:N/ULN/S:U/C: H/:H/A:H/E:U/RL:O/RC:C
'Windows
Server 5042881 (Security Remote Base: 7.5
(dezrzver ;—J(f—gg;)o Critical [Code  [None {,Z“;gfhral: 65 Yes
Core (SecurityHotpatchUpdate) Execution CVSS:3.1/AV:A/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)

'Windows
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ICVE-2024-38119
Server
Base: 7.5
2022, 23H2 . [Remote .
Edition  |Pe23033 (Security Critical |Code  [None Temporal: 6.5 Yes
(Server Update) [Execution| |Vector:
Corc ICVSS:3.1/AV:A/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
Acknowledgements
CVE ID IAcknowledgements
Wei in Kunlun Lab with Cyber KunLun
CVE-2024-38119
CVE-2024-43454 - Windows Remote Desktop Licensing Service
L3 o
Remote Code Execution Vulnerability
(top)
- s Maximum 'Vulnerability
CVE ID \Vulnerability Description Severity Rating |[Impact
ICVE Title: Windows Remote Desktop Licensing Service Remote Code Execution
\Vulnerability
IDescription:
[Unknown
IFAQ:
|According to the CVSS metric, successful exploitation of this vulnerability could lead to
some loss of availability (A:L) and a total loss of Integrity (I:H). What does that mean
for this vulnerability?
Successful exploitation of this vulnerability enables an attacker to perform arbitrary file
deletion (I:H). That file deletion might result in partial loss of component availability. (A:L).
CVE-2024-
43454 lAccording to the CVSS metric, privileges required is low (PR:L). What does that mean [mportant IRemote Code
MITRE for this vulnerability? P Execution
INVD
IAny authenticated attacker could trigger this vulnerability. It does not require admin or other
elevated privileges.
Mitigations:
INone
Workarounds:
INone
IRevision:
1.0 2024-09-10T07:00:00
Information published.
Exploitability Index
The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.
[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly Exploite
Software Release Software Release Assessment IDisclosed P
[Exploitation Less Likely INot Found N/A No [No |
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-43454
IK . . II Restart
Product B Article Severity |Impact |SupersedenceCVSS Score Set Requi
equired|
Windows
Server Base: 7.1
2008 for  ||5043135 (Monthly Remote Tem .or-al' 6.2
32-bit Rollup) Important|Code INone v P o 'Yes
Systems (5043087 (Security Only) [Execution| ector:
Serice - ICVSS:3.1/AV:N/AC:L/PR:L/UIL:N/S:U/C:N/I:H/A:L/E:U/RL:O/RC:C
Pack 2
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ICVE-2024-43454

IExecution

'Windows
Server
2008 for
oot 5043135 (Monthly Remote pase Tl
Szrvice [Rollup) Important|Code INone Vectgr' T 'Yes
Pack2  |PA3087 (Security Only) [Fxecution CVSS:3.1/AV:N/AC:L/PR-L/ULN/S:U/C:N/I:H/A:L/E:U/RL:O/RC:C
(Server
Core
installation)
'Windows
Server Base: 7.1
2008 for  ||5043135 (Monthly Remote Tem .or'al' 6.2
x64-based |Rollup) Important|Code INone P T 'Yes
Systems  |[5043087 (Security Only) [Execution| [Vector:
Serice ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:H/A:L/E:U/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
xoa-based 15043135 (Monthly Remote pase 71
Serice Rollup) Important|Code INone Vec tgr' o 'Yes
Pack2  |PUA3087(Security Only) [Execution CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:H/A:L/E:U/RL:O/RC:C
(Server
Core
installation),
'Windows
Server
%008 R2 5043129 (Monthly, Remote Base: 7.1 .
or x64- I " Cod N Temporal: 6.2 v
based %311519)_2 . Ol mportantlEo e one Vector: es
Systems P 43092 (Security Only) xecution CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:H/A:L/E:U/RL:O/RC:C
Service
Pack 1
'Windows
Server
2008 R2
for x64- Base: 7.1
lbased 5043129 (Monthly Remote Tem .or.al‘ 6.2
Systems  |Rollup) Important/|Code INone P T 'Yes
Service 5043092 (Security Only) [Execution |Vector:
Pack | - ICVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:L/E:U/RL:O/RC:C
(Server
Core
installation)
. Base: 7.1
Windows 5043125 (Monthly Remote Temporal: 6.2
Server Important/Code INone . 'Yes
2012 Rollup) xecution| [Vector:
IE ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:H/A:L/E:U/RL:O/RC:C
'Windows
Server emote Base: 7.1
(zge}rzver 575%13111132)5 (Monthly Important|Code ) INone "\l“/zr;gﬁral: 6.2 'Yes
Core xecutiory CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:H/A:L/E:U/RL:O/RC:C
installation)
. Base: 7.1
Windows - ls043138 (Monthly emote Temporal: 6.2
Server ImportantCode INone . Yes
2012 R2 ollup) xecution [Vector:
ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:H/A:L/E:U/RL:O/RC:C
'Windows
Server Remote Base: 7.1
2012 R2  |[5043138 (Monthly Important|Code None Tempo'ral: 6.2 Ves
(Server Rollup) <coution IVector:
Core ’E ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:H/A:L/E:U/RL:O/RC:C
installation)
. Base: 7.1
Windows 5043051 (Security. emote [Temporal: 6.2
Server Important/|Code INone . 'Yes
2016 Undate) xecution |Vector:
ICVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:L/E:U/RL:O/RC:C
'Windows
Server emote Base: 7.1
2016 5043051 (Security Importan|Code None Tempo.ralz 6.2 Yes
(Server Update) <ecution! [Vector:
Core ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:-H/A:L/E:U/RL:O/RC:C
installation)
. ase: 7.1
Windows 5043050 (Security, Remote emporal: 6.2
Server Und Important|Code INone ) 'Yes
5019 Update) ‘ector:

ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:H/A:L/E:U/RL:O/RC:C
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CVE-2024-43454
'Windows E
Server emote ase: 7.1
2019 5043050 (Security. Important|Code None Tempo.ral: 6.2 Ves
(Server Update) <ecution IVector:
Core CVSS:3.1/AV:N/AC:L/PR:L/UIL:N/S:U/C:N/I:H/A:L/E:U/RL:O/RC:C
installation)
'Windows %(SLWY emote [’El“;ssf;:);ik 62
Server emAnoor ImportantCode None L Yes
2022 5042880 <ecution [Vector:
SecurityHotpatchUpdate) ICVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:L/E:U/RL:O/RC:C
'Windows
Server 5042881 (Security emote Base: 7.1
2022 Update) Temporal: 6.2
(Server 5042880 [mportant )(:g:ution [None IVector: Yes
Core SecurityHotpatchUpdate) CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:L/E:U/RL:O/RC:C
installation)
'Windows
Server ase: 7.1
2022.’ 23H2 5043055 (Security Remote Temporal: 6.2
Edition Update) Important|Code None Vector: Yes
(Server hdate) [Execution| ; . . . N TN T TT A T . .
Core CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:H/A:L/E:U/RL:O/RC:C
installation)
Acknowledgements
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CVE-2024-43455 - Windows Remote Desktop Licensing Service
Spoofing Vulnerability

top)
CVE ID Vulnerability Description

Maximum
Severity Rating

ulnerability
mpact

ICVE Title: Windows Remote Desktop Licensing Service Spoofing Vulnerability
IDescription:

[Unknown

IFAQ:

IHow could an attacker exploit this vulnerability?

[To successfully exploit this vulnerability an attacker must send specially crafted requests to
the Terminal Server Licensing Service, which must be running and accessible over the
CVE-2024- |network.

ﬁf’ﬁ}iE [mportant Spoofing
INVD IMitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older  |[Denial of Service Exploitability |[Publicly .
5 [Exploite
Software Release oftware Release Assessment isclosed

[Exploitation Less Likely INot Found N/A [No [No |
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Affected Software

The following tables list the affected software details for the vulnerability.

[CVE-2024-43455
Product IKB Article Severity IImpact Supersedence|CVSS Score Set Resta‘r t
IRequired
'Windows
Server Base: 8.8
2008 for (5043135 (Monthly T m‘ r 177
32-bit Rollup) Important/Spoofing[None VZC tgf' ar IYes
Systems 043087 (Security Only) CVSS:3.1/AV:N/AC:L/PR-L/ULN/S:U/C:H/LH/A:H/E:U/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
32-bit Base: 8.8
Systems 2043133 (Monthly [Temporal: 7.7
. Rollup) Important/Spoofing[None . IYes
Service 15043087 (Security Only) [Vector:
Pack 2 LD, CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
(Server
Core
installation)
'Windows
Server Base: 8.8
2008 for  ||5043135 (Monthly Tem .or-al' 77
x64-based |Rollup) Important|Spoofing[None Vi P T Yes
Systems  |[5043087 (Security Only) ector:
Serice ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
x64-based Base: 8.8
Systems SULLAS (Munthly [Temporal: 7.7
Servi [Rollup) ImportantSpoofing[None ) Yes
CIVICe 15043087 (Security Only) Vector:
Pack 2 ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation),
'Windows
Server
2008 R2 15043129 (Monthly Base: 8.8
for x64- [Temporal: 7.7
Rollup) Important/Spoofing[None . IYes
based 5043002 (Security. Only) [Vector:
Systems LD, CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
Service
Pack 1
'Windows
Server
2008 R2
for x64- Base: 8.8
lbased 5043129 (Monthly Tem .or.al‘ 77
Systems  |[Rollup) Important[Spoofing[None P o Yes
Service 5043092 (Security Only) vector:
Pack 1 ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation),
'Windows Base: 8.8
5043125 (Monthly [Temporal: 7.7
ggréer B—ollup)_ ImportantSpoofing[None Vector: Yes
ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server Base: 8.8
2012 5043125 (Monthly [Temporal: 7.7
(Server Rollup) Important/Spoofing[None WVector: IYes
Core ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
Windows Base: 8.8
Server 5—041‘13 138 (Monthly Important|Spoofing|None Tempo.ral: 77 Yes
5012 R2 ollup) Vector:
ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server Base: 8.8
2012 R2  |15043138 (Monthly [Temporal: 7.7
(Server Rollup) ImportantSpoofing[None Vector: Yes
Core ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
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ICVE-2024-43455
Windows ' Base: 8.8
Server R043051 (Security ImportantSpoofing[None Tempo.ralz 77 Yes
016 Update), [Vector:
ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server Base: 8.8
2016 5043051 (Security. [Temporal: 7.7
(Server Update) ImportantSpoofing[None Vector: IYes
Core ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
'Windows Base: 8.8
Server 2043050 {Seeurity Important|Spoofing[None Tempo.ral: 77 IYes
5019 Update) Vector:
ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server Base: 8.8
2019 5043050 (Security, [Temporal: 7.7
(Server Update) Important|Spoofing|None Vector: Yes
Core ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
. 5042881 (Security. Base: 8.8
;Z:;:;WS Undate) Important[Spoofing[None Femporal: 7.7 Yes
o2 5042880 P pooting Vector:
SecurityHotpatchUpdate) ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server 5042881 (Security. Base: 8.8
2022 Update) [Temporal: 7.7
(Server 5042880 Important|Spoofing[None Vector: IYes
Core SecurityHotpatchUpdate) ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
'Windows
Server .
2022, 23H2/l5 43055 (Securit o ol 7.7
Edition Update) Secutlly Important|[Spoofing[None P o Yes
(Server Update) Vector:
Core ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
Acknowledgements
[CVE ID [Acknowledgements
Chunyang Han
Zhiniang Peng
CVE-2024-43455
Lewis Lee

CVE-2024-43457 - Windows Setup and Deployment Elevation of
Privilege Vulnerability

top)
aximum .
CVE ID \Vulnerability Description E‘everity I;’ulnerablllty
. mpact
ating

ICVE Title: Windows Setup and Deployment Elevation of Privilege Vulnerability

IDescription:

[Unknown

IFAQ:

Windows 11, version 24H2 is not generally available yet. Why are there updates for this

iversion of Windows listed in the Security Updates table?

[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2

installed. Customers with these devices need to know about any vulnerabilities that affect their

machine and to install the updates if they are not receiving automatic updates. Note that the general

lavailability date for Windows 11, version 24H2 is scheduled for later this year.
CVE-2024-
43457 mportant levation of
MITRE IWhat privileges could be gained by an attacker who successfully exploited this vulnerability? P rivilege
NVD

|An attacker who successfully exploited this vulnerability could gain SYSTEM privileges.
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e ulnerabili
CVE ID \Vulnerability Description Severity ty
ating mpact

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest |[Exploitability Assessment for Older |[Denial of Service Exploitability |[Publicly Exploited
Software Release Software Release Assessment IDisclosed P
Exploitation More Likely INot Found IN/A INo [No
Affected Software
The following tables list the affected software details for the vulnerability.
[CVE-2024-43457
KB . IRestart
Product A rticle Severity ([Impact |Supersedence|CVSS Score Set Required
'Windows 11 . Base: 7.8
'Version 24H2 for| 5043080 Elevation Temporal: 6.8
(Security |[[mportantjof None . \Yes
IARM64-based Update) Privileae [Vector:
Systems heae) g CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I: H/A:H/E:U/RL:O/RC:C
Windows 11 . Base: 7.8
|Version 24H2 for| —5043030 Elevation Temporal: 6.8
(Security |[Important|of None . \Yes
x64-based Update) Privilege Vector:
Systems =Raae) & CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Acknowledgements
ICVE ID )Acknowledgements

'Will Dormann with Vul Labs

CVE-2024-43457

CVE-2024-43458 - Windows Networking Information Disclosure
Vulnerability

(top)

CVEID  |Vulnerability Description Maximum Severity |Vulnerability
ating IImpact

ICVE Title: Windows Networking Information Disclosure Vulnerability
IDescription:

[Unknown

IFAQ:

IWhat type of information could be disclosed by this vulnerability?

[The type of information that could be disclosed if an attacker successfully exploited this
vulnerability is uninitialized memory.

CVE-2024- IAccording to the CVSS metric, a successful exploitation could lead to a scope change

43458 S:C). What does this mean for this vulnerability?

MITRE e : 1 fmportant IDisclosure
Successful exploitation of this vulnerability could allow a Hyper-V guest to affect the

— ffunctionality of the Hyper-V host.

Information

Mitigations:
INone
Workarounds:
INone
IRevision:
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CVE ID

Maximum

\Vulnerability Description Rating

Severity

\Vulnerability
IImpact

1.0 2024-09-10T07:00:00

Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest |[Exploitability Assessment for Older |[Denial of Service Exploitability |[Publicly Exploited
Software Release Software Release [Assessment IDisclosed P
Exploitation Less Likely INot Found IN/A INo [No
Affected Software
The following tables list the affected software details for the vulnerability.
[CVE-2024-43458
KB . Restart
Product Article Severity |Impact Supersedence||[CVSS Score Set Required
'Windows 10 Base: 7.7
'Version 1607 M Information Temporal: 6.7
(Security |Important| . None . \Yes
for x64-based Update) IDisclosure \Vector:
Systems —Raaie) ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:C/C:H/I:N/A:N/E:U/RL:O/RC:C
IBase: 7.7
'Windows % Important Information None Temporal: 6.7 Ves
Server 2016 U date;y- P Disclosure Vector:
—heae) ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:C/C:H/I:N/A:N/E:U/RL:O/RC:C
'Windows Base: 7.7
Server 2016 M Information Temporal: 6.7
(Security |[Important]|_. INone . IYes
(Server Core Update) Disclosure |Vector:
installation) —haate) ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:C/C:H/I:N/A:N/E:U/RL:O/RC:C
Acknowledgements
ICVE ID |Acknowledgements
Anonymous

CVE-2024-43458

CVE-2024-43461 - Windows MSHTML Platform Spoofing
Vulnerability

(top)

CVE ID

IVulnerability Description

Maximum
Severity
Rating

'Vulnerability
Impact

CVE-2024-
43461

ICVE Title: Windows MSHTML Platform Spoofing Vulnerability
IDescription:

Unknown

IFAQ:

IWindows 11, version 24H2 is not generally available yet. Why are there updates for this version
lof Windows listed in the Security Updates table?

[The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2
installed. Customers with these devices need to know about any vulnerabilities that affect their
imachine and to install the updates if they are not receiving automatic updates. Note that the general
lavailability date for Windows 11, version 24H2 is scheduled for later this year.

The Security Updates table indicates that this vulnerability affects all supported versions of
Microsoft Windows. Why are IE Cumulative updates listed for Windows Server 2008, Windows
Server 2008 R2, Windows Server 2012, and Windows Server 2012 R2?

IWhile Microsoft has announced retirement of the Internet Explorer 11 application on certain
platforms and the Microsoft Edge Legacy application is deprecated, the underlying MSHTML,
IEdgeHTML, and scripting platforms are still supported. The MSHTML platform is used by Internet
[Explorer mode in Microsoft Edge as well as other applications through WebBrowser control. The
IEdgeHTML platform is used by WebView and some UWP applications. The scripting platforms are

used by MSHTML and EdgeHTML but can also be used by other legacy applications. Updates to

Important

Spoofing
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CVE ID

\Vulnerability Description

Maximum
Severity

Rating e

\Vulnerability

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

Information published.

laddress vulnerabilities in the MSHTML platform and scripting engine are included in the IE
ICumulative Updates; EdgeHTML and Chakra changes are not applicable to those platforms.

To stay fully protected, we recommend that customers who install Security Only updates install the IE
ICumulative updates for this vulnerability.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly E .
3 xploite

Software Release oftware Release Assessment isclosed

Exploitation More Likely [Not Found [N/A [No [No |
Affected Software
The following tables list the affected software details for the vulnerability.

ICVE-2024-43461

Product IKB Article Severity IImpact Supersedence|[CVSS Score Set ﬁesta‘r t

equired

Windows Base: 8.8

10 for 32- %—(i)?a(f; (Secuity: Important|Spoofing|None gzgigﬁral: 77 IYes
it Systems ™ (CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C,
'Windows Base: 8.8

10 for x64- |15043083 (Security. [Temporal: 7.7

based Update) Important|Spoofing[None Vector: Yes
Systems ICVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
1607 for R043051 (Security Important|Spoofing|[None Tempo.ralz 77 Yes
30-bit Update) Vector:

Systems ICVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
%H\lg(r)gsn Base: 8.8

1607 for RUEI0SL i Security Important/Spoofing[None Temporal: 77 IYes
x64-based Update) |vector:

Systems ICVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
%H\lg?:i];n Base: 8.8

1809 for £043050 (Security Important|Spoofing[None Tempo.ral: 77 Yes
32-bit Update) IVector:

Systems ICVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows

10 Version Base: 8.8

1809 for  |[5043050 (Security [Temporal: 7.7

ARM64-  [Update) ImportantSpoofing[None Vector: Yes
based ICVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems

%H\lg(r)gsn Base: 8.8

1809 for RUEI00 §Security Important/Spoofing[None Temporal: 77 Yes
x64-based Update) |vector:

Systems ICVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
%H\lg?:i];n Base: 8.8

21H2 for 2043064 {Security Important|Spoofing[None Tempo.ral: 77 Yes
32-bit Update) IVector:

Systems ICVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows

10 Version Base: 8.8

21H2 for |[5043064 (Security [Temporal: 7.7

ARM64-  [Update) ImportantSpoofing[None Vector: Yes
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ICVE-2024-43461

based ICVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems

%H\lg(;:ivsn Base: 8.8

21H2 for U004 (Recurity Important|Spoofing[None Tempo'ralz 77 Yes
<64-based Update) Vector:

Systems ICVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
22H2 for £043064 (Security ImportantSpoofing[None Tempo.ralz 77 Yes
30-bit Update) |Vector:

Systems ICVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows

10 Version Base: 8.8

22H2 for ||5043064 (Security. [Temporal: 7.7

ARM64-  |[Update) Important|Spoofing|None Vector: Yes
based ICVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems

%H\lg(;:ivsn Base: 8.8

22H2 for %—(;?a(:g;t (Security Important|Spoofing[None {lzr(gggral: 77 Yes
’s‘g‘s‘;;’;ssed B CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I: H/A:H/E:U/RL:O/RC:C
'Windows

11 version Base: 8.8

21H2 for ||5043067 (Security. [Temporal: 7.7

ARM64-  [Update) Important/Spoofing[None WVector: Yes
based ICVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems

}Xlllr\i(eil('):ifn Base: 8.8

21H2 for RUEGT (Securily Important|[Spoofing[None Tempo'ral: 77 Yes
< 64-based Update) Vector:

Systems ICVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows

11 Version Base: 8.8

22H2 for ||5043076 (Security. [Temporal: 7.7

(ARMG64- Q—p date) ImportantSpoofing[None Vector: Yes
based ICVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems

}Yl%i?::sn Base: 8.8

22H2 for SO?J(SLMX Important[Spoofing[None Tempo.ral: 77 Yes
x64-based Update) [Vector:

Systems ICVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows

11 Version Base: 8.8

23H2 for ||5043076 (Security. [Temporal: 7.7

ARM64-  [Update) ImportantSpoofing[None Vector: Yes
based ICVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems

;X{l%i?::sn Base: 8.8

23H2 for fg?T?Zf(SLMM [mportantSpoofing[None "\l‘/zr:igﬁralz 77 Yes
’S‘g‘s‘t‘zjf:d T CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/LH/A:H/E:U/RL:O/RC:C
'Windows

11 Version Base: 8.8

24H2 for ||5043080 (Security [Temporal: 7.7

ARM64-  [Update) ImportantSpoofing[None Vector: Yes
based ICVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems

?lll%i(r):gjn Base: 8.8

24H2 for RUEIOND (Security: Important/Spoofing[None Temporal: 77 Yes
x64-based Update) |vector:

Systems ICVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows

Server Base: 8.8

2008 for  ||5043135 (Monthly em ‘or.al' 77

32-bit Rollup) Important|Spoofing[None P T \Yes
Systems 5043087 (Security Only) Vector:

Serice ICVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Pack 2

'Windows

Server

2008 for
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043067
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043067
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043076
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087

ICVE-2024-43461
32-bit Base: 8.8
Systems | 043135 (Monthly [Temporal: 7.7
. ollup) ImportantSpoofing[None . Yes
Service 15043087 (Security Only) Vector:
Pack 2 ICVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation),
'Windows
Server Base: 8.8
2008 for (5043135 (Monthly, T:Iile'or'al. 7
x64-based |[Rollup) Important|Spoofing[None P T Yes
Systems 5043087 (Security Only) Vector:
Serice ICVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
x64-based Base: 8.8
Systems R043133 (Monthly [Temporal: 7.7
Service Rollup) _ Important|Spoofing[None Vector: Yes
pack2  |PLA3087(Security Only) CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation)
'Windows
Server
2008 R2 Base: 8.8
for x64- (5043092 (Security Only) [mportant Spoofing None [Temporal: 7.7 Yes
based 5043049 (IE Cumulative) P P & Vector: Maybe
Systems ICVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Service
Pack 1
'Windows
Server
2008 R2
lf)(;rsgg4- Base: 8.8
Systems 5043092 (Security Only) [mportant SpoofingNone [Temporal: 7.7 Yes
Serice 5043049 (IE Cumulative) [ ™P pooting Vector: Maybe
Pack 1 ICVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation)
. Base: 8.8
Windows |15043125 (Monthly Temporal: 7.7
Server Rollup) Important|Spoofing[None Vectgr' o Yes
2012 5043049 (IE Cumulative) B . . . Q. I e . .
ICVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server Base: 8.8
2012 5043125 (Monthly [Temporal: 7.7
(Server Rollup) ImportantSpoofing[None Vector: IYes
Core ICVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
Windows 5043138 (Monthly, ?:f;fri .
Server ollup) ImportantSpoofing[None Vectgr' U Yes
P01ZR2 5043049 (i Cumulative) CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C.
'Windows
Server Base: 8.8
2012 R2  |15043138 (Monthly [Temporal: 7.7
(Server Rollup) Important/Spoofing[None Vector: Yes
Core ICVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
'Windows . Base: 8.8
Server po4305] (Security Important|Spoofing|None Tempo.ral: 77 Yes
016 Update) Vector:
ICVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server Base: 8.8
2016 5043051 (Security. [Temporal: 7.7
(Server Update) Important|Spoofing[None Vector: Yes
Core ICVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
'Windows . Base: 8.8
Server ﬂ)z?&(m ImportantSpoofing[None Tempo'ralz 77 IYes
2019 Update) Vector:
ICVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server Base: 8.8
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ICVE-2024-43461
2019 5043050 (Security. [Temporal: 7.7
(Server Update) Important|Spoofing[None Vector: IYes
Core ICVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
X 5042881 (Security. Base: 8.8

;ZR%(;WS Lpdate) Important[Spoofing[None Femporal: 7.7 Yes
o2y 5042880 P pooting Vector:

SecurityHotpatchUpdate) ICVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server 5042881 (Security Base: 8.8
2022 Update) [Temporal: 7.7
(Server 5042880 [mportantSpoofingNone Vector: Yes
Core SecurityHotpatchUpdate) ICVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
'Windows
Server .
2022, 23H2/l5 43055 (Securit o ol 7.7
Edition Update) Secutlly Important|[Spoofing[None P o Yes
(Server Update) Vector:
Core ICVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
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CVE-2024-43461

Michael Macelletti, Naiyi Jiang and Adel with Microsoft

Peter Girnus (@gothburz) of Trend Micro Zero Day Initiative

CVE-2024-43466 - Microsoft SharePoint Server Denial of Service

Vulnerability

top)

ICVE ID |Vulnerability Description

|Maximum Severity Rating | ulnerability Impact

IDescription:

[Unknown

IFAQ:

INone

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

CVE-2024-
43466
ITRE
VD

=

Z

Information published.

ICVE Title: Microsoft SharePoint Server Denial of Service Vulnerability

[mportant [Denial of Service

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older  |[Denial of Service Exploitability |[Publicly q
3 Exploite
Software Release oftware Release Assessment isclosed
Exploitation Less Likely [Not Found [IN/A [No [No |
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-43466
KB . IRestart
Product A rticle Severity |Impact|Supersedence|CVSS Score Set Required
Mlcrosoft 5002624 Denial Base: 6.5
SharePoint e — Temporal: 5.7
. (Security |[Importantjof INone . Maybe
[Enterprise Server Update) Service Vector:
2016 I CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5042880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043055
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043055
https://twitter.com/thezdi
https://www.zerodayinitiative.com/
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43466
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43466
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-43466
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-43466
https://www.microsoft.com/download/details.aspx?familyid=3915a24a-84a5-43aa-be09-11b70fb03450
https://www.microsoft.com/download/details.aspx?familyid=3915a24a-84a5-43aa-be09-11b70fb03450
https://www.microsoft.com/download/details.aspx?familyid=3915a24a-84a5-43aa-be09-11b70fb03450

CVE-2024-43466
Microsoft 5002639 Denial ];';Sne(fr; <
SharePoint Server |((Security |Important/of None Vectgr' T Maybe
2019 Lipdate) Service CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E: U/RL:O/RC:C
Microsoft . [Base: 6.5
SharePoint Server M Denial Temporal: 5.7

- (Security |[Important/|of INone ) Maybe
Subscription Update) Servi |Vector:
Edition —Raate) ervice CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:U/RL:O/RC:C
Acknowledgements
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CVE-2024-43466

riotr Bazydlo (@chudypb) of Trend Micro Zero Day Initiative

CVE-2024-43469 - Azure CycleCloud Remote Code Execution
Vulnerability

top)

SR \Vulnerabili
CVE ID \Vulnerability Description Severity ty
ating Impact

ICVE Title: Azure CycleCloud Remote Code Execution Vulnerability
IDescription:

[Unknown

IFAQ:

IHow could an attacker exploit this vulnerability?

IAn attacker with basic user permissions can send specially crafted requests to modify the
configuration of an Azure CycleCloud cluster to gain Root level permissions enabling them to
CVE-2024. |eXecute commands on any Azpre CycleClouq cluster in the current instance and in some
43469 |cenarios, compromise administrator credentials.

IRemote Code
MITRE [Important

Execution

— Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest |Exploitability Assessment for Older |[Denial of Service Exploitability |Publicly Exploited
Software Release Software Release Assessment IDisclosed P
[Exploitation Less Likely Not Found N/A No [No
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-43469
KB . Restart

Product Article Severity |Impact |Supersedence|CVSS Score Set Required
P T
CycleCloud .. |Important|Code INone P L Maybe
50.0 (Security Exceution |Vector:

o [Update) ICVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
e R -
CycleCloud P—— mportant|Code None P T Maybe
501 (Security Excoution Vector:

e [Update) ICVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
e o
CycleCloud . mportant|[Code INone P T Maybe
502 (Security Execution |Vector:

e [Update) ICVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C



https://www.microsoft.com/download/details.aspx?familyid=6beb21ad-bd8d-47f4-90a7-2e6be4f55041
https://www.microsoft.com/download/details.aspx?familyid=6beb21ad-bd8d-47f4-90a7-2e6be4f55041
https://www.microsoft.com/download/details.aspx?familyid=6beb21ad-bd8d-47f4-90a7-2e6be4f55041
https://www.microsoft.com/download/details.aspx?familyid=6acd8e9a-57ca-4875-b6f9-26ee7c370865
https://www.microsoft.com/download/details.aspx?familyid=6acd8e9a-57ca-4875-b6f9-26ee7c370865
https://www.microsoft.com/download/details.aspx?familyid=6acd8e9a-57ca-4875-b6f9-26ee7c370865
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43469
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43469
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-43469
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-43469
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8

ICVE-2024-43469

powe RS Jremoc oo 1.

CycleCloud . mportant|[Code INone p. U Maybe
<710 (Security Execution |Vector:

o [Update) ICVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
T

CycleCloud .. |Important|Code INone b pol t Maybe
$711 (Security IExceution |Vector:

- Update) eeutio CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
e ST -

CycleCloud P—— mportant|Code None p. t Maybe
520 (Security Excoution Vector:

- [Update) xeeu ICVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
T e

CycleCloud . mportant|[Code INone p. U Maybe
<71 (Security Execution |Vector:

- [Update) ICVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
e[S | e

CycleCloud .. |Important|Code INone b pol t Maybe
520 (Security IExceution |Vector:

- Update) eeutio CVSS:3.1/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
e ST -

CycleCloud P— mportant|Code None p. t Maybe
530 (Security Excoution Vector:

o [Update) xeeu ICVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
e RS e

CycleCloud . mportant|[Code INone p. U Maybe
40 (Security Execution |Vector:

o [Update) ICVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
e[S | e

CycleCloud .. |Important||Code INone b pol t Maybe
S 41 (Security IExceution |Vector:

- Update) eeutio CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
e ST -

CycleCloud (Securi mportant|Code None p. t Maybe
42 (Security Excoution Vector:

o [Update) CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:-H/A:H/E:U/RL:O/RC:C
e RS e

CycleCloud . mportant|[Code INone p. U Maybe
550 (Security Execution |Vector:

o [Update) ICVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
PP T

CycleCloud .. |Important|Code INone p. t Maybe
5 6.0 (Security IExceution |Vector:

o [Update) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
hare ST -

CycleCloud P— mportant|Code None p. t Maybe
561 (Security Excoution Vector:

o [Update) ICVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
e RS e

CycleCloud . mportant|[Code INone p. U Maybe
6.2 (Security Execution |Vector:

o [Update) ICVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
PP T

CycleCloud . mportant|Code INone p. t Maybe
6.3 (Security IExceution |Vector:

o [Update) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Acknowledgements
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Anonymous

CVE-2024-43469

CVE-2024-43470 - Azure Network Watcher VM Agent Elevation of
Privilege Vulnerability

top)

CVE ID

Vulnerability Description

Maximum
Severity Rating

Impact

ulnerability

ICVE Title: Azure Network Watcher VM Agent Elevation of Privilege Vulnerability
IDescription:

[Unknown
IFAQ:
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https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8
https://learn.microsoft.com/en-us/azure/cyclecloud/how-to/upgrade-and-migrate?view=cyclecloud-8

CVE ID

\Vulnerability Description

Maximum
Severity Rating

ulnerability
Impact

43470
MITRE
NVD

CVE-2024-

Is there any action I need to take to be protected from this vulnerability?

lIf you have enabled automatic updates, you will automatically receive the update as soon as it
iis available. If you have not enabled automatic updates, you will need to update the product
imanually.

Please see Update Network Watcher extension to the latest version - Azure Virtual Machines |
Microsoft [.earn for more information.

What privileges could be gained by an attacker who successfully exploited the
vulnerability?

IAn attacker who successfully exploited this vulnerability could gain administrator privileges.

|According to the CVSS metric, user interaction is required (UI:R). What interaction
would the user have to do?

[Exploitation of the vulnerability requires an admin user to stop or restart the service.

IAccording to the CVSS metric, privileges required is low (PR:L). What does that mean
ffor this vulnerability?

IAny authenticated attacker could trigger this vulnerability. It does not require admin or other
elevated privileges.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

Information published.

Important

Elevation of
Privilege

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly Exploite d|
Software Release Software Release Assessment IDisclosed P
Exploitation Less Likely ot Found /A o [No
Affected Software

The following tables list the affected software details for the vulnerability.

ICVE-2024-43470

Product B Severity |Impact |Supersedence|CVSS Score Set Restart

rticle Y P P Required

|Azure Network elease Elevation Base: 7.3

'Watcher VM otes v [Temporal: 6.4

. . Important|jof INone . Maybe

[Extension for Security Privilece Vector:

'Windows pdate) g ICVSS:3.1/AV:L/AC:L/PR:L/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Acknowledgements

ICVE ID [[Acknowledgements

R4nger & Zhiniang Peng

CVE-2024-43470

CVE-2024-43475 - Microsoft Windows Admin Center Information
Disclosure Vulnerability

(top)



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43470
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43470
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-43470
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-43470
https://learn.microsoft.com/en-us/azure/virtual-machines/extensions/network-watcher-update?tabs=windows
https://learn.microsoft.com/en-us/azure/virtual-machines/extensions/network-watcher-update?tabs=windows
https://learn.microsoft.com/en-us/azure/virtual-machines/extensions/network-watcher-update?tabs=windows
https://learn.microsoft.com/en-us/azure/virtual-machines/extensions/network-watcher-update?tabs=windows
https://learn.microsoft.com/en-us/azure/virtual-machines/extensions/network-watcher-update?tabs=windows
https://learn.microsoft.com/en-us/azure/virtual-machines/extensions/network-watcher-update?tabs=windows

CVE ID

Vulnerability Description

ating

glaximum Severity|

\Vulnerability
Impact

CVE ID

Vulnerability Description

aximum Severity|
ating

'Vulnerability
Impact

CVE-2024-
43475

ICVE Title: Microsoft Windows Admin Center Information Disclosure Vulnerability
IDescription:

[Unknown

IFAQ:

|According to the CVSS metric, user interaction is required (UI:R). What interaction
would the user have to do?

[This attack requires a admin user on the client to connect to a malicious server and then
take specific actions which could result in information disclosure.

lAccording to the CVSS metric, privileges required is low (PR:L). What does that
imean for this vulnerability?

[The attacker must have permissions to access the target domain environment to be able to
lexploit this vulnerability.

IWhat type of information could be disclosed by this vulnerability?

IAn attacker who successfully exploited this vulnerability could view heap memory from a
privileged process running on the server.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

[Information published.

Important

Information
Disclosure

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest | Exploitability Assessment for Older  |[Denial of Service Exploitability |Publicly Exploite d|
Software Release Software Release [Assessment IDisclosed P
Exploitation Less Likely INot Found IN/A INo [No

Affected Software

The following tables list the affected software details for the vulnerability.

ICVE-2024-43475

KB

. Restart
Product Article Severity |Impact Supersedence||[CVSS Score Set Require d‘
5043135
'Windows (Monthly, Base: 7.3
Server 2008 for|[Rollup) Information Temporal: 6.4
32-bit Systems |[5043087 [mportant IDisclosure None Vector: ves
Service Pack 2 |((Security CVSS:3.1/AV:N/AC:L/PR:L/UL:R/S:U/C:H/I:N/A:H/E:U/RL:O/RC:C
Only)
'Windows 5043135
Server 2008 for|(Monthly, Base: 7.3
32-bit Systems |[Rollup) Information Temporal: 6.4
Service Pack 2 |[5043087 [mportant [Disclosure None \Vector: Yes
(Server Core ||(Security, CVSS:3.1/AV:N/AC:L/PR:L/UIL:R/S:U/C:H/I:N/A:H/E:U/RL:O/RC:C
installation) Only),
. 5043135
Windows (Monthly, Base: 7.3
Server 2008 for Rollup) Information Temporal: 6.4
g%{:ﬁfd 5043087 [mportant IDisclosure None \Vector: Yes
yste (Security CVSS:3.1/AV:N/AC:L/PR:L/UL:R/S:U/C:H/I:N/A:H/E:U/RL:O/RC:C
Service Pack 2
Oaly)



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43475
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43475
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-43475
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-43475
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087

CVE-2024-43475

'Windows

Server 2008 for SIS .

<64-based (Monthly ) Base: 7.3

Systems IR_o‘l‘Iup)_ Important ]l:l;f orlmatlon None Temp o'ral. 64 \Yes
Service Pack 2 50 3087 isclosure |Vector:

(Security. CVSS:3.1/AV:N/AC:L/PR:L/UL:R/S:U/C:H/I:N/A:H/E:U/RL:O/RC:C

(Server Core

) . Only,)

installation)

Acknowledgements

ICVE ID Acknowledgements

[Fangming Gu
CVE-2024-43475 Qinghe Xie

CVE-2024-43476 - Microsoft Dynamics 365 (on-premises) Cross-site
Scripting Vulnerability

(top)

Maximum ulnerability

CVE ID \Vulnerability Description Severity Rating mpact

ICVE Title: Microsoft Dynamics 365 (on-premises) Cross-site Scripting Vulnerability
IDescription:

[Unknown

IFAQ:

|According to the CVSS metric, user interaction is required (UI:R). What interaction
would the user have to do?

[The user would have to navigate to a page with malicious content to be compromised by the
lattacker.

|According to the CVSS metric, successful exploitation of this vulnerability could lead
to some loss of integrity (I:L)? What does that mean for this vulnerability?

[The attacker is only able to modify the content of the vulnerable link to redirect the victim
to a malicious site.

ICVE-2024- ||According to the CVSS metric, a successful exploitation could lead to a scope change

A . . o
14\1214T7§E S:C). What does this mean for this vulnerability? limportant Spoofing
INVD [The vulnerability is in the web server, but the malicious scripts execute in the victim’s

browser on their machine.

|According to the CVSS metric, privileges required is low (PR:L). What does that mean
for this vulnerability?

IAny authenticated attacker could trigger this vulnerability. It does not require admin or other|
elevated privileges.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.


https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043135
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043087
https://twitter.com/afang5472
https://twitter.com/afang5472
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43476
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43476
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-43476
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-43476

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly Exploite
Software Release Software Release Assessment IDisclosed p
[Exploitation Less Likely [Not Found [N/A [No [No |
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-43476
KB . Restart
Product Article Severity |Impact |Supersedence ICVSS Score Set Required|
Microsoft Base: 7.6
Dynamics 365 M [Temporal: 6.6
. (Security |[mportant|[Spoofing|None . Maybe
(on-premises) Update) [Vector:
version 9.1 — CVSS:3.1/AV:N/AC:L/PR:L/UL:R/S:C/C:H/I:L/A:N/E:U/RL:O/RC:C
Acknowledgements
ICVE ID Acknowledgements
batram

CVE-2024-43476

CVE-2024-43479 - Microsoft Power Automate Desktop Remote Code
Execution Vulnerability

top)
aximum -
CVE ID \Vulnerability Description E‘everity MG ELTHE
q Impact
ating

ICVE Title: Microsoft Power Automate Desktop Remote Code Execution Vulnerability

IDescription:

[Unknown

IFAQ:

lAccording to the CVSS metrics, successful exploitation of this vulnerability could lead to

I::ajor loss of confidentiality (C:H), integrity (I:H) and availability (A:H). What does that

ean for this vulnerability?

[The attacker can execute arbitrary Desktop Flows scripts in the target user session by registering

the machine to their own malicious Entra tenant, extracting the user's Sid, and creating a malicious

IAD domain with the same Sid. This allows them to mint valid Entra ID tokens that the attacked

machine will trust to run desktop automation in the session of the user with the matching Sid.

|According to the CVSS metric, the attack complexity is high (AC:H). What does that mean

for this vulnerability?

Successful exploitation of this vulnerability requires an attacker to take additional actions prior to

lexploitation to prepare the target environment.

According to the CVSS metric, a successful exploitation could lead to a scope change (S:C).

IWhat does this mean for this vulnerability?

IAn attacker who successfully exploited this vulnerability could remotely execute arbitrary Desktop

[Flows script in an active open Windows session of the target user.
CVE-2024-
43479 I Remote Code
MITRE [How do I get the updated app? mportant Execution
INVD

See Troubleshoot desktop flow action failures for update information.
IHow can I check if the update is installed?
Refer to the following table for the fixed build version that addresses this vulnerability.

If your
current
version
is
2.41
2.42
2.43

Fixed build version

2.41.178.24249
2.42.331.24249
2.43.249.24249



https://www.microsoft.com/download/details.aspx?familyid=e9fe97c9-2507-48b6-be44-6fa6c02b6d28
https://www.microsoft.com/download/details.aspx?familyid=e9fe97c9-2507-48b6-be44-6fa6c02b6d28
https://www.microsoft.com/download/details.aspx?familyid=e9fe97c9-2507-48b6-be44-6fa6c02b6d28
https://batr.am/
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43479
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43479
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-43479
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-43479
https://go.microsoft.com/fwlink/?linkid=2283248

CVE ID \Vulnerability Description everity Impact

E‘a’“m“m Vulnerability
ating

2.44 2.44.55.24249

245 2.45.404.24249
2.46 2.46.181.24249
2.47 2.47.119.24249

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

[Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest | Exploitability Assessment for Older  |[Denial of Service Exploitability |Publicly Exploite dl
Software Release Software Release |Assessment IDisclosed P
Exploitation Less Likely INot Found IN/A INo [No
Affected Software
The following tables list the affected software details for the vulnerability.
ICVE-2024-43479

KB . IRestart
Product Article Severity [Impact |Supersedence|CVSS Score Set Required

Release Base: 8.5
Power Notes Remote Temporal: 7.4
/Automate for (SEri ty Important|Code None Vec tgr- t Maybe
Desktop Update) Execution CVSS:3.1/AV:N/AC:H/PR:L/UL:N/S:C/C:H/I:H/A:H/E:U/RL:O/RC:C
Acknowledgements
ICVE ID |Acknowledgements

Anonymous

CVE-2024-43479

CVE-2024-30073 - Windows Security Zone Mapping Security Feature
Bypass Vulnerability

(top)
aximum -
CVE ID \Vulnerability Description Severity [Vulnerability
5 Impact
ating
ICVE Title: Windows Security Zone Mapping Security Feature Bypass Vulnerability
IDescription:
[Unknown
IFAQ:

IWindows 11, version 24H2 is not generally available yet. Why are there updates for this version
lof Windows listed in the Security Updates table?

The new Copilot+ devices that are now publicly available come with Windows 11, version 24H2
installed. Customers with these devices need to know about any vulnerabilities that affect their
imachine and to install the updates if they are not receiving automatic updates. Note that the general
lavailability date for Windows 11, version 24H2 is scheduled for later this year.

IWhat kind of security feature could be bypassed by successfully exploiting this vulnerability?

IAn URL path could be constructed by an attacker in such a way that the URL’s Zone is interpreted as
belonging to a more privileged zone



https://apps.microsoft.com/detail/9nftch6j7fhv?launch=true&mode=full&hl=en-us&gl=us&ocid=bingwebsearch
https://apps.microsoft.com/detail/9nftch6j7fhv?launch=true&mode=full&hl=en-us&gl=us&ocid=bingwebsearch
https://apps.microsoft.com/detail/9nftch6j7fhv?launch=true&mode=full&hl=en-us&gl=us&ocid=bingwebsearch
https://apps.microsoft.com/detail/9nftch6j7fhv?launch=true&mode=full&hl=en-us&gl=us&ocid=bingwebsearch

- - E:a"".““m Vulnerability
CVE ID \Vulnerability Description Severity
ating Impact
[The Security Updates table indicates that this vulnerability affects all supported versions of
W Microsoft Windows. Why are IE Cumulative updates listed for Windows Server 2008, Windows Security
MITRE Server 2008 R2, Windows Server 2012, and Windows Server 2012 R2? [Important  ([Feature
INVD IBypass

IWhile Microsoft has announced retirement of the Internet Explorer 11 application on certain
platforms and the Microsoft Edge Legacy application is deprecated, the underlying MSHTML,
IEdgeHTML, and scripting platforms are still supported. The MSHTML platform is used by Internet
[Explorer mode in Microsoft Edge as well as other applications through WebBrowser control. The
IEdgeHTML platform is used by WebView and some UWP applications. The scripting platforms are
used by MSHTML and EdgeHTML but can also be used by other legacy applications. Updates to
laddress vulnerabilities in the MSHTML platform and scripting engine are included in the IE
ICumulative Updates; EdqgeHTML and Chakra changes are not applicable to those platforms.

[To stay fully protected, we recommend that customers who install Security Only updates install the IE
ICumulative updates for this vulnerability.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest | Exploitability Assessment for Older  |[Denial of Service Exploitability |Publicly Exploited

Software Release Software Release |Assessment IDisclosed P

Exploitation Less Likely INot Found N/A No [INo

Affected Software

The following tables list the affected software details for the vulnerability.

[CVE-2024-30073

Product IKB Article Severity IImpact Supersedence|CVSS Score Set ﬁesta‘r t

equired|

. . Base: 7.8

'Windows . Security| .

10 for 32- m%g;(m Important|Feature |[None {/ZICIE gral. 6.8 Yes

it Systems == Bypass CVSS:3.1/AV:L/AC:L/PR:N/UT:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C.

'Windows Security Base: 7.8

10 for x64- 5043083 (Security Important|Feature None Temporal: 6.8 Ves

Ibased Update) Bypass Vector:

Systems yP CVSS:3.1/AV:L/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

}Y)lr\lg(r):;/;n Security| Base: 7.8

1607 for %(m Important [Feature [[None :“/eerglgl(iralz 6.8 [Yes

gi;::ms T Bypass CVSS:3.1/AV:L/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

Y‘(I)H\l/%(r):ilzn Security| Base: 7.8

1607 for 2043031 {Security Important [Feature [[None Tempo.ral: 6.8 Yes

x64-based Update) Bypass vector:

Systems CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

;Y)u:/i(r):iﬁn Security| Base: 7.8

1809 for %ng)(m Important|Feature [[None ;l“/zrglggral: 6.8 Yes

éi:t’é;s T Bypass CVSS:3.1/AV:L/AC:L/PR:N/UT:R/S:U/C:H/I: H/A:H/E:U/RL:O/RC:C.

'Windows

10 Version Security Base: 7.8

1809 for  |[5043050 (Security. Temporal: 6.8

ARM64-  [Update) Important geatzsrse INone Vector: IYes

based yp CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

Systems

Y‘(I)H\l/%(r):ilzn Security| Base: 7.8

1809 for 2043030 {Security Important [Feature [[None Tempo.ral: 6.8 Yes

x64-based Update) Bypass Vector:

Systems CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
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ICVE-2024-30073
'Windows

. . Base: 7.8
10 Version . Security| .
21H2 for %(m Important [Feature [[None F{Zﬁg gral. 6.8 IYes
éi;ié;ls o Bypass CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I: H/A:H/E:U/RL:O/RC:C
'Windows
10 Version Security Base: 7.8
21H2 for ||5043064 (Security Temporal: 6.8
ARM64-  [Update) Important geature INone Vector: [Yes
based ypass CVSS:3.1/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C,
Systems
%lr\lg(r):;/;n Security| Base: 7.8
21H2 for %—(i:?a(zg)“ (Security Important [Feature [[None {/ZISE gral: 6.8 Yes
’S‘g‘;’:ﬁ:d o Bypass CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I: H/A:H/E:U/RL:O/RC:C
'Windows

. . Base: 7.8
10 Version . Security| .
22H2 for %(m Important [Feature [[None F{Zﬁg gral. 6.8 IYes
éi;ié;ls o Bypass CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I: H/A:H/E:U/RL:O/RC:C
'Windows
10 Version Security Base: 7.8
22H2 for ||5043064 (Security Temporal: 6.8
ARM64-  [Update) Important geature INone Vector: [Yes
based ypass CVSS:3.1/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C,
Systems
%lr\lg(r):;/;n Security| Base: 7.8
22H2 for %O;d%g‘(my‘ Important|Feature [[None {/ZISE gral: 6.8 Yes
’S‘g‘;’:ﬁ:d o Bypass CVSS:3.1/AV:L/AC:L/PR:N/ULR/S:U/C:H/L:H/A:H/E:U/RL:O/RC:C
'Windows
11 version Security] Base: 7.8
21H2 for ||5043067 (Security. Temporal: 6.8
ARM64- Q—p date) Important geature [None Vector: [Yes
based ypass CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C,
Systems
}Xlllggfs‘;v(fn Security| Base: 7.8
21H2 for fﬁ:?T?g(sLmy' Important|Feature |[None ;f;;l;g;)'ral: 6.8 Yes
’S‘f/‘s‘t';i‘f:d T Bypass CVSS:3.1/AV-L/AC:L/PR:N/UL-R/S:U/C: H/I:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version Security Base: 7.8
22H2 for ||5043076 (Security. Temporal: 6.8
ARM64-  [Update) Important geat:Srse INone Vector: IYes
based yP CVSS:3.1/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
;Xlll%i(r):Sn Security| Base: 7.8
22H2 for %(SLWY. Important [Feature [[None ;l“/zr;ggral: 6.8 [Yes
’S‘g‘s‘t‘zjf:d T Bypass CVSS:3.1/AV:L/AC:L/PR:N/UT:R/S:U/C: H/T:H/A:H/E:U/RL:O/RC:C
'Windows
11 Version Security Base: 7.8
23H2 for ||5043076 (Security Temporal: 6.8
ARM64-  [Update) Important geat;lre INone Vector: IYes
based ypass CVSS:3.1/AV:L/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C,
Systems
}Klll%i(r):;/;n Security| Base: 7.8
23H2 for fj—(;?a(gf (Security Important|[Feature |[None "\l“/zr;g;).ralz 6.8 [Yes
’S‘g‘s‘t':rf:d o Bypass CVSS:3.1/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C,
'Windows
11 Version . Base: 7.8
D4H2 for (5043080 (Security, moortant EZ:?:;;Y None Temporal: 6.8 e
IARM64-  |[Update) P B 'Vector:
based ypass CVSS:3.1/AV:L/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Systems
'Windows

Y . Base: 7.8
11 Version . Security| .
24H2 for fj—(::?a(t)g)o (Security Important [Feature [[None "\l;zrcrig iral. 6.8 [Yes
)s(g:t-:rissed o Bypass CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C,

[Windows
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ICVE-2024-30073
Server .
2008 for | U313 (Monthly Security| Base: 7.8
32-bit ollup) Important [Feature [[None Temporal: 6.8 [Yes
Svstems 5043087 (Security Only), Bypass \Vector: Maybe
Serice 5043049 (IE Cumulative) yP CVSS:3.1/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
32-bit . Base: 7.8
Systems SULLAS (Munthly Security Temporal: 6.8
Servi [Rollup) Important [Feature [[None : Yes
ervice 5043087 (Security Only), Bypass Vector:
Pack 2 yP CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation),
'Windows
Server .
h008 for  |[Po3133 (Monthly Security] Base: 7.8
x64-based Rollup) Important [Feature [[None Temporal: 6.8 Yes
Sveroms  [3043087 (Security Only) | ™7 N Vector:
Serice 5043049 (IE Cumulative) yP CVSS:3.1/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Pack 2
'Windows
Server
2008 for
p64-based 513135 (Monthly Security Base: 7.8
Systems Temporal: 6.8
. Rollup) Important[Feature [[None . Yes
Service 15043087 (Security Only) Bypass Vector:
Pack 2 UL . P CVSS:3.1/AV:L/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C,
(Server
Core
installation),
'Windows
Server
2008 R2 (5043129 (Monthly Securi Base: 7.8
for x64- Rollup) [mportant Feauturtey None Temporal: 6.8 Yes
based 5043092 (Security Only) P Bypass \Vector: Maybe
Systems (5043049 (IE Cumulative) yP CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Service
Pack 1
'Windows
Server
2008 R2
for x64- .
based 2043129 (Monthly Security| Base: 7'8.
Systems Rollup) Important|[Feature |[None Temporal: 6.8 [Yes
Serice 5043092 (Security Only) P Bypass \Vector: Maybe
Pack 1 5043049 (IE Cumulative) yp CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
(Server
Core
installation)
Windows 5043049 (IE Cumulative) Security] ];':rsne;; 6s
Server 5043125 (Monthly Important|[Feature [[None v P T IYes
2012 Rollup) Bypass ector:
= CVSS:3.1/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server Security] Base: 7.8
2012 5043125 (Monthly Important|Feature [None Tempofal: 6.8 Ves
(Server Rollup) Bypass \Vector:
Core yP CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
. . Base: 7.8
Windows |15043138 (Monthly Security| .
Temporal: 6.8
Server ollup) Important|[Feature |[None Vector: IYes
2R I Cnlative) Bypass CVSS:3.1/AV:L/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server Security Base: 7.8
2012 R2  |15043138 (Monthly Important|Feature |None Tempo.ral: 6.8 Ves
(Server Rollup) Bypass \Vector:
Core P CVSS:3.1/AV:L/AC:L/PR:N/UILR/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C,
installation)
. . Base: 7.8
'Windows . Security| .
Server RULI03 L (Security Important [Feature [[None Temp o'ral. 6.8 IYes
2016 Update) Bypass Vector:
CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server Security Base: 7.8
2016 5043051 (Security Important|Feature None Tempqral: 6.8 Ves
(Server Update), \Vector:
Bypass

Core

CVSS:3.1/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
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ICVE-2024-30073
installation)| ‘ | | || |
. . Base: 7.8
Windows . Security .
Server 3—04113050 (Security Important|[Feature |[None Tempo.ral. 6.8 [Yes
5019 Update), Bypass \Vector:
CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server Security Base: 7.8
2019 5043050 (Security Important|Feature None Tempo.ralz 6.8 Ves
(Server Update) Bypass Vector:
Core yp CVSS:3.1/AV:L/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation),
Windows 5042881 (Security Security IBase: 7.8.
Update), Temporal: 6.8
Server Important [Feature [[None . Yes
2022 5042880 Bypass \Vector:
SecurityHotpatchUpdate) yP CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows
Server 5042881 (Security. . Base: 7.8
2022 Undate) Important IEZ:?:;E:Y INone Temporal: 6.8 Yes
(Server  [5042880 P Bonass Vector:
Core SecurityHotpatchUpdate) yP CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
'Windows
Server
. Base: 7.8
2022, 23H2 . Security| .
Edition ﬁ)?i(m Important [Feature [[None Tempo'ral. 6.8 Yes
(Server Update) Bypass Vector:
Core CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
installation)
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CVE-2024-43487 - Windows Mark of the Web Security Feature
Bypass Vulnerability

(top)
CVEID  |Vulnerability Description Maximum Severity | Vulnerability
Rating Impact
ICVE Title: Windows Mark of the Web Security Feature Bypass Vulnerability
IDescription:
[Unknown
IFAQ:
What kind of security feature could be bypassed by successfully exploiting this
vulnerability?
IAn attacker who successfully exploited this vulnerability could bypass the
SmartScreen user experience.
(VE2024- lAccording to the CVSS metric, user interaction is required (UI:R). What .
43487 X . Security Feature
interaction would the user have to do? Moderate
MITRE Bypass
INVD

IMitigations:
INone
Workarounds:
INone
IRevision:

[Information published.

1.0 2024-09-10T07:00:00

IAn attacker must send the user a malicious file and convince them to open it.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
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of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly q
. [Exploited
Software Release oftware Release Assessment isclosed
Exploitation More Likely INot Found N/A [No [INo
Affected Software
The following tables list the affected software details for the vulnerability.
[CVE-2024-43487
KB . Restart
Product A rticle Severity [Impact |[Supersedence|[CVSS Score Set Required
. Base: 6.5
'Windows 10 for —5043083 Security Temporal: 6.0
. (Security |Moderate||[Feature |[None . \Yes
32-bit Systems Update) B \Vector:
E— ypass CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/A:N/E:F/RL:O/RC:C
Windows 10 for |[5043083 Security pase 02
x64-based (Security |Moderate||[Feature |None Vec tgr' o \Yes
Systems Undate) Bypass CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:N/I:H/A:N/E:F/RL:O/RC:C
Windows 10 |[5043051 Security| ?:;f:fr'asl_ 60
\Version 1607 for ||(Security |Moderate|[Feature |[None v P L Yes
32-bit Systems [Update) Bypass ector:
e ICVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/A:N/E:F/RL:O/RC:C
'Windows 10 . Base: 6.5
'Version 1607 for —5043051 Security Temporal: 6.0
(Security |Moderate||[Feature |[None . \Yes
x64-based Update) Bypass \Vector:
Systems E— P CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/A:N/E:F/RL:O/RC:C
Windows 10 |[5043050 Security| ?:f;:fr':l, 60
Version 1809 for ||(Security |[Moderate|[Feature |[None p T IYes
32-bit Systems [Update) Bypass [Vector:
- ICVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:-H/A:N/E:F/RL:O/RC:C
'Windows 10 . Base: 6.5
Version 1809 for —5043050 Security [Temporal: 6.0
(Security |(Moderate|Feature |[None : Yes
IARM64-based Update) Bypass |Vector:
Systems A yp ICVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:N/I:H/A:N/E:F/RL:O/RC:C
'Windows 10 . Base: 6.5
'Version 1809 for 5043050 Security Temporal: 6.0
(Security |Moderate||[Feature |[None . \Yes
x64-based Update) Bypass \Vector:
Systems E— P CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/A:N/E:F/RL:O/RC:C
Windows 10 |[5043064 Security| ?:f;:fr':l, 60
Version 21H2 for |(Security |[Moderate|Feature |[None P L \Yes
32-bit Systems  |[Update) Bypass [Vector:
o ICVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:-H/A:N/E:F/RL:O/RC:C
'Windows 10 . Base: 6.5
Version 21H2 for M Security) [Temporal: 6.0
(Security |([Moderate|Feature |[None : Yes
IARM64-based Update) Bypass |Vector:
Systems A yp ICVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:N/I:H/A:N/E:F/RL:O/RC:C
'Windows 10 . Base: 6.5
'Version 21H2 for M Security [Temporal: 6.0
(Security |Moderate||[Feature |[None . \Yes
x64-based Update) Bypass [Vector:
Systems E— P CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/A:N/E:F/RL:O/RC:C
Windows 10 |[5043064 Security| ?:f;:fr':l, 60
Version 22H2 for |(Security |[Moderate|Feature |[None P L \Yes
32-bit Systems  |[Update) Bypass [Vector:
o ICVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:-H/A:N/E:F/RL:O/RC:C
'Windows 10 . Base: 6.5
Version 22H2 for 5043064 Security [Temporal: 6.0
(Security |([Moderate|Feature |[None : Yes
IARM64-based Update) Bypass |Vector:
Systems A yp ICVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:N/I:H/A:N/E:F/RL:O/RC:C
'Windows 10 . Base: 6.5
'Version 22H2 for M Security [Temporal: 6.0
(Security |Moderate||[Feature |[None . \Yes
x64-based Update) Bypass [Vector:
Systems — P CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:N/I:H/A:N/E:F/RL:O/RC:C
. Base: 6.5
'Windows Server pu43 125 Security) Temporal: 6.0
012 (Monthly |Moderate||[Feature |None Vector: IYes
ollup) Bypass CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:N/I:H/A:N/E:F/RL:O/RC:C
'Windows Server |[5043125 Security ?:rsrf:(?rj' 6.0
2012 (Server Core|(Monthly [Moderate|Feature |[None Vectgr' T Yes
installation) Rollup) Bypass CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/A:N/E:F/RL:O/RC:C
. Base: 6.5
. 5043138 Security| .
Windows Server (Monthly |Moderate||[Feature |[None Femporal: 6.0 \Yes
2012 R2 llup) B |Vector:
Rollup) ypass CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:N/I:H/A:N/E:F/RL:O/RC:C
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ICVE-2024-43487
Windows Server |[5043138 Security| ?:;f‘fr'asl_ 60
2012 R2 (Server |(Monthly |Moderate|Feature |[None v P o Yes
Core installation) |[Rollup) Bypass ector:
- ICVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:U/C:N/I:H/A:N/E:F/RL:O/RC:C
. Base: 6.5
'Windows Server M Security Temporal: 6.0
016 (Security |Moderate||[Feature |[None Vector: \Yes
Undate) Bypass CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:N/I:H/A:N/E:F/RL:O/RC:C
'Windows Server ||5043051 Security| ?:rsr?:c?rj' 6.0
2016 (Server Core|((Security |([Moderate|Feature |[None Vectgr' o \Yes
installation) Undate) Bypass CVSS:3.1/AV:N/AC:L/PR:N/ULR/S: U/C:N/I:H/A:N/E:F/RL:O/RC:C
. Base: 6.5
'Windows Server M Security) [Temporal: 6.0
019 (Security |(Moderate|Feature |[None Vector: Yes
Undate) Bypass CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:N/I:H/A:N/E:F/RL:O/RC:C
'Windows Server |[5043050 Security ?::;:fr‘asl_ 6.0
2019 (Server Core||(Security |[Moderate||[Feature |[None Vectgr' o \Yes
installation) Undate) Bypass CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:N/I:H/A:N/E:F/RL:O/RC:C
Acknowledgements
[CVE ID [Acknowledgements
Mandar Sadye with Microsoft
ICVE-2024-43487
CVE-2024-43491 - Microsoft Windows Update Remote Code
Execution Vulnerability
top)
Maximum -
CVE ID \Vulnerability Description Severity [Vulnerability
X Impact
Rating

ICVE Title: Microsoft Windows Update Remote Code Execution Vulnerability
IDescription:

Microsoft is aware of a vulnerability in Servicing Stack that has rolled back the fixes for some
vulnerabilities affecting Optional Components on Windows 10, version 1507 (initial version released
Uuly 2015). This means that an attacker could exploit these previously mitigated vulnerabilities on
IWindows 10, version 1507 (Windows 10 Enterprise 2015 LTSB and Windows 10 IoT Enterprise
2015 LTSB) systems that have installed the Windows security update released on March 12, 2024—
IKB5035858 (OS Build 10240.20526) or other updates released until August 2024. All later versions
lof Windows 10 are not impacted by this vulnerability.

[This servicing stack vulnerability is addressed by installing the September 2024 Servicing stack
update (SSU KB5043936) AND the September 2024 Windows security update (KB5043083), in that
rder.

Note: Windows 10, version 1507 reached the end of support (EOS) on May 9, 2017 for devices
running the Pro, Home, Enterprise, Education, and Enterprise [oT editions. Only Windows 10
[Enterprise 2015 LTSB and Windows 10 IoT Enterprise 2015 LTSB editions are still under support.

FAQ:

IHow do I restore the fixes that this Windows Servicing Stack vulnerability rolled back?

ICustomers need to install both the servicing stack update (KB5043936) AND security update
KB5043083), released on September 10, 2024, to be fully protected from the vulnerabilities that this
ICVE rolled back. For more information see KB5043083.

ICustomers whose systems are configured to receive automatic updates do not need to take any
ffurther action.

This CVE is marked as Exploitation Detected. Has Microsoft seen this vulnerability exploited
iin the wild?

[This CVE documents the rollback of fixes that addressed vulnerabilities which affected some
Optional Components for Windows 10 (version 1507). Some of these CVEs were known to be
lexploited, but no exploitation of CVE-2024-43491 itself has been detected.

In addition, the Windows product team at Microsoft discovered this issue, and we have seen no
levidence that it is publicly known.
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043050
https://learn.microsoft.com/en-us/lifecycle/products/windows-10-2015-ltsb
https://learn.microsoft.com/en-us/lifecycle/products/windows-10-2015-ltsb
https://learn.microsoft.com/en-us/lifecycle/products/windows-10-iot-enterprise-ltsb-2015
https://support.microsoft.com/help/5043083

Maximum

IFor more information see KB5043083.

IWhy were previously fixed CVEs rolled back?

Starting with the Windows security update released March 12, 2024 - KB5035858 (OS Build
10240.20526), the build version numbers crossed into a range that triggered a code defect in the
IWindows 10 (version 1507) servicing stack that handles the applicability of Optional Components.
)As a result, any Optional Component that was serviced with updates released since March 12, 2024
KB5035858) was detected as "not applicable" by the servicing stack and was reverted to its RTM
version.

|Are all installations of Windows vulnerable?

INo. Only Windows 10 (version 1507) (Windows 10 Enterprise 2015 LTSB and Windows 10 IoT
[Enterprise 2015 LTSB) with Optional Components enabled from the following list are vulnerable. All
ther versions of Windows 10 released since November 2015 are not affected.

NET Framework 4.6 Advanced Services \ ASP.NET 4.6
Active Directory Lightweight Directory Services
Administrative Tools

Internet Explorer 11

Internet Information Services\World Wide Web Services
LPD Print Service

Microsoft Message Queue (MSMQ) Server Core
MSMQ HTTP Support

MultiPoint Connector

SMB 1.0/CIFS File Sharing Support

Windows Fax and Scan

Windows Media Player

Work Folders Client

XPS Viewer

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

Information published.

CVE ID \Vulnerability Description Severity |Vulnerability
5 Impact
Rating

|Are there any actions I can take to prevent the rollback of previously fixed CVEs that this

vulnerability caused?
ICVE-2024- |No. If you have installed any of the previous security updates released between March and August
43491 2024, the rollbacks of the fixes for CVEs affecting Optional Components have already occurred. To . IRemote Code
MITRE restore these fixes customers need to install the September 2024 Servicing Stack Update and Security Critical Execution
INVD [Update for Windows 10.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest | Exploitability Assessment for Older  |[Denial of Service Exploitability |Publicly Exploited
Software Release Software Release Assessment IDisclosed P
Exploitation Detected INot Found N/A No Yes
Affected Software
The following tables list the affected software details for the vulnerability.
[CVE-2024-43491

KB . Restart
Product A rticle Severity|Impact |Supersedence|CVSS Score Set Required

Base: 9.8
'Windows 10 for M i, Remote Temporal: 8.5
. (Security |Critical |Code None . Yes

32-bit Systems Update) Execution Vector:

— eeutio CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43491
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43491
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-43491
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-43491
https://support.microsoft.com/help/5043083
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043083
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043083
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043083

CVE-2024-43491
Windows 10 for |5043083 Remote ?:;f:fr'fl,g S
x64-based (Security |[Critical |[Code INone Vectgr' T Yes
Systems Update) Execution CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:H/L:H/A:H/E:U/RL:O/RC:C
Acknowledgements
ICVE ID |Acknowledgements

Anonymous

CVE-2024-43491

CVE-2024-43495 - Windows libarchive Remote Code Execution
Vulnerability

(top)
peER T Vulnerabilit
CVE ID Vulnerability Description Severity y
Rati Impact
ating

ICVE Title: Windows libarchive Remote Code Execution Vulnerability

IDescription:

[Unknown

IFAQ:

|According to the CVSS metric, the attack vector is local (AV:L). Why does the CVE title

indicate that this is a remote code execution?

The word Remote in the title refers to the location of the attacker. This type of exploit is

sometimes referred to as Arbitrary Code Execution (ACE). The attack itself is carried out locally.

[This means an attacker or victim needs to execute code from the local machine to exploit the

vulnerability.

lAccording to the CVSS metric, user interaction is required (UI:R) and privileges required
CVE-2024- ||, R -

is low (PR:L). What does that mean for this vulnerability?
43495 [Remote Code

ITRE , , iy . i, fmportant g e cution

NVD IAn authenticated attacker with guest privileges must send the victim a malicious RAR file and

convince them to open it.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

[Information published. This CVE was addressed by updates that were released in July 2024, but
the CVE was inadvertently omitted from the July 2024 Security Updates. This is an
linformational change only. Customers who have already installed the July 2024 updates do not
need to take any further action.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly Exploite
Software Release Software Release Assessment IDisclosed P
[Exploitation Less Likely INot Found N/A No [No |

Affected Software

The following tables list the affected software details for the vulnerability.

ICVE-2024-43495

KB . IRestart
Product Article Severity [[mpact Supersedence||[CVSS Score Set Required
'Windows 11 Base: 7.3
|Version 22H2 for| (5804&43 Important geglote N Temporal: 6.4 v
IARM64-based [%y mportan Eoej tion one [Vector: es
Systems ||—p—' xeeu CVSS:3.1/AV:L/AC:L/PR:L/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043083
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043083
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5043083
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43495
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-43495
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-43495
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-43495
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5040442
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5040442
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5040442

CVE-2024-43495
'Windows 11 Base: 7.3
Version 22H2 for 5040442 Remote [Temporal: 6.4
(Security |[Important|Code INone i Yes
x64-based Update) Execution |Vector:
Systems —paate) CVSS:3.1/AV:L/AC:L/PR:L/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Wm(.iows 11 5040442 Remote Base: 7.3
Version 23H2 for (Security |[Important|Code None Femporal: 6.4 \Yes
IARM64-based Ud—zl:te)y P Exccution \Vector:
Systems —Paae) CVSS:3.1/AV:L/AC:L/PR:L/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows 11 Base: 7.3
\Version 23H2 for| —50404‘.‘2 Remote [Temporal: 6.4
(Security |[Important|Code INone . \Yes
x64-based Update) Exceution |Vector:
Systems |—p— ] ICVSS:3.1/AV:L/AC:L/PR:L/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
'Windows Server Base: 7.3
2022, 23H2 (Sg::‘c% Important] g?)gl:te INone Temporal: 6.4 \Yes
[Edition (Server ‘lTate)y P Exccution [Vector:
Core installation)”—p— ] CVSS:3.1/AV:L/AC:L/PR:L/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Acknowledgements
ICVE ID |Acknowledgements
whltc & Zhiniang Peng
CVE-2024-43495 IHAO LI with Venustech ADLab
CVE-2024-38194 - Azure Web Apps Elevation of Privilege
Vulnerability
top)
- A Maximum ulnerability
CVE ID \Vulnerability Description Severity Rating mpact
ICVE Title: Azure Web Apps Elevation of Privilege Vulnerability
IDescription:
IAn authenticated attacker can exploit an improper authorization vulnerability in Azure Web
IApps to elevate privileges over a network.
IFAQ:
IWhy are there no links to an update or instructions with steps that must be taken to
protect from this vulnerability?
[This vulnerability has already been fully mitigated by Microsoft. There is no action for users
CVE-2024- . : : . . .
lof this service to take. This purpose of this CVE is to provide further transparency. .
38194 - levation of
MITRE N : (Critical rivilege
NVD Please see Toward greater transparency: Unveiling Cloud Service CVEs for more g

linformation.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

Information published.

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order
of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

[Exploitability Assessment for Latest xploitability Assessment for Older ||Denial of Service Exploitability |[Publicly Exploite
Software Release Software Release Assessment IDisclosed P
Exploitation Less Likely [Not Found [IN/A INo [No |

Affected Software
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5040438
https://twitter.com/edwardzpeng
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38194
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-38194
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38194
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-38194
https://aka.ms/MSRC-Cloud-CVEs

The following tables list the affected software details for the vulnerability.

[CVE-2024-38194

Product

KB

Article SeverityImpact |Supersedence|CVSS Score Set

Restart
IRequired

|Azure Web Apps Critical |jof None

IBase: 8.4
Temporal: 7.3
|Vector:

Elevation

Privilege

ICVSS:3.1/AV:N/AC:H/PR:L/UIL:N/S:C/C:H/I:H/A:L/E:U/RL:O/RC:C

Unknown|
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CVE-2024-38194

Shimi Gersner with Azure Networking Security Research (ANSR), Microsoft

CVE-2024-37980 - Microsoft SQL Server Elevation of Privilege
Vulnerability

top)

CVE ID

\Vulnerability Description

Maximum
Severity
IRating

'Vulnerability
1

mpact

37980
ITRE
VD

=

Z

CVE-2024-

ICVE Title: Microsoft SQL Server Elevation of Privilege Vulnerability
IDescription:

[Unknown

IFAQ:

I am running SQL Server on my system. What action do I need to take?

lUpdate your relevant version of SQL Server. Any applicable driver fixes are included in those
updates.

Il am running my own application on my system. What action do I need to take?

Update your application to use Microsoft OLE DB Driver 18 or 19. Update the drivers to the
versions listed on this page, which provide protection against this vulnerability.

[ am running an application from a software vendor on my system. What action do I need to
take?

IConsult with your application vendor if it is compatible with Microsoft OLE DB Driver 18 or 19.
Update the drivers to the versions listed in this page, which provide protection against this
vulnerability

There are GDR and/or CU (Cumulative Update) updates offered for my version of SQL
Server. How do I know which update to use?

e First, determine your SQL Server version number. For more information on determining
your SQL Server version number, see Microsoft Knowledge Base Article 321185 - How to
determine the version, edition, and update level of SQL Server and its components.

¢ Second, in the table below, locate your version number or the version range that your version
number falls within. The corresponding update is the one you need to install.

INote If your SQL Server version number is not represented in the table below, your SQL Server
version is no longer supported. Please upgrade to the latest Service Pack or SQL Server product in
lorder to apply this and future security updates.

This security update also
includes servicing releases up
through...

Security update for SQL 16.0.4003.1 - KB 5038325 - SQL2022 RTM
Server 2022 CU14+GDR 16.0.4135.4 CU14

Security update for SQL 16.0.1000.6 - KB 5040936 - Previous
Server 2022 RTM+GDR 16.0.1121.4 SQL2022 RTM GDR
Security update for SQL 15.0.4003.23 - KB 5039747 - SQL2019 RTM
Server 2019 CU28+GDR 15.0.4385.2 CuU28

Security update for SQL 15.0.2000.5 - KB 5040986 - Previous
Server 2019 RTM+GDR 15.0.2116.2 SQL2019 RTM GDR
Security update for SQL 14.0.3006.16 - KB 5040940 - SQL2017 RTM
Server 2017 CU31+GDR 14.0.3471.2 CU31

Security update for SQL 14.0.1000.169 - KB 5040942 - Previous
Server 2017 RTM+GDR 14.0.2056.2 SQL2017 RTM GDR

Security update for SQL 2016 13.0.7000.253 - KB 5040944 - SQL2016 Azure
Azure Connect Feature Pack 13.0.7037.1 Connect Feature Pack

Update . Apply if current
Title L
Number product version is...

5042578
5042211
5042749
5042214
5042215
5042217

5042209

Important

Elevation of
Privilege



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37980
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2024-37980
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-37980
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2024-37980
https://learn.microsoft.com/en-us/troubleshoot/sql/releases/download-and-install-latest-updates

Maximum

'What are the GDR and CU update designations and how do they differ?

[The General Distribution Release (GDR) and Cumulative Update (CU) designations correspond to
the two different servicing options in place for SQL Server baseline releases. A baseline can be
leither an RTM release or a Service Pack release.

¢ GDR updates — cumulatively only contain security updates for the given baseline.
¢ CU updates — cumulatively contain all functional fixes and security updates for the given
baseline.

[For any given baseline, either the GDR or CU updates could be options (see below).

o If SQL Server installation is at a baseline version, you can choose either the GDR or CU
update.

o If SQL Server installation has intentionally only installed past GDR updates, then choose to
install the GDR update package.

o If SQL Server installation has intentionally installed previous CU updates, then chose to
install the CU security update package.

INote: You are allowed to make a change from GDR updates to CU updates ONE TIME. Once a
SQL Server CU update is applied to a SQL Server installation, there is NO way to go back to the
IGDR update path.

ICan the security updates be applied to SQL Server instances on Windows Azure (IaaS)?

IYes. SQL Server instances on Windows Azure (IaaS) can be offered the security updates through
Microsoft Update, or customers can download the security updates from Microsoft Download
(Center and apply them manually.

IWhat privileges could be gained by an attacker who successfully exploited the vulnerability?

|An attacker who successfully exploited this vulnerability could gain administrator privileges.

Mitigations:

INone

Workarounds:

INone

IRevision:

1.0 2024-09-10T07:00:00

[Information published.

CVE ID Vulnerability Description Severity Inerability
. mpact
IRating
5042207 Security update for SQL 13.0.6300.2 - KB 5040946 - Previous
Server 2016 SP3 RTM+GDR  13.0.6441.1 SQL2016 RTM GDR

Exploitability Index

The following table provides an exploitability assessment of each of the vulnerabilities addressed this month. The vulnerabilities are listed in order

of bulletin ID then CVE ID. Only vulnerabilities that have a severity rating of Critical or Important in the bulletins are included.

Exploitability Assessment for Latest | Exploitability Assessment for Older |[Denial of Service Exploitability |Publicly Exploite dl
Software Release Software Release Assessment IDisclosed P
Exploitation Less Likely INot Found IN/A INo [No

Affected Software

The following tables list the affected software details for the vulnerability.

ICVE-2024-37980

. IRestart
Product Iffticle Severity (Impact |Supersedence|CVSS Score Set Required
Microsoft SQL .
Server 2016 for (5042207 Elevation ?:ﬁffri 5
x64-based (Security |[Important|of None Vectgr' T Maybe
Systems Service |lUpdate) Privilege CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Pack 3 (GDR)
Microsoft SQL
Server 2016 for Base: 8.8
x64-based 5042209 Elevation T:rsrf.or.al' 7
Systems Service |(Security |Importantjof INone Vectgr' U Maybe
Pack 3 Azure  [Update) Privilege CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:H/LH/A:H/E:U/RL:O/RC:C
Connect Feature
Pack



https://www.microsoft.com/download/details.aspx?familyid=bcaa232a-0e0c-4ae9-b4d8-7a27d8453595
https://www.microsoft.com/download/details.aspx?familyid=bcaa232a-0e0c-4ae9-b4d8-7a27d8453595
https://www.microsoft.com/download/details.aspx?familyid=bcaa232a-0e0c-4ae9-b4d8-7a27d8453595
https://www.microsoft.com/download/details.aspx?familyid=13dffaf9-0377-4a30-b9b8-9bf8f2629aa6
https://www.microsoft.com/download/details.aspx?familyid=13dffaf9-0377-4a30-b9b8-9bf8f2629aa6
https://www.microsoft.com/download/details.aspx?familyid=13dffaf9-0377-4a30-b9b8-9bf8f2629aa6

CVE-2024-37980
Microsoft SQL . Base: 8.8

5042215 Elevation| .
igz&fgf 7 for (Security |([Important|jof INone "\[Izr(ig;).ral. 77 Maybe
Systems (CU 31)[URdate) Privilege CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E: U/RL:O/RC:C
Microsoft SQL . Base: 8.8

5042217 Elevation .
;S(gzgzszgdl 7 for (Security |[Important|of INone '\flzl(ggsral. 77 Maybe
Systems (GDR) [URdate) Privilege CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL . Base: 8.8

5042749 Elevation .
;s(zzg;szfdl 9 for (Security ||Importantjof INone "\F;:;g;).ral. 77 Yes
Systems (CU 28)[URdate) Privilege CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL . Base: 8.8

5042214 Elevation| .
igz&fgf 9 for (Security ([Important|of INone "\[Izr(ig;).ral. 77 Yes
Systems (GDR) [URdae) Privilege CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E: U/RL:O/RC:C
Microsoft SQL . Base: 8.8

5042578 Elevation .
igﬁgfgz for (Security |[Important|of INone '\flzl(ggsral. 77 Yes
Systems (CU 14)[JRdate) Privilege CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Microsoft SQL . Base: 8.8

5042211 Elevation .
izz@;ﬁgfz for (Security ||Importantjof INone "\F;:;g;).ral. 77 Yes
Systems (GDR) [URte) Privilege CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Acknowledgements
ICVE ID Acknowledgements

Anonymous

CVE-2024-37980



https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=5c1115eb-d55d-4a6d-9d44-070045a2675f
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=6e5ca6fa-350d-4a60-b071-c0aa3503136e
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=971b1a77-4e8d-4dff-9b4f-3051fb41f8c6
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=684d2c34-425f-45b9-b685-c3ba4266a759
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=a2449ad4-3be2-407b-9e56-c109d321a5b9
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac
https://www.microsoft.com/download/details.aspx?familyid=b6de42f6-dec1-4212-80fd-820f30b5b9ac

